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Executive Summary
This report describes best practice in sectors other than Security, and summarises and makes recommendations how
this information can be used by security sector end-users. At the end of each section of the report there is a subsection describing potential application of best practices by security sector end-users. Information was collected via
conducting interviews and also via desk-research.

0.1 Interviews
In addition to the End-User interviews in the Security domain described in D3.3 (Assessment results analytic
report), INSEC Consulting Partners (ALMA, EFPC, FMMC, KAOS, ADVISIO, GLOBAZ, EVR, INOGATE)
conducted interviews targeting sectors other than the Security. This included: General Consultancy, Environment,
Telecommunications, Transport, Aerospace and Defence, Higher Education, Health, ICT, Transport. The purpose
of these interviews was to identify innovation practices in non-security sectors.
Interviews were carried out until 31 January 2013 with organisations in industries other than the Security domain.
16 interviews were conducted. Of the organisations interviewed, 10 are SMEs and 9 are from Eastern European and
Baltic Countries. Interviews were conducted with organisations in Estonia, France, Hungary, Romania and Spain.
The majority of the organisations interviewed are from the private sector. Interviews conducted are treated as
confidential information and must be kept anonymous. Therefore company names are referred to as “XXX” when
interview quotes are given and the sector pertaining to the organisation is written in the corresponding footnote in
place of the organisation name.
The questionnaire used for conducting these interviews is included as Annex 1 to this report. A template Email to
introduce INSEC to organisations outside the security sector is attached as Annex 2.
The questionnaire used for these interviews is consistent with the design of other INSEC questionnaires, namely
the internal end-user interviews and external end-user interviews in the security domain, in order to also support
and act as input to the other INSEC work packages, including:
• Task 3.2. The purpose of this task is to produce a collection of design specifications that will be used
afterwards for developing an Innovation Management Model [Task 3.6] and a Cooperation Strategy [Task 3.7]
so that both of them will be shaped to meet the specific needs and features of security related organisations.
• Task 4.2. Proposals for effective methods and tools for Technology Watch and Roadmapping in security
sector
• Task 4.4. Establishing effective tools for technology exploitation
• Task 6.1 Definition of the training needs
All information contained in this document, being a public deliverable, may be published on the INSEC
Project`s website or on other dissemination tools in the context of the project, excluding that included in the
Annexes section as this is internal auxiliary content.
0.1.1 Themes within the Interview Script
The interview questionnaire design follows the conceptual and methodological architecture defined for
characterising the four segments involved in the project. It is based on two accepted models: (1) COTIM (providing
an «internal» perspective) and (2) The Triple Helix (providing an «external» one). These models are described in
detail in INSEC D3.2 “Segment innovation ecosystem report”.
The questionnaire is broken down into the following sections:
• Corporate Culture (Innovation Policy, Innovation Culture)
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• Corporate Strategy (Formulation of the innovation strategy, Deployment of the innovation strategy)
• Management (managing implementation of the innovation strategy)
• Organisation (Training for innovation, Organisational structure supporting innovation, Innovation Skills,
Motivation)
• Knowledge (Mechanisms for identifying external knowledge sources)
• Processes (In this report, Processes focuses on the procedures in place to guarantee observance of legal,
regulatory and ethical issues e.g. data protection)
• Technology and Tools (Infrastructure for innovation, Technology, Tools)
• Collaboration and Networking (Relationship Model, Innovation Financing)
The results from the questionnaires summarised below give both formal and informal awareness of innovation
inside the organisations that have been interviewed. The most mature and innovative organisations are coming from
more developed countries in Western Europe.

0.2 Best Practice collected via Desk-Research in industries other than the Security
domain
Additional research into Best Practices in the themes described in section 1.1.1 was carried out in order to
supplement the findings of the interviews and go into more depth regarding points raised from the interviews and
the subject matter in general.
Research included recent studies, surveys, on-line articles, relevant books etc. on subjects including Innovation
Management; Open Innovation; Innovation Networks; Structured Crowdsourcing; Incentive Prize Competitions;
Studies and Surveys; Knowledge Maps. Researched sectors include Health, Retail, Telecoms, Games, ICT,
Transportation, Security, Film industry.
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Section 1: Corporate Culture
Corporate culture is formulated as the specific set of values, norms, habits and practices (implicit and explicit),
usually encouraged by the organisation’s management board, and shared by employees, which establishes both
formally and informally, the way in which they interact with each other and with external actors (i.e. the collective
behaviour of humans that are part of an organisation).
Corporate Culture determines attitudes and sets the tone for the way everything is done in an organisation including
good practices related to innovation, and is responsible therefore for supporting employee behaviours and actions.
The survey feedback in 1.1 demonstrates that although the organisations interviewed do not view innovation as a
separate activity and there is in general no separate innovation policy within these organisations, they do
nevertheless incorporate innovation best practices such as: using performance indicators, brainstorming activities,
suggestion boxes etc. Section 1.2 analyses examples of Best Practice in Corporate Culture from research carried out
into recent studies, articles and publications, and overall conclusions are summarised in Section 1.3

1.1 Survey Feedback
Ensure innovation is part of the organisation DNA
At an operational level informal actions are the norm. There are few organisations which formalise integration of
innovation into the corporate culture theme. Mainly, organisations interviewed do not view innovation as a separate
activity and there is in general no specific innovation policy within these organisations. Rather it is integrated in an
informal manner within all organisation activities (organisations review their development activities through
regular steering committee and board meetings). SMEs need to keep innovating in order to remain competitive in
the marketplace, which makes them a real source of innovative ideas in all sectors of activity.
“This is a small company, they rely on innovation as a way for “survival”; innovation is not structured and no
department or area is centralising this activity, instead it is perceived as pervasive attitude, not a part within the
organisation but a central element; each manager is responsible for innovation within his/her area: objectives,
budgets (opposite to general plans).”1
“The Innovation policy of the organization is not reflected by a clear single document but innovation is part of the
organization culture (to be permanently focused on improvements of the processes and products”.2
Include innovation in vision and mission statements
One best practice that could help improve the innovative corporate culture within at least one interviewed
organisation would be to formulate vision and mission statements related to the will to become more innovative
and putting into place internal processes that could help the organisations reach their goals. These actions will
enable formalisation of the “non-spoken” and create awareness about the fact that the organisation is innovative.
“Our Innovation policy is a part of general policies and it is the main objective of the R&D department”2
“Innovation is one of the values of the company and every employee is aware about this.”2
Build an innovation strategy
Another identified practice relates to using performance indicators aimed at defining needed resources and
expected outcomes for activities. Performance indicators are an important part of a company’s innovation strategy.

1
2

Environment
IT
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The innovation strategy is represented by a structured plan that comprises: actions, objectives, targets/indicators,
indicative resource allocation, timeframe, budget, etc.
“There is a specific map of performance indicators aimed at defining all of the needed resources, and expected
outcomes for XXX’s core activities. The particular map of performance indicators is the most compact method of
communicating development (and innovation) related goals to all of the employees. Mostly, employees outline their
specific working goals themselves. A broader review is done on quarterly basis; and short-term updates are
carried out during weekly team meetings. All of the planned work has to be geared towards achieving the strategic
development goals.”3
“There is a general strategy, and an annual action plan: through reviewing the action plan, the needs of
stakeholders, as well as the target groups’ interests are worked into the planning of the whole innovation process.
At the moment, most of such reviews are conducted by modifying the budget and the concrete action plan; starting
from next year, once the performance indicators are developed, the latter will become the key channels for
communicating stakeholders’ expectations, and the needs of the target groups.”3
Actions related to innovation also include pre-feasibility studies, market research and economic analysis to
determine the value of innovation activities before they are implemented.
“Pre-feasibility studies, market search, economic analysis (cost benefit ratio, internal rate of return). The results of
all projects (including innovative initiatives) are analysed and the indicators are compared (after 12 months and
also after project termination).”4
Enhance internal innovation with specific communication tools and processes
Organisations rely on their staff to report on issues and problems related to internal processes and production
activities, which can often be considered as incremental innovation. These issues and problems are reported: as
they arise (using for example dedicated suggestion boxes); during annual reviews; at internal meetings; via
brainstorming sessions and also using web-based idea-collection software. Focus groups and creativity
workshops are also used by organisations to improve their processes and collect feedback. Communication of New
technologies to employees is via Emails, Newsletters, blogs, business networks etc.
“Frequent brainstorming meetings to find synergies between market opportunities and R&D ideas. Innovative
employees are making themselves visible in brainstorming meetings. New ideas are encouraged (by funding
experiments) to the point of technical feasibility. The know-how attained is capitalized later in commercial
contracts.”4
“The screening of new technologies is done by reading external newsletters and through xxx’s business networks.
The central goal of the organisation is openness: both in terms of ideas sharing, and outward communication.
Therefore, for example, most of the executive level meetings are recorded at an internal blog, where all of the
employees can have an overview of most important decisions (including innovation-related strategy discussions).”3
“There are newsletters once a month. All important info is on the internet.”5

These above best practices are already implemented in all sizes
of organisations. They have a positive impact on employees
and internal processes and are relatively easy to put into place.
3

General Consultancy
IT
5
Transport
4
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1.2 Analysis of Additional Input (researched studies, reports, articles etc.)
Create an innovation culture on organisational level
Organisations that have a low maturity awareness of innovation can choose to focus their attention on the
importance of enhancing internal creativity. A recent article from the Harvard Business Review illustrates five
practices that any company can adopt to create a culture of innovation: 6
a) Create an environment that allows innovation to thrive while encouraging employees to feel comfortable
taking calculated risks.
b) Job definitions should be flexible and fluid. The roles employees play must adapt to the changing needs of
the marketplace.
c) Foster opportunities for new ideas to flourish regardless of their source.
d) Promote and reward collaboration. Studies have shown that the vast majority of important innovations
actually spring from collaborative, team efforts
e) Celebrate innovation and see any performance problems as opportunities to learn and improve.
These practices can be applied on an operational level with the help of best practices defined in section 1.1
Periodically disseminate organisational values to employees
The tighter the connections between strategy, culture, and innovation, the more effective the organisation will be
converting innovation spending into marketplace results and efficient use of financial resources. As part of these
activities, the articulation and dissemination of an organisation’s values to its employees is important and should be
periodically updated. For example, Merck (a pharmaceutical company) has published a document entitled “Our
Values and Standards – The basis of our success”7 which states that:
“Our mission is to discover, develop and provide innovative products and services that save and improve lives. No
matter how we change and grow, the core of who we are, embodied in our values and standards, will remain
constant. And those values and standards will always be the very basis of our success.”
Use company culture as an innovation accelerator
The 2011 Global Innovation 1000 Study from Booz & Company shows that organisations should follow the lead of
the most successful innovators in ensuring that a company’s culture not only supports innovation, but actually
accelerates its execution. The study recommends that:
• The innovation strategy is clearly articulated and communicated throughout the organisation from the top
all the way down to the lab bench.
• The technical community should be in sync with top management, and be represented at executive
meetings.
• The innovation agenda should be translated into a tangible action plan clearly linked to a short, focused list
of capabilities that will allow the organisation to stand out in the marketplace.
At operational level, these ideas can be put in practice by building a top-to-bottom and bottom-to-top
communication flow, by creating formal processes (regular executive meetings between technicians and top
management) and a detailed action plan.
Focus on people and push them beyond existing boundaries
People are an organisation’s most important asset; General Electric (GE), Procter & Gamble (P&G) and IBM all
nurture and energise talent, investing in recruiting, selecting and growing the people who will become their future
leaders.

6
7

http://blogs.hbr.org/cs/2012/08/best_practices_for_leading_via.html
http://www.merck.com/about/code_of_conduct.pdf
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As a source with Dow Chemical put it, "It's empowerment that really helps us stay agile. We encourage everyone to
lead courageously — constantly asking "what if?" or "why not?" We challenge our employees to recognize
possibilities and push beyond boundaries."8
At most innovative organisations, job definitions tend to be flexible and fluid. These companies recognize that the
roles their employees play must adapt to the changing needs of the marketplace. For example:9
• At FedEx the company actively assists executives in moving between functions in order to accumulate a
diverse range of experiences that improve their overall adaptability.
• Researchers at 3M have free rein to spend 15% of their time exploring new ideas in whatever way they like.
They can brainstorm while playing ping pong, going for a walk or lying on a couch. The only rule that 3M
places on this innovation time is that they must share their insights with others.
These empowerment methods allow employees to “think out of the box” and create “radical” innovation, which
often opens opportunities for reaching new horizons (identify new markets, create new products/services, develop
innovative technologies, etc.)
Learn more about brainstorming methods
As corroborated by the survey feedback, Brainstorming is an important Best Practice. There are many techniques
for Brainstorming and good examples can be found in Bryan W. Mattimore’s book “Idea Stormers: How to Lead
and Inspire Creative Breakthroughs”.

In addition to the best practices identified during the INSEC
survey, the materials analysed in section 1.2 allow security
organisations to add complementary best practices according
to the innovation awareness level of each organisation. People
in an organisation are the main asset for innovation, together
with the establishment of communication channels.

1.3 General Conclusions and Potential Application to the Security Sector
The elements that make up a truly innovative company are many: a focused innovation strategy, a winning overall
business strategy, deep customer insight, great talent, and the right set of capabilities to achieve successful
execution. More important than any of the individual elements, however, is the role played by corporate culture —
the organisation’s self-sustaining patterns of behaving, feeling, thinking, and believing — in tying them all
together.
The leading innovative companies invest in creating an environment that allows innovation to thrive while
encouraging employees to feel comfortable taking calculated risks. Studies have shown that the vast majority of
important innovations actually spring from collaborative, team efforts. Companies that are leading innovators such
as Merck, P&G and DOW-Chemicals not only have innovative leaders, but more importantly they have leaders
who create conditions that facilitate innovation by encouraging, measuring and incentivising collaboration.
Web-based idea collection software, focus groups, brainstorming, creativity workshops should all be norms, habits
and practices within the security end-user organisation. This also applies to the constant re-defining and monitoring
of Performance Indicators, expected outcomes and needed resources.

8
9

http://blogs.hbr.org/cs/2012/08/best_practices_for_leading_via.html
http://blogs.hbr.org/cs/2012/08/best_practices_for_leading_via.html
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Innovation involves an element of risk and more risk-taking attitude can also help Security end-users to search and
introduce new processes and technologies into their organisations. However, employees will be reluctant to take the
risks inherent in innovation unless they know that their leadership team is willing to accept a certain amount of
failure as an inevitable part of the innovation process.
As a final and important message in this section, organisations need to be very careful in determining how they
identify a Best Practice within their business culture. Most experienced executives have strong beliefs about what
works and what doesn't, and logically they assign more resources and put more effort into the things they are
confident about, eager not to waste it on activities with less of a chance of success. As a result, they can make their
own beliefs come true. For example, in the film industry10 it is generally expected that films with a larger number
of stars in them, actors with ample prior successes, and an experienced production team will do better at the box
office. Sure enough, usually those films have higher attendance numbers. However, because of their belief that
those films will succeed, film distributors assign a much bigger proportion of their marketing budget and other
resources to those films, resulting in inefficient use of resources. The good box office results reaffirm their prior —
yet erroneous — beliefs. This reinforces the myth of the best practice and stimulates it to spread and persist.

10

http://blogs.hbr.org/cs/2012/12/which_best_practice_is_ruining.html
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Section 2: Corporate Strategy
The group of decisions in an organisation that determines its purposes, objectives and vision; and also that
generates the policies and plans for achieving those objectives.
Corporate Strategy is therefore the “grand plan” for how the organisation will reach its determined goals and
objectives, and within this strategy a separate section should be dedicated to Innovation. The survey feedback in 2.1
denotes the importance of strategic planning and implementation. Section 2.2 identifies Strategy formulation best
practices employed by leading organisations that can be used by security end-user organisations to enhance their
innovation processes. Overall conclusions are summarised in Section 2.3.

2.1 Survey Feedback
As mentioned previously, innovation is a part of private sector companies’ DNA. If organisations are not
innovating constantly they will be put out of business. This especially applies to SMEs. Organisations develop
and implement innovation via action plans or/and on a “project-by-project” basis.
“XXX has a strategic plan with a time horizon of 10 years containing procedures, objectives, planned activities and
deadlines, financial support. This plan is based on forecasted market needs; the main tools are innovation and
creativity.”11
A strategy must be supported by a periodically reviewed action plan e.g. R&D program together with
decision support tools.
One interviewed organisation from the IT sector has an annual R&D program defining objectives consistent with
its innovation strategy. It utilises decision support tools supporting an innovation plan including auditing, strategy
and performance review, strategy planning, etc. Implementation of these tools is supported by analytical reporting
and periodic reviews at the project level and annually at the strategy level.
Another IT organisation noted that their action plan is structured via: the organisation objectives; allocated
resources (human, material, financial); a timeframe; expected results and also some mechanisms for valorisation of
the results. The action plan is established annually and revised every six months.

Structuring innovation as dedicated part of a company’s
strategy is good practice.

2.2 Additional Input (researched studies, reports, articles etc.)
Adopt innovation when defining/changing company strategy
Most management teams do not develop a competence in strategic thinking. Changing the strategy has many
organisational implications and can be disruptive and time-consuming. Therefore changing strategy is not usually a
task that managers face repeatedly. Once companies have found a strategy that works, they want to keep using it
and do not want to change it.12 A suggested approach organisations can follow is as follows:
a) Form a team of executives, a department manager, and individuals with special insights to identify the core
threats and opportunities.

11
12

IT
http://blogs.hbr.org/hmu/2008/02/the-building-blocks-of-strateg.html
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b) Gather the views of customers, suppliers, and industry experts. These outside views can be powerful. Some
firms, particularly those in technological fields, enlist teams of scientists and engineers to look outward to markets,
competitors, and technical developments. It is their job to find anything that could threaten an organisation's current
business or point toward new directions in the industry or market.
• IBM’s Research Unit—IBM works with internal business units, its business partners and external
customers to fine-tune its strategic planning.
• Brown University—Brown took an overall participatory approach to its strategic planning process, which
planners designed to be as open and inclusive as possible. They used a number of tools to increase
communications among employees, faculty and students (e.g. memos, announcements and a Website).
• Nokia—Nokia has developed a participatory strategic planning process that includes feedback from
thousands of employees.
c) Look inside at resources, capabilities, and practices. Resources and internal capabilities can constrain an
organisation’s choice of strategy. A strategy to exploit an un-served market might not be feasible if the organisation
lacks the necessary financial capital and human know-how. Also, a strategy that would require substantial
entrepreneurial behaviour on the part of employees would seem doomed from the beginning if the organisation’s
personnel practices reward years of service over individual performance.
An article by Wouter Koetzier & Christopher Schorling “Key Points to Consider when Developing an Innovation
Strategy”13 gives some good pointers for developing a strategy including:
• An innovation strategy needs to be truly inspiring and should describe a desirable future state for the company.
• The process of developing the strategy needs to be “Open”. This means consulting with outside customers,
experts and other organisations in order to gain insights that do not exist within a particular company’s
boundaries.
• Innovation leadership is the number one reason for success or failure. The leadership should come from the
top and preferably in the form of active personal involvement, guidance and inspiration for the innovation
teams within the organisation. Also, “Leadership…is supposed to come from all key members of the
innovation team. Not even the most brilliantly articulated innovation idea or plan can compensate for the
active involvement of a dedicated innovation team. Innovation strategy…needs high-level commitment of
someone who is obsessed with innovation.”
Define innovation plan objectives consistent with the outlined innovation strategy
Organisations should conduct activities and implement methods for economically forecasting and assessing the
result of innovations: Quantitative methods, specialised department, business plan before "innovating", etc.
Once an organisation has developed a satisfactory strategy, a plan or similar document is required containing
procedures to assist the implementation of the innovation aspects of the strategy. This requires alignment between
the people and the activities of the organisation and its strategy. Alignment is a condition in which every employee
at every level understands the strategy, and understands his or her role in making the strategy work. The role of an
organisation’s manager is communicating and coordinating:14
• Communicating. Helping people understand the strategy and how their jobs contribute to it; creating a
situation in which even the lowest-ranking employees can easily express the innovation goals of the
organisation and explain how their day-to-day activities further these aims.
• Coordinating work processes, by aligning employee activities with the business's strategic intentions.
Robin Speculand’s book “Beyond Strategy” mentions the “Balanced Scorecard” from Kaplan and Norton as a Best
Practice framework for implementing strategy. The framework emphasises the need to track customer response,
13

http://www.innovationmanagement.se/2012/03/22/5-key-points-to-consider-when-developing-an-innovationstrategy/
14
http://blogs.hbr.org/hmu/2008/02/the-building-blocks-of-strateg.html
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internal processes and learning and growth. Robin also points out that after launching a new strategy many leaders
have no follow-up plan of action for what to do next and instructions for their employees to follow.
Kaplan and Norton also created a one-page summary regarding organisation strategy based on a five-step
framework:
• Mobilise change through executive leadership
• Translate strategy to operational terms
• Align the organisation to strategy
• Motivate to make strategy everybody’s job
• Govern to make strategy a continuing process
Identify operational elements of an Innovation Action Plan
In his book, “Beyond Strategy” Robin Speculand also summarises leaders’ role in strategy implementation in terms
of four things leaders must do differently:
1) Identify the framework to guide the organisation through the implementation phase.
2) Conduct a strategy implementation readiness assessment.
3) Review current projects for alignment. A current best practice in many organisations is to set up a strategic
project office or office for strategic management to review current projects in the organisation.
4) Fund the implementation.
An innovation action plan must therefore contain elements that will allow it to be continually monitored and
reviewed including: objectives, targets/indicators, indicative resource allocation, timeframes and budgeting.
There are many decision support tools supporting the innovation plan including resource planning tools and
financial budgeting software. Many can be bought off-the-shelf and customised to an organisation’s requirement
with relatively low effort and cost.
It is also essential that the implementation plan, in today’s global digital world includes activities to counter cyberattacks and strengthen security in government organisations. In an article written in Express Computer online
magazine (October 2011) by Pamela Warren 15, Cybercrime Strategist and Director, Public Sector & CIP Initiatives,
McAfee, Inc. she says that today our governments globally are under repeated attack. Many of these attacks are
insidious ones that have been underway for some time, unbeknownst to the government agency being targeted. In
parallel, government contractors have also been targeted, presumably for insights into government projects and
contracts.
In order to strengthen government enterprises, Pamela describes ten best practices, which should be top of the
agenda for most government agencies today: Data Governance, Device Discovery and Control; Application
Discovery and Control; Social engineering awareness for all employees; Vulnerability awareness and patching;
Have an effective cyber emergency response plan; Ensure continuous monitoring and visibility; Determine best
logging that enables you to review for anomalies; Due diligence of employees and contractors; Exercise and audit

The innovation strategy must be aligned with an
implementation action plan which is communicated,
understood and actualised by all employees in the organisation
through their day-to-day activities. The balanced scorecard can
be used by managers to keep track of the execution of
activities by the staff within their control and to monitor the
consequences arising from these actions.
15

http://www.expresscomputeronline.com/20111031/techviews01.shtml
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2.3 General Conclusions and Potential Application to the Security Sector
The role of strategic planning as a key element in the management system is explicitly recognised through strong
links to other elements of the management system (e.g. strong human resources and organisational structures). A
strategy can succeed only if it has the backing of the right set of people and other resources. Strategic planning
requires participation and periodic input from all levels of the organisation. Viewing the security end-user
organisation’s environment as an ecosystem can be a useful analogy when thinking about strategic planning. Much
like organisms in a biological ecosystem, organisations also form complex interdependent networks.
No strategy is effective forever. Something in the external environment eventually changes--new technology
appears, customer needs shift, new competitors emerge--rendering it ineffective. Unfortunately, many management
teams cannot recognise when their strategies have become obsolete. The temporary nature of successful strategy
means that organisations should continually scan the external environment for threats and new opportunities.
Strategy formulation is an on-going requirement of good management, and a process that should be permanently
embedded in the Security end-user organisation.
Organisations should note that there is no single “best practice” for how to do successful strategic planning. The
timing and process will differ depending on the security sector, market pressures, and the size and culture of the
organisation.
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Sections 3 and 4: Management and
Organisation
Due to much overlap and interdependence between Management and Organisation it was decided to summarise
together the results of the survey and additional input.
Management
Management provides guidance within any organisation and comprises all elements required to define
objectives, to allocate resources and to operate, coordinate and monitor activities. In other words, it is
simply the set of choices made by executives about how the work of management gets done.
Organisation
People are the main asset in any organisation; they perform processes, they keep knowledge, they make
strategic decisions that determine the route to be followed. People are not isolated entities without order,
instead they mould an organisation that defines and delimits their level of responsibility, hierarchical
dependences and the roles and functions performed by each individual.
Management therefore comprises the tools and decisions to implement the most efficient and effective use of time,
resources and finance within an organisation. Organisations review and monitor these elements on an on-going
basis. Innovation activities are handled as part of organisations’ specific business processes and objectives. As a
result, in most cases there is no person in overall charge of Innovation within the organisations’ interviewed, and
expenditure on innovation is determined on a project basis as required.
The survey feedback in section 3.1 emphasises that the most important element is the people working in the
organisation, whose skills and profiles should be continually monitored. They are encouraged to report and discuss
day-to-day issues and to come up with new innovative ideas to enhance the organisation. Section 2.2 identifies Best
Practices used by leading organisations in managing their organisations including: Programs to encourage
employees to come forward with new ideas; recruiting staff with innovation potential; motivating staff; IT Security;
empowering groups within organisations.

3.1 Survey Feedback
Use action plans and continual assessment
Organisations review their performance and plan for the future on an on-going basis. Knowledge of the competition
is important to understand and benefit from their best practices, and learn from their mistakes. Also important is
continual review of employee capabilities within the interviewed organisations for determining customer
requirements and delivering results.
Many of the organisations interviewed have action plans which are implemented through: steering-committee
meetings; reviewing reports and plans e.g. sales and marketing plans, setting, managing and reviewing budgets.
Detailed planning and monitoring is done at a project level, and there are many project management tools available
to assist (see section 7.1).
Regular monitoring e.g. assessment measurement indicators, KPIs and weekly meetings are used to keep track of
work-in-progress, and to quickly spot potential set-backs related to either bad decision-making, or lack of skills.
Budgets are determined and continually reviewed as part of the organisation action plan and generally speaking
budgets are allocated by departmental managers on a project by project basis. The budgeting system should be built
around key performance indicators with shorter time horizons. Expenditure is reviewed via reporting and internal
meetings.
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“The procedure supporting the controlling and monitoring of innovation aspects is established by the existing
(system and operational) procedures of the Quality management system (running within the organisation). All
innovation aspects are carefully analysed before promoting any project at company level. Annual analysis
(including the innovative aspect) are made within each of the organisations’ departments; the results of these
analysis are presented to the board of directors/ shareholders (analysis of objectives, performance indicators
according to the implemented / running initiatives); each of the directors presented a plan for improvements of
their activities.”16
“Innovation is proactive and also planned in budget. Solutions for reactive innovation are funded from the annual
budget (small by its nature). The long-term innovations are in business plan – development steps in action plan and
covered with resources. The Internal audit department reviews budget monthly, quarterly and also annually.”17
“We yearly plan an R&D programme. Budget is reviewed annually. For all our projects, monthly financial report
& status sheets are used to monitor expenditures during project implementation.”16
Manage innovation using quality control standards
An identified good practice is to include innovation implementation as part of the quality control procedures of an
organisation For example through quality management standards such as ISO 9001:
“There are R&D procedures and instructions in the ISO 9001 certified management system. Innovation is present
in the quality manual as a project development procedure. The R&D manager is in charge. Project Management
software is used to assist. Project Support documentation includes: (Charter, technical spec, etc.).”16
Focus on Employee Skills
Generally employee skills and profiles are regularly monitored by project leaders. Also, while formulating teams
for a specific project, the employee skills are the main basis for deciding on the members of particular teams. If
necessary, gap analyses are performed in order to identify potential skills lacking within the organisation. Skillgaps are identified via self-reports, questionnaires, observation, individual interviews, job description checks,
competence-skills matrices, input from technical experts, meetings with technical experts, etc.
In small organisations, employee skill-levels are well-known to management and there are no written rules for
distributing responsibilities. In larger organisations skill-gaps in one department can be compensated for by
temporarily seconding employees with the relevant skills from other departments.
“One of the ideas of holding weekly meetings is to keep the progress of work on track, and quickly spot potential
set-backs related to either bad decision-making, or lack of skills. Since the organisation is rather small, most of the
skills are well known for the executive board. Therefore, there are no written rules for how to explicitly distribute
responsibilities. However, while preparing a certain activity, the employees’ skills are always one of the main
criteria for assigning particular tasks. Quite often, the lacking skills are compensated by asking help from an
expert and/or experts from the wide set of XXX’s mentors.”18
“Our organisation has a “knowledge matrix” mapping staff knowledge and competencies vs. service provision.”16
“In order to adjust training programmes and identify the need of employee skills individual interviews are
conducted as well as meeting with technical experts and considering their input.”19

16
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Incentivise staff
Many organisations encourage employees to come forward with new ideas and staff reviews (e.g. annual
evaluation) include consideration of this aspect. Methods for rewarding staff include bonuses and the involvement
in start-up companies resulting from their ideas. Importantly, one organisation noted that “appreciation is the best
motivation”.
“We have nothing to wave as the proverbial carrot; it is each one’s will. Maybe the incentive is linked to the fact
that we can publish articles in special medical press and our notoriety. As for the tools and latest technology that
we could use, we have access only to the ones that we manage to bring ourselves thanks to the project interest.”20
“Encourage employees to come forward with innovative ideas, and, if applicable, allow them to gain ownership of
these ideas (e.g. creating a separate start-up in cooperation with the executives of xxx). … is especially supported:
for such ideas, xxx can offer seed-funding, and incubation services along with a shared sales-power.”21
“Most of the incentives are related to business opportunities: if an employee comes up with a good business idea),
XXX offers an opportunity to gain ownership of the idea, and start working alongside XXX (which functions as an
incubator for the newly formed start-up, and assists with seeking financing, performing sales-marketing, and
access to a pool of experienced programmers).The scheme is basically targeted to all employees, who are
programmers for the most part.”21
“Rewards, money and appreciation. Appreciation is the best motivation.”22
Implement continual staff training
Organisations interviewed do not generally have training plans or organise specific innovation focussed training
sessions; rather, training is on specific R&D topics. Teaching methods include: classical classroom training; elearning; video-conferencing. Trainers are quite often experts from within the organisation itself, but also include
international experts and local experts from specific areas. Training documentation supplied normally includes
slide hand-outs, online references, and course materials.
“For medicine, the training is made in congresses. There are very few e-learning courses, trainings in the hospital
or postgraduate trainings in the university. Sometimes symposiums are organised for very niche problems.”20
“The human resources department has a training plan to meet competences needs. Training activities used are
classroom training provided by authorised persons.”21

Management and organisation requires implementing action
plans using quality control procedures and continually
monitoring an organisation performance. These above best
practices emphasise the pivotal role played by the
organisations’ staff members and the need to continually focus
on staff requirements including increasing their skill-sets
through continual training and incentivising them to produce
their best efforts for the organisation.
20
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3.2 Additional Input (researched studies, reports, articles etc.)
Create an innovation focused organisation structure
An innovative organisation requires an organisational structure whereby its leaders can make decisions that
produce more and better innovation over time. Innovation, whether related to products, process, organisational
methods, or marketing, is a complex, multidisciplinary activity that involves several areas of a single firm (such as
Marketing, R&D, Manufacturing, Financial, etc.), its clients, and its suppliers. In order for this system to function
effectively, effective coordination of the different activities is required.
In more turbulent, complex, and uncertain environments, such as innovative ones, static organisational frameworks
with rigid division and specialisation of labour cannot provide the flexibility and agility needed to maintain
innovative competitiveness. Organisation and communication structures that encourage and make use of
experience-based learning, knowledge sharing, and interaction – such as project teams, problem solving groups,
and task rotation – can contribute positively to the performance of innovative activities” (Jensen et al., 2007).
Recruit staff with potential
An organisation’s staff is its biggest asset and it is therefore of the utmost importance that people with innovation
potential and commitment are identified at the recruitment stage. Bruce Brown, Chief Technology Officer at
Procter & Gamble says “We see a definite difference between innovators and managers and we recruit people with
greater innovation potential, particularly with skills in the areas of cognition, openness and analogy skills. Analogy,
for example, is the ability to connect across seemingly disparate things. It’s critical to great innovators.”23
Motivate your staff
Many leading organisations encourage staff to be innovative through specific schemes. For example, Merck’s
Innospire program24 spans the Merck enterprise and seeks to give “intrapreneurs”—people within the company
with entrepreneurial skills and aspirations—an opportunity to launch new ideas in a highly transparent and open
process. Innospire is designed to refine ideas throughout a yearlong process and develop the strongest candidates
into market-ready products or processes. Ideas are solicited from anyone in the company via an online portal.
To maintain the enthusiasm employees bring to their jobs, management must understand three sets of goals that the
great majority of workers seek from their work—and then satisfy those goals:25
• Equity: To be respected and to be treated fairly in areas such as pay, benefits, and job security.
• Achievement: To be proud of one's job, accomplishments, and employer.
• Camaraderie: To have good, productive relationships with fellow employees.
To maintain an enthusiastic workforce, management must meet all three goals. Indeed, employees who work for
companies where just one of these factors is missing are three times less enthusiastic than workers at companies
where all elements are present. One goal cannot be substituted for another: improved recognition cannot replace
better pay, money cannot substitute for taking pride in a job well done, and pride alone will not pay the mortgage.
Robin Speculand notes in his book “Beyond Strategy” that in a study of 1,500 employees conducted by Dr Gerald
Graham, a professor of management at Wichita State University, personal congratulations – by managers of
employees who do a good job – was ranked first from 67 potential incentives he evaluated!
Empower your staff
23
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For executives who want to secure growth through innovation, the answer lies in recognising the limits of their
organisation and empowering groups to function with very different goals and operational metrics.26
An article written by Marshall Goldsmith27 for the Harvard Business Review, tells the story of a CEO who was the
leader of one of the world's largest global organisations. This CEO received feedback that he was too stubborn and
opinionated. He learned that he needed to do a better job of letting others make decisions and to focus less on being
right himself. He practiced this simple technique for one year: before speaking, he would take a breath and ask
himself, "Is it worth it?" He learned that 50% of the time his comments may have been exactly right, but they
weren't worth it. He quickly began focusing more on empowering others and letting them take ownership and
commitment for decisions, and less on his own need to add value.
Marshall then emphasises that employees understand their jobs, and know their tasks, roles, and functions within
the organisation. Organisation leaders should therefore let them do what they need to do to get the job done. But
there is a critical point that is often missed: It is not possible for a leader to "empower" someone to be accountable
and make good decisions. People have to empower themselves. The leader’s role is to encourage and support the
decision-making environment, and to give employees the tools and knowledge they need to make and act upon
their own decisions. By doing this, leaders help their employees reach an empowered state.
Ensure IT security
In today’s society, organisations are dependent on IT to a very large extent. As a priority, these organisations must
protect their assets against criminal and terrorist activities. Especially vulnerable are large industrial organisations
and end-user security organisations. There are plenty of high-profile breaches of security which have resulted in
large financial costs and infringement or loss of confidential/private data.
The Venafi 2011 IT Security Best Practices Assessment28 29 evaluated 420 participant organisations through an
independent online survey. Sixty percent of the evaluated organisations employ large workforces of 5,000 or more
employees. According to the survey, 77% of respondents failed to follow the best practice of performing quarterly
security and compliance training for their employees.
“Humans are the weak link” in information security, said Jeff Hudson, chief executive officer at Venafi. “What was
surprising was the poor state of training for those humans….Since humans are the weak link, they are not getting
trained very well, and turnover is high, the problem only gets worse”

These above best practices emphasise the importance of
recruiting, empowering and motivating staff as well as the
need for an organisation to protect its IT infrastructure against
criminal and terrorist activities.

3.3 General Conclusions and Potential Application to the Security Sector
End-User security organisations should consider more flexible and agile organisational structures that allow
interaction and communication between employees, without rigidly defining functional areas within the
organisation, and rather focusing on functional integration instead. This would permit the development of
knowledge based on practical experience and interaction, thereby leveraging the organisation’s innovative

26
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capacity30.This organisational configuration would also be more readily able to deal with unforeseen actions and
chance occurrences, which are characteristic of innovative environments.
An organisation’s employees are its number one asset. Employees should be supported and encouraged to do their
job by continual training and motivational activities. Latest trends and Best Practice in training include: integration
of e-learning into on-the-job training and use of social/professional media/networking - we are far more likely to
ask people in our virtual network to help us out. Mobile Learning is also an important medium for training. Mobile
learning can be defined as learning delivered/adapted for delivery to Laptops, Mobile Devices, Tablet PC/IPAD, EBook Reader, USB Drive, I-Pod, etc.
With regard to motivating employees, the three sets of goals that the great majority of workers seek from their work
(indicated in section 3.2.4), Equity, Achievement and Camaraderie, should periodically be reviewed, considered
and respected. Examples of Best Practice include: appreciation; pay bonuses; prizes; opportunity to put forward
ideas and partner the employer organisation in the implementation of the ideas; employees identification with
charities or/and societal values (e.g. environmental issues) supported by an organisation.
The organisation performance should be continually reviewed against performance indicators and effectiveness of
allocated budgets at board level, departmental level and project level. To support these performance levels,
innovation management and procedures should be incorporated in the quality control procedures of an organisation
which should also include security procedures to protect organisation assets including data and IT infrastructure.

30
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Section 5: Knowledge
This section reviews mechanisms for identifying external knowledge sources and for incorporating this into the
organisation for use in innovation projects.
The survey feedback in Section 1.1 determined that organisations interviewed use traditional methods e.g.
conferences, seminars, databases to source new opportunities, knowledge and relationships with other
organisations. In Section 2.2, results of additional research are reviewed with regard to best practices implemented
by leading innovative organisations. Overall conclusions are summarised in Section 2.3.

5.1 Survey Feedback
Organisations must continually source new knowledge
Mostly organisations that were interviewed gain external knowledge through contact networks, business partners,
Universities, research institutes and attending conferences, seminars and other sectorial events. Organisations
receive regular feedback from customers and also through networks of experts. Other sources of information are
also used e.g. sector-specific journals/magazines, databases.
“From time to time we work with externals also. We are all coming from different institutions (universities,
hospitals), but sometimes we need one specific researcher’s opinion about the feasibility of a study.”31
Consulting experts in specific areas and participating in think tanks are other methods that are used to gain external
knowledge. For example, in the area of Health, “Sociétés Savantes” are think tanks consisting of groups of experts
who meet every 3-4 months to build new projects. Examples of “Sociétés Savantes” which build innovative
projects are BLEFCO (specialising in human reproduction) and SALF (specialising in male reproduction). The
plenary meetings are used to introduce and present the project and this is followed-up by three to five people
working in groups to write the project idea which is then disseminated and reviewed through internal discussions
via email and internal discussion. Internet sites dedicated to these research projects with public and restricted
access are beginning to be used more widely.
“We present our ideas, develop them and then we describe by writing a protocol of the research to be done.
Afterwards we search for funds by sending our research proposal to different organisations capable to finance
it.”31
Public-private partnerships can be used to jointly fund projects
One Health organisation interviewed is working with private companies to conduct joint projects.
“For example in the bio-informatics field we worked on a project with public-private financing, in partnership with
a company specialised in informatics. We are also contacted by pharmaceutical companies who want to recruit
patients; it’s something common in this field. In general these are European projects privately financed by private
partners.”31
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In order to be innovative, organisations must identify new
opportunities in their market place and the techniques and
methodologies necessary to produce new products and
services. This includes products and services required internally
by organisations to create greater efficiencies and more
effective processes or/and required externally to sell to existing
and potential customers in order to remain competitive.
Gaining and implementing new knowledge requires continual
development of current and new partnership and cooperation
agreements with relevant SMEs and other organisations in the
organisation ecosystem.
5.2 Additional Input (researched studies, reports, articles etc.)
Use Open Innovation
There are different models and many examples of practices of Open Innovation. In his book in progress, Vijay Goel
describes five models32, namely: Incentives, prizes and competitions, Open Platform, Open Source, Innovation
Network, and Structured Crowdsourcing.
Incentives, Prizes and Competitions:
Incentives, prizes and competitions can be used to encourage desired innovation in specific areas. Examples are:
• Lego33 - Projects with 10,000 supporters are reviewed quarterly by LEGO for a chance to become an official
LEGO product. If a project passes review and is chosen for production, the person(s) who generated the idea
will receive 1% of the total net sales of the product.
• General Electric34 - In September 2011, GE and partners launched a $100 million open innovation Challenge,
which sought to identify and accelerate ideas that advance breast cancer early detection and diagnostics.
• Siemens Smart Grid Innovation Contest:35 “Join the grid - energize the world”. In 2005 the European Union
adopted the "Smart Grid" concept - a vision of intelligent, flexibly controllable electrical generation,
distribution and consumption. This contest aims at generating and further developing ideas into business
models that have a great potential to contribute to a more customer-oriented and sustainable Smart Grid
market, and making this a reality in the mid-term or even short-term.
• Virgin Atlantic’s VJAM programme36 was an open innovation initiative with NESTA, the UK’s National
Endowment for Science, Technology and the Arts. VJAM focused on co-innovation with Virgin Atlantic's
customers towards social networking. Through VJAM VAA gained fresh insights from its customers leading
to new products and services in the form of web applications, which the 'VJammers' helped to develop. The
successful VJammers kept the intellectual property of their ideas, and Virgin Atlantic had first refusal on
licensing the products.
Open Platform:
32
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The Open Platform framework for Open Innovation is an approach where one company invites other companies to
build applications or offer products/ services that can be used on their existing platform. Rather than controlling
the development pathway, the sponsoring company creates a standardized interface and enables other companies to
build products and services leveraging their assets. Examples are: Apple AppStore; Facebook Developer Platform;
Amazon Marketplace, Amazon Web Services.
Open Source:
Open Source framework for open innovation puts into public view the underlying “source code” under a license
enabling sharing and modification. The communities surrounding the largest open source efforts have access to
review and modify the underlying code, enabling substantial improvements over time. Examples are:
• Content Management: WordPress, Joomla, Drupal
• Internet development: Linux, Apache, MySQL, PHP
• Medical Records: VistA
Innovation Network:
An Innovation Network is an Open Innovation framework that enables users to quickly locate individuals or
organisations with specific types of experience or expertise in order to leverage their direct knowledge of specific
issues or to bring their perspectives into play during problem solving. Examples are:
• Proctor and Gamble Connect + Develop ™ 37
• Pfizer38 - The Centres for Therapeutic Innovation (CTI), a newly created, entrepreneurial Research Unit at
Pfizer, Inc. is dedicated to the establishment of global partnerships between Academic Medical Centers
(AMCs) and Pfizer to transform research and development through a focus on translational medicine.
• IBM Open Collaboration Research Program (OCR)39 - Launched in 2006, IBM's Open Collaboration
Research (OCR) awards program provides a new model for partnerships between universities and IBM to
study significantly challenging research topics impacting the 21st century.
• Biorrefinaria Brasil (BBR)40 - Open Innovation in the Biorefinery Industry that identifies and connects the
best people considering their skills and areas of expertise. Teams are formed and coordinated according to the
needs of each specific problem.
Structured Crowdsourcing: The Structured Crowdsourcing framework for open innovation enables users to
easily contribute their own content, ideas, opinions, or work products and share with others under a branded
platform. In many cases, crowdsourcing platforms enables individuals to broadcast content to many people
simultaneously (e.g., flickr, facebook), while capturing that content and related tags for later analysis. In some
cases, the original contribution leads to a synthesis of information (e.g. Wikipedia). Other examples are:
• Nokia Beta Labs41: In exchange for getting free access to beta product releases, Nokia expect consumers to
share their feedback through surveys and by contributing to feedback forums. “If you build a reputation on the
site you might get more cool opportunities to participate in new trials”.
• My Starbucks Idea42
• Tesco TJAM event43: The TJAM physical crowdsourcing event on Wednesday 5th August 2009 generated 800
good, coherent ideas from customers throughout the day, and created a buzz of anticipation from developers as
Tesco showed some of their customer insight and explored the extra features of the forthcoming Beta addition
of the Tesco API.

37
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Organisations must manage and share knowledge inside their organisations
Within organisations, new information is stored in various knowledge repositories and Wikis. International patents
and NDAs are used to protect knowledge when entering into partnership collaborations and agreements.
Chris Thoen who runs P&G’s innovation practice said in a recent interview44 that P&G is a company of data. “We
generate enormous amounts of data but data is just the start.” He said that knowledge management is extremely
important as an underlying capability and emphasised the need to capture the knowledge and to share it, especially
as “in big companies it is very easy to redo things you have already done...It is duplicating activity and maybe even
gives slightly different messages and is confusing to external parties.”
A Harvard business review article identified the following methods used to collect and share knowledge at an
international organisation called Frog Design:45
• Intranet: Where groups of domain experts across disciplines and locations can share knowledge in the form of
presentations, whitepapers, and case studies. “We have a number of expert groups, cutting horizontally across
the organisations that serve as focal points for building knowledge in specific areas, such as healthcare or
energy.”
• Employee Directory: Employees can self-identify their expertise and interest areas, making it possible to find
out who knows what about what, without having to know someone's name ahead of time.
• Resourcing Software: Custom-building a piece of software for managing resources across studios; automates
historical tracking of which projects and clients someone has worked on.
• Retrospectives: Quick "field reviews" of lessons learned while a project is still in progress, so it is not too late
to put the learning to work (as opposed to post-mortems).

In today’s global digital society, where the potential to access
people and organisations has never been easier, Open
Innovation is an important tool for capturing external
knowledge. Many examples of Open Innovation are included in
this section and there are many more. See YouTube for other
examples including: Siemens, Danone, Beiersdorf, Henkel,
Swarovski and Daimler.46 Equally important are the processes
used to effectively manage, store and share information within
an organisation, in order to reduce duplication of efforts and
maximise efficiency of staff resources.

5.3 General Conclusions and Potential Application to the Security Sector
In addition to traditional sources of external knowledge (business partners, conferences, seminars and other
sectorial events, journals/magazines and databases etc.) there are many examples of Open Innovation which
organisations can use to reach out to potential customers, suppliers and collaborators. Many Open Innovation
examples have been given in this section and include: joint R&D collaboration with Universities; competitions
enticing customers and users to come up with new ideas; crowdsourcing to solve problems amongst wide groups of
experts physically located in different locations worldwide; enabling customers to beta-test and give feedback to
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new products and services. Merck’s Innospire program47 mentioned in section 3.2 is also interesting as it seeks to
give intrapreneurs —people within the company with entrepreneurial skills and aspirations—an opportunity to
launch new ideas in a highly transparent and open process. In addition, social media can be used as a general
method for making an organisation’s needs available – LinkedIn, Twitter and Facebook provide good ways for
security end-user organisations to reach out.
From a knowledge-management perspective, large organisations require internal systems to capture knowledge,
protect and share it; especially in big companies it is very easy to “re-invent the wheel” resulting in inefficient use
of resources. Tools such as: Intranet, Blogs, customised software, databases and Wikis can all be used in an
integrated manner. Another important part of knowledge management is the protection of Intellectual Property
assets via patents, NDAs, licensing agreements, etc. and this is covered in more detail in Section 8 of this report.
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Section 6: Processes
Processes are the managed activities used to achieve the project objectives within an organisation. These objectives
include organisational, technical, legal, regulatory and ethical undertakings. Section 6.1 describes brief feedback
resulting from survey interviews regarding legal, ethical and privacy issues. Section 6.2 describes examples of
methodologies that can be used to systematise innovation and also focuses on data protection and ethical issues.
Overall conclusions are summarised in Section 6.3.

6.1 Survey Feedback
Legal, ethical and privacy issues are strictly monitored and controlled by the interviewed organisations. They must
comply with legal requirements and requirements from regulatory bodies, which if contravened may lead to serious
consequences. Where skills related to these areas do not exist within an organisation, external experts and services
are used. In some cases, organisations use quality control procedures e.g. ISO standards to control quality and
movement of information within their organisation.
“Legal aspects are globally addressed by means of the service provided by an external legal department, who
analyses every issue upon demand. IPR agreements with SMEs are negotiated before formalizing any
collaboration.”48
“Privacy by design, Data protection and Intellectual Property Rights are the instruments used to guarantee
observance of legal, regulatory & ethical issues.”49
“Once the project is financed, and if patients are involved in our research, we will present the project to the Local
Ethical Committee.... If it is considered that there is any risk, the file is sent to the Protection Committee who will
validate or not the project. Each project has to be validated by the Ethical Committee.”50
“Organisation follows its general business policies regarding ethical, legal and regulatory issues (e.g. client
database is very strictly regulated granting limited (location) access to employees and managers, double data
storage (paperback and web-based). General laws are being followed too.”51

6.2 Additional Input (researched studies, reports, articles etc.)
Create methodologies for systematising innovation
There are methodologies organisations can use to help them structure their innovation processes. Examples include:
Total Quality Management, Six Sigma and Benchmarking.
• Six Sigma52 is a set of tools and strategies for process improvement originally developed by Motorola in 1986.
Today it is used in different sectors of industry. Six Sigma seeks to improve the quality of process outputs by
identifying and removing the causes of defects (errors) and minimizing variability in business processes. It
uses a set of quality management methods, including statistical methods, and creates a special infrastructure of
people within the organisation ("Champions", "Black Belts", "Green Belts", "Orange Belts", etc.) who are
experts in these very complex methods. Each Six Sigma project carried out within an organisation follows a
defined sequence of steps and has quantified financial targets (cost reduction and/or profit increase).
48
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• Total quality management53 or TQM is an integrative philosophy of management for continuously
improving the quality of products and processes. TQM is based on the premise that the quality of products and
processes is the responsibility of everyone involved with the creation or consumption of the products or
services offered by an organisation, requiring the involvement of management, workforce, suppliers, and
customers, to meet or exceed customer expectations. Cua, McKone, and Schroeder (2001) identified nine
common TQM practices:
o
o
o
o
o
o
o
o
o

cross-functional product design
process management
supplier quality management
customer involvement
information and feedback
committed leadership
strategic planning
cross-functional training
employee involvement

The main difference between TQM and Six Sigma (a newer concept) is the approach. At its core, Total Quality
Management (TQM) is a management approach to long-term success through customer satisfaction.
• Benchmarking54 is the process of comparing one's business processes and performance metrics to industry
bests or best practices from other industries. Parameters typically measured are quality, time and cost. In the
process of benchmarking, management identifies the best firms in their industry, or in another industry where
similar processes exist, and compare the results and processes of those studied (the "targets") to one's own
results and processes. In this way, they learn how well the targets perform and, more importantly, the business
processes that explain why these firms are successful.
Benchmarking is used to measure performance using a specific indicator (cost per unit of measure, productivity
per unit of measure, cycle time of x per unit of measure or defects per unit of measure) resulting in a metric of
performance that is then compared to others.
Address legal, regulatory and ethical issues
Organisations must comply with laws and regulations within their countries and pertinent to their sectors. For
example: Ethical Committees, Regulatory Bodies (legal issues), procurement rules, standards, legal requirements.
Due to the great importance of this compliance, Best Practice is for a person or persons within an organisation to be
designated in charge of legal, ethical and regulatory issues.
In order to assist with this compliance the following tools, activities and sources of information may be used:
ISO; Quality Control Certification; IPR Helpdesk55; IPR Training; European Patent Organisation56; European Data
Protection Directive; Non-Disclosure Agreements (NDAs); commercialisation agreements; licensing agreements
etc.
Ensure protection of confidential data
With regard to data protection, Privacy by Design is best practice meaning that privacy and data protection are
embedded throughout the entire life cycle of technologies, from the early design stage to their deployment, use and
ultimate disposal.
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The Data Protection Directive (officially Directive 95/46/EC on the protection of individuals with regard to the
processing of personal data and on the free movement of such data) is a European Union directive which regulates
the processing of personal data within the European Union. It is an important component of EU privacy and human
rights law.
In April 2011 a high-profile security breach at a technology company compromised the accounts of 77 million
customers: names, email and postal addresses, dates of birth, passwords and login information, purchase history
and credit card information. It took nearly a week before the company acknowledged the data breach and informed
the customers affected. The most profitable moment for criminals using stolen records is immediately after the
theft, and before customers have been notified and had a chance to take preventative measures.57
In the 17 years since the current data protection rules were adopted, new ways of communicating such as online
social networks have profoundly changed the way people share personal information, while cloud computing
means that more data is stored on remote servers instead of personal computers. 250 million people now use the
internet daily in Europe. In this fast-changing environment, individuals must retain effective control over their
personal data. This is a fundamental right for everyone in the EU and must be safeguarded.
The data protection directive ensures that EU citizens receive clear and understandable information when their
personal data is processed. Whenever their consent is required, it will have to be given explicitly before a company
can process their personal data. The European Commission also strengthens individuals’ right to be forgotten,
which means that if they no longer want their data to be processed, and there is no legitimate reason for a company
to keep it, the data shall be deleted.
The “Right to be forgotten” can be illustrated by the example of an Austrian law student who requested all the
information that a social networking site kept about him on his profile. The social network sent him 1,224 pages of
information. This included photos, messages and postings on his page dating back several years, some of which he
thought he had deleted. He realised that the site was collecting much more information about him than he thought
and that information he had deleted – and for which the networking site had no need – was still being stored.58
Organisations should take note of citizens’ attitudes towards data protection59
• 58% of Europeans feel that there is no alternative other than to disclose personal information if they want
to obtain products or services.
• 79% of social networking and sharing site users are likely to disclose their name, 51% their photo and 47%
their nationality. Online shoppers typically give their names (90%), home addresses (89%), and mobile
phone numbers (46%).
• Only a third of Europeans are aware of a national public authority responsible for protecting their personal
data rights (33%).
• Just over a quarter of social network users (26%) and even fewer online shoppers (18%) feel in complete
control of their data.
Better data protection rules mean that EU citizens can be more confident about how their personal data is treated,
particularly online. These stronger data protection rules will help increase trust in online services, so that they are
able to use new technologies more confidently.
Related to data protection is the Information security management system (ISMS) standard published in October
2005. ISO/IEC 2700160 formally specifies a management system that is intended to bring information security
57
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under explicit management control. Being a formal specification means that it mandates specific requirements.
Organisations that claim to have adopted ISO/IEC 27001 can therefore be formally audited and certified compliant
with the standard.
Work in an ethical way
Ethical issues can pertain to Informed Consent, Privacy, Research on animals, research involving development
countries, dual use (Research having potential military/terrorist application). It is important organisations have
policies and procedures for dealing with these issues e.g. ethical committees, and complying with national,
European and international rules and regulations. The Ethics Help Desk61 for FP7 projects provides information on
these issues related to research and development, and offers consultation regarding the ethical aspects of research
that is funded under the 7th Framework Programme. The goal of the Help-Desk is to support scientists that are
research participants in FP7 funded projects, to meet the EU and international ethical standards related to the issues
outlined in the "Ethics check list".

Organisations should employ methodologies to assist
implementation of innovation strategies which must comply
with legal, regulatory and ethical requirements on a national,
European and International level as required and respect data
privacy rights of European citizens.

6.3 General Conclusions and Potential Application to the Security Sector
It is good practice for end-user security organisations to implement methodologies for systematising innovation
such as Six Sigma, Total Quality Management and Benchmarking.
Security end-user organisational processes must adhere to relevant national, European and international regulations,
standards and laws and continually monitor them for any updates on an on-going basis to ensure compliance. These
include issues related to: IPR; ethics; privacy and data protection; standards; procurement procedures and rules.
Best Practice includes software and tools to assist in the storage of information and compliance with these rules and
regulations, including the ability to flag to necessary personnel in case of any breaches or oversights.
It is good practice for an organisation to have experts employed in areas such as IPR, legal and ethical, but if this is
not the case then outside experts can be used. Some organisations outsource this task to specialised consultancy
organisations who will keep them advised.
With regard to data protection, Privacy by Design is best practice meaning that privacy and data protection are
embedded throughout the entire life cycle of technologies, from the early design stage to their deployment, use and
ultimate disposal.
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Section 7: Technology and Tools
This section describes technological resources that support and enable operations in the organisation (information
and communication technologies and others). The survey feedback in section 7.1 describes in general terms the
processes used by the companies interviewed to manage projects, conduct R&D, monitor emerging technologies
and technological trends, and to identify and work with technology providers. Section 7.2 provides examples of
products and services that can be used to assist organisations monitor emerging technologies and technological
trends and also example events worthwhile attending in the security domain. Overall conclusions are summarised
in Section 7.3.

7.1 Survey Feedback
Use project management tools
Organisations interviewed use specialised project management software or off-the-shelf products such as MS Excel
and MS Project. Information repositories and databases such as Wikis and intranets are used for storing
information.
“For management and monitoring of on-going projects we use the project work plan, together with MS Office –
Excel and MS Office Project.”62
“Toggl is used for time management; Trello for project management. For external interaction with third parties in

the innovation process, mostly regular e-mails, and Office documents are exchanged.”63
“Information repository in corporate Intranet which is based on Microsoft Sharepoint”62
Use designated areas and sub-departments for conducting research and development activities
Larger organisations have specific space allocated for IT equipment and laboratories. Smaller organisations
outsource and some collaborate with local Universities and research institutes. In industries such as health and
electronics, quality control and certification of testing procedures and equipment is also required by regulatory
bodies and legal requirements. In the case of one interviewed organisation, equipment was supplied by their major
customer as part of a collaboration agreement.
“The company has/uses specific equipment and premises for performing research and development activities …
they are using also more efficient equipment from entities with whom they have established collaborative actions
(especially with universities and national R&D institutes). The company uses specialised equipment for R&D and
other innovative activities. The company has two measurement and testing laboratories certified by accredited
Authorities.”62
“New technologies are tested in a laboratory environment first before releasing them into a live environment,

depending on technology & risk analysis. The organisation uses ISO/EN9100/IRIS.”62
For IT solutions Beta-testing is important, especially with respect to security issues:
“For IT-solutions, beta-testing is a regular part of every software development. Additional testing is rarely
required- however, due to security reasons, beta-testing may involve quite a long time-span. The benchmarking and
evaluation is also mostly conducted via steering meetings. Quality Control is part of the whole process of software
development.”62
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Continually monitor and review new technologies and technology trends
Organisations monitor new technologies and trends via:
• Networks, web sites, professional forums/groups/associations, Social Networking (Facebook, Twitter), trends
identification
• Technical press, online-magazines
• Databases
• Congresses, Conferences, Seminars
• Criteria for selecting new technological/organisational tools (e.g. technology road-mapping, benchmarking,
technology audits)
• Customer feedback
• Training courses
• Demonstrations, prototyping
• Monitoring and reviewing competitor activities (monitoring websites, technical articles, and presentations at
conferences).
• Contacts/collaborations with Universities and research institutes
• Patents, published papers etc.
In larger organisations, individual departments appoint a person in charge of monitoring technological development
in specific fields of interest. As illustrated below, sometimes it is difficult to evaluate latest technologies as they are
too new. In this case other benchmarks are used such as patents and published papers.
“Each of the departments has appointed a person in charge of monitoring the technological development/field of
interest (by exploiting the internet, reviews, participating at events). Also other tools are used such as: competitors’
analysis (searching on their website, looking for technical articles, and presentations at conferences); the national
procurement system (technical requests & offers); self-documentation.
They participate at thematic events and Conferences and are members of professional forums and groups. They
participate in the National public procurement system and follow relevant rules.
They use the procedures of Quality system for implementation of new technologies. All new technologies are
passed through a testing process in accordance with the quality system. Tests are executed internally or externally
They are working on new technology so is difficult to evaluate some of them. But we count the number or papers
written, number of patents, increasing of turnover due to implementation, etc.”64
Identify and work with technology providers
Technology providers are identified through: continuous monitoring of the Internet (supplier home pages and
tenders); trade journals and magazines; attending professional conferences and seminars; national procurement
system technical requests & tenders; contact with current providers, their retail sales agents and clients; surveys.
“It has mostly to do with national tendering procedures. Public sectors have a procurement process, the standard
rules. New technologies are always tested and verified before purchasing them so we are sure every time we
implement- there is no other way. Quality control procedures are used. XXX must follow regional standards.”65
Communicating necessary requirements and giving feedback to technology providers is carried out by using
different communication tools: phone calls, emails, tenders and identifying specific technology requirement
through meetings and presentations. It is important to note that public sectors have procurement processes that must
be followed and adhered to by potential suppliers.
During joint collaboration with supplier organisations, several interviewed organisations reported that they work
together with Providers in seamless and open collaboration e.g. “Usually staff from those providers move into XXX
64
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premises to strengthen bonds and ease communication during joint initiatives”.66 Indeed this could be an example
of Best Practice to be considered by Security end-user organisations.
Organisation requirements include demonstrations, prototyping and pilots as part of the innovation process to
validate technologies. Quality control procedures and staff training are also required for testing and implementing
new technologies.
“New technologies are firstly tested by organisation’s employees before offering implemented solutions to clients.
After assessing the implementation of new technologies either technology providers are contacted to give necessary
feedback for modifications or training sessions are conducted to give overview to all parties concerned.
Organisation’s quality control is based on similar quality standards to ISO.”67

To remain competitive organisations need to continually
monitor emerging technologies and technological trends and
identify partners and providers, who they can collaborate with
to produce innovative solutions to identified issues.

7.2 Additional Input (researched studies, reports, articles etc.)
Some examples of Technology Watch tools and Security events are described below. Please also refer to INSEC
WP4 deliverables for further examples, information and elaboration.
Use products and tools to assist monitoring of emerging technologies and technological trends
It is important to continually monitor emerging technologies and technological trends in order to:
a) Ensure that an organisation is using the latest tools to enable them to be more efficient and effective, as well as
to communicate more effectively with customers and potential providers
b) Ensure that the latest tools are used to secure the organisation’s infrastructure and data. Otherwise criminals
and terrorists may well gain the upper-hand.
Products and services are available to assist the monitoring of emerging technologies and technological trends. For
example:
• Medi-Cube68 is an on-line platform organisations can use to watch technologies and markets.
• The purpose of the FP7 SecureChains project69 is the integration of the security technology supply chain and
identify weaknesses and untapped potential.
• The FP7 Osmosis website70 is a reference point for key stakeholders looking for organisations with specific
competences/skills in the security sector.
In addition to the above examples, EU Technology Platforms71 can be used to gain an insight into emerging
technologies and trends. European Technology Platforms (ETPs) are industry-led stakeholder fora charged with
defining research priorities in a broad range of technological areas. ETPs provide a framework for stakeholders, led
by industry, to define research priorities and action plans on a number of technological areas where achieving EU
growth, competitiveness and sustainability requires major research and technological advances in the medium to
66
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long term. Some European Technology Platforms are loose networks that come together in annual meetings, but
others are establishing legal structures with membership fees. Examples of Technology Platforms are:
• ARTEMIS72 (Embedded Computing Systems)
• NEM initiative73 – the European Technology Platform where New Media Content and Networks meet.
• NESSI74 (Networked European Software and Services Initiative)
Identify Technology Providers
D&A Knowledge Maps are a good example of best practice for creating knowledge maps identifying and profiling
organisations and players in an end-user organisation’s eco-system, including potential SME and industry
technology providers. An example is the Israel Homeland Security Sector75. Other examples can also be found at
http://search.dainfo.com/hls_israel/Template1/Pages/StartSearchPage.aspx
Attend relevant events
Monitoring emerging technologies and new technological trends can be achieved in part by attending relevant
conferences and seminars, for example: EU events such as SRC 2014; relevant trade conferences and exhibitions
E.g. IFSEC, Birmingham, UK; SECUREX 2014; HLS 2014 Tel-Aviv, Israel

Use available resources and Best Practices such as: relevant FP
projects,
technology
platforms,
knowledge-mapping,
technology-watch tools, and attending relevant events.

7.3 General Conclusions and Potential Application to the Security Sector
Continually updating technology and tools is a function of continual horizon-scanning for emerging technologies
and technological trends on the one-hand and identifying appropriate partners and technology providers on the
other. Recommendations are as follows:
• Continually implement Technology Watch activities. Technology Watch is essential for identifying tools
and resources to assist Security End-User organisations, not only to become more efficient and futuristic, but
also from a security viewpoint to continually keep at least one step ahead of terrorist and criminal threats.
E.g. Cyber-terrorism is a great concern. These tools therefore also need to monitor activities on social
networks such as Facebook and Twitter, in order to identify potential threats.
• Active cross-border collaboration between end-user security organisations. Cross-border
communication is essential between Security end-users in different countries not only to identify new
technologies, but also to collaborate in the joint implementation of these technologies by forming
partnerships against crime.
• Join and participate in relevant EU Technology Platforms. In Europe, the Technology Platforms
established in different industry sectors, are good points of reference for researching new technologies and
trends, as well as networking with key stakeholders.

72

http://cordis.europa.eu/technology-platforms/artemis_en.html
http://cordis.europa.eu/technology-platforms/nem_en.html
74
http://cordis.europa.eu/technology-platforms/nessi_en.html
75
http://search.dainfo.com/hls_israel/Template1/Pages/StartSearchPage.aspx
73

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: FINAL | DATE: 17.02.2013 | DISS. LEVEL: PUBLIC | PAGE 32

Contract No. FP7. 285287
Deliverable: D5.3

• Attend European conferences related to the Security sector, some examples which are given in section
7.2.
• Invest time to develop knowledge maps. The D&A knowledge maps76 are good examples for mapping out
an end-user security organisation’s eco-system. This can be done at a national, European or international
level. In this way, it is much easier to identify potential partners and technology providers, especially SMEs.
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Section 8: Collaboration and Networking
This section focuses on possible partnerships, agreements and type of relations that can be established, as well as
methods for financing. Topics covered are: Identifying customer and stakeholder needs and requirements;
identifying potential partners; protecting intellectual property (IP); Focus on fund-raising activities. Section 8.1
summarises feedback from interviews and Section 8.2 gives more in-depth analysis and examples of practical
assistance. Overall conclusions are summarised in Section 8.3.

8.1 Survey Feedback
Identify customer and stakeholder needs and requirements
The organisations interviewed identify the needs of customers and stakeholders via: new legislation, monitoring
regulatory requirements; speaking to clients and end-users; customer satisfaction surveys; employing the services
of consultancy companies; public procurement; societal aspects of security; privacy by design; seminars and
conferences; social networking; Framework Program; EU technology platforms etc. Some organisations also utilise
a dedicated web site where clients can give their input. In many cases, requirements are built into an action plan
and an appropriate budget is allocated.
”By using databases, by exploiting the existing partnerships and networks they are members of (at national or
international level), by using the projects they are members of (especially FP7), participating also at conferences,
thematic workshops. The organization is a Centre for Technological and member in European Photonics 21 and
Nanotechnology networks.”77
Outreach actions can also assist needs identification, for example through belonging to a cluster in the sector or by
taking part in mentoring programs for young entrepreneurs.
“The organisation participates in several world-wide conferences and public events. Additionally, XXX
participates in smaller regional events. Also, XXX is part of a cluster in its sector. Also the company’s executives
regularly participate in mentoring programs for young entrepreneurs, and contribute towards the development of
social enterprises. The company executives also function as channels of criticism / feedback for the company’s own
services, and for seeking new development opportunities.”77
Some organisations have a dedicated website where clients’ can give input, or a method for determining customer
satisfaction. Consulting companies can also assist organisations determine products or services they could offer
customers.
“Stakeholder and target group needs are identified via a special journal and dedicated website where also clients
can give their input.”78
“The company is looking for feedback regarding the quality of offered products and services. This is mainly done
through the customer satisfaction procedures implemented by the quality management system. The Company
cooperates with consulting companies to promote different projects. These companies give feedback about new
services or solutions that the company could offer to customers.”77
Methods for forecasting and assessing the results of innovation by the interviewed organisations are normally
determined as part of an organisation’s business plan and implemented on a project-by-project basis. One
respondent noted that: feasibility studies and market research are conducted before implementing an innovation
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project; project results are analysed and indicators compared immediately after the end of a project and also 12
months after the end of a project.
Identify potential partners
The organisations interviewed identify potential partnerships via: databases; events; conferences; think tanks;
experts’ networks; RDI centres; technological parks; industrial platforms; collaborations with Universities and
Research institutes; networks e.g. Enterprise Europe Network (EEN); Framework Program projects; other EU
projects, etc. Also important for developing new relationships are: modes of marketing/advertising;
recommendations and introductions from current business contacts; social online web presence e.g. Facebook,
twitter; Crowdsourcing.
End-user security organisations are existing partners of several of the interviewed organisations.
“Forms partnerships with end-user security organisations for the purpose of joint R&D projects: Ministry of
Administration and Interior/ Border Police.”79
”The organisation searches and identifies partnerships for supporting its strategy via databases, events,
conferences, experts’ networks, RDI centres, technological parks, industrial platforms, research departments, FP
projects. The organisation forms partnerships with end-user security organisations for the purpose of joint R&D
projects.”79
“We regularly organise open days at xxx University as our partner institution regarding the innovation tasks we
cover.”80
A noted concern when purchasing new technology solutions from SMEs is that they may not be around in a few
years’ time and therefore concerns are: how will the purchased product be maintained; supply of consumables
required to support the product. I.e. will the product still be usable if the company no longer exists?
Protect Intellectual Property (IP)
The protection of intellectual property rights is essential and a key aspect which is considered by all the interviewed
organisations when working with external parties. IP can be protected via patents and confidentiality agreements.
External advisors can assist e.g. patent lawyers.
“The innovation carried out by XXX is more related to process information, which is protected by confidentiality
agreements, if necessary.” 81
“Intellectual/industrial property rights protection; external services (patent lawyers/advisors); confidentiality
agreements.”79
Software development partnerships with SMEs can be a good opportunity to develop a win-win situation where an
SME develops software as a service that it can sell to other organisations. On the other hand, when outsourcing
software development work, organisations should be careful that SMEs do not receive tasks that may threaten IPR.
“XXX mostly collaborates with other SMEs in the form of outsourcing: XXX makes sure that among the tasks being
outsourced, no SME receives a task that could allow them to threaten the IPR of either XXX or its clients. Most of
the IPR issues are related to the source code of the developed software: if XXX develops software as a service, the
IPR regulation will be defined by the client; if the product belongs to XXX, the source code will mostly not be made
public, and it will not be acquired by a client purchasing the product.”79
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“For all software developed, the client receives all the source code; so, IPR rights do not concern XXX- except
with regard to XXX’s own products. In that case, the source codes are the property of XXX. In order to protect IPR,
the company outsources only certain parts of programming, which taken individually, are useless. Sensitive IPR
development is carried out strictly by XXX’s own programmers.”82
Focus on fund-raising activities
A good practice implemented by some of the interviewed organisations is to have a department or sub-department
dedicated to fund-raising activities. FP7 funding and other national, European and international public funding is
used as a major source of monies for R&D and infrastructure. Other funding sources considered are external private
funds, venture capital and public-private partnerships.
It was noted that SMEs have difficulties raising money for R&D for reasons that include:
• Financial – no proper facilities / incentives for SMEs sector, especially for innovative SMEs
• Financial – a very weak connection between the private sector and banks (no facilities for loans for
innovative companies)
• Legislative – no support for private sector (especially SMEs) development (to high level of fiscally)
• Lack of motivation/interest and skilled personnel (training in business development and management;
project management)
It is important to note this weakness as SMEs are an essential part of the Innovation eco-system for end-user
security organisations. Best Practice may be for end-user organisations to partner and invest in SME towards a winwin situation with regard to innovative research and development.

• Identify stakeholder needs and potential partners who
can help meet these needs.
• Carry out Impact Assessment on results of potential
innovation.
• Carry out fund-raising activities to support the
investment in innovation.
• Determine how to protect existing and future Intellectual
Property (IP).

8.2 Additional Input (researched studies, reports, articles etc.)
Identify customer and stakeholder needs and requirements
Customer and stakeholder needs and requirements can be determined via: attending events and conferences; access
to experts’ networks; collaboration with RDI centres, technological parks, industrial platforms, research
departments; access to and active involvement with networks (e.g. Enterprise Europe Network) and EU
Technology Platforms; FP projects etc. It is also possible for end-user organisation to form partnerships with other
end-user security organisations for the purpose of joint R&D projects, either in the same country or cross-border.
Identify potential partners
There are many EU FP projects and networks that can assist end-user organisations to identify potential partners.
The following are a few examples:
82
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• The European Security Innovation Network SIGNATURE 83 facilitates innovation by encouraging
collaboration between clusters, SMEs and other organisations in the security sector. It creates specific
opportunities for collaboration in the security sector through common classification and micro-cluster activity.
It also provides members with access to an online directory of security expertise, helping to build networks
and giving access to future project partners
• The Enterprise Europe Network (EEN)84 brings together close to 600 business support organisations from
more than 50 countries, to help SMEs network and collaborate in the EU. Member organisations include
chambers of commerce and industry, technology centres, research institutes and development agencies. This is
a good service for end-user security organisations to use to identify potential SME partners and providers.
• The Small Business Innovation Research Programme (SBIR, Netherlands)85
Public Procurement of Innovation is an increasingly popular kind of (demand oriented) innovation policy
which can be used by policy makers to enhance innovation in area’s which are prioritised by the government,
for the sake of society (addressing societal challenges) and at the same time support innovative SMEs (and
generate economic benefit from their success). The Small Business Innovation Research Programme (SBIR) is
an innovation programme for SMEs. Via the SBIR programme, SMEs develop innovations that contribute to
solving societal challenges on a procurement basis for the national government.
The programme is inspired by the American SBIR scheme. In the USA, governments spend a fixed percentage
of their R&D budgets at innovative SMEs. The SBIR scheme has also been transferred to Austria (OECD,
2011). The Dutch SBIR scheme is an initiative of the Ministry of Economic Affairs, in collaboration with
several other Ministries.
Protect Intellectual Property (IP)
IP is a key asset of any organisation, and there is much guidance and assistance in Europe to help organisations
protect their IP, including:
• The European IPR Helpdesk86 offers free of charge, first-line support on IP and IPR matters to beneficiaries of
EU funded research projects and EU SMEs involved in transnational partnership agreements.
• The Business Action to Stop Counterfeiting and Piracy (BASCAP), an initiative of the International Chamber
of Commerce (ICC), has developed a set of Intellectual Property (IP) Guidelines87 to: provide information to
businesses on practical steps they can take to assess the effectiveness of their IP management policies,
particularly in the area of copyright and trademark; to help protect their own IP; and to consider new options
for improving performance and managing the risks associated with counterfeiting and piracy.
Focus on fund-raising activities
Financing R&D innovation activities can be very costly and once collaboration opportunities have been identified,
funding becomes an important issue. There are many local, national, European (e.g. FP7 and Horizon2020) and
international funding instruments that can assist. Other funding sources include: public funding, private funding,
venture capital and public-private partnerships.
Large organisations can also perhaps invest money from internal funds made available by their organisations while
private organisations financing may come from profits registered in previous years, as well as venture capital. Also,
public organisations such as end-user security organisations may consider jointly financing an R&D initiative with
private organisations including SMEs. Some examples of methods of financing are as follows:
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http://www.securityinnovationnetwork.com
http://portal.enterprise-europe-network.ec.europa.eu/
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WBC-INCO-NET D8.50 Good practice examples of innovation policy approaches and instruments of EU MS
and WBC
86
https://www.iprhelpdesk.eu
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http://www.iprhelpdesk.eu/node/1368?pk_campaign=Newsletter142&pk_kwd=news2
84

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: FINAL | DATE: 17.02.2013 | DISS. LEVEL: PUBLIC | PAGE 37

Contract No. FP7. 285287
Deliverable: D5.3

• Corporate Venturing: Corporate venturing is becoming an important tool for big companies to complement
internally driven innovation activities. Since venture capital funds began to have an impact on the world of
corporate R&D, big corporations started to play there as well. They set up corporate venture funds spending
several hundred million dollars in many cases. For example BASF, the globally leading chemical company,
has invested about €150 million in 23 ventures via their corporate venturing arm (BASF Venture Capital
GmbH) since its creation in 2001.88
• Horizon 2020:89 Scientific and Technological cooperation agreements will be important vehicles for defining
and implementing the research and development roadmaps, as will the policy dialogues which have been
established at the regional level. Horizon 2020 will be the main vehicle for implementing the European
Union's international cooperation actions, for instance through the following instruments:
o Research and innovation projects, where the participation of third country entities is required or
preferentially evaluated;
o Networking between projects or project managers;
o Joint initiatives involving the Union and the international partners, such as joint calls, coordinated calls,
contributions from the Union to funding programmes of third countries or international organisations,
specific initiatives requiring joint funding from the Union, the third country and the Member States.
• Prevention of and Fight against Crime (ISEC)90: Organised crime is a threat to European citizens,
businesses and state institutions – as well as the economy as a whole. Criminals operate across borders, and
consistent European-level action is the most effective way to stop them. The Programme Prevention of and
Fight against Crime (ISEC) supports such activities.
ISEC has a budget of EUR 600 million for the period 2007–13 and contributes to citizens’ security through
projects that prevent and combat crime. Terrorism, cybercrime, corruption and fraud are a particular focus.

There are many services and tools available to assist end-user
security organisations to identify potential partners, raise
funds and protect their intellectual property assets.

8.3 General Conclusions and Potential Application to the Security Sector
We are living in global communication era, where there are many methods for collaborating and networking, some
of which have been described in this section. They include Social Networking tools such as Linked-in, Twitter and
Facebook, all of which are used intuitively by many people to access networks focusing on niche topics. In
addition, travel and communication has never been more readily accessible and cost-effective, and therefore
looking for solutions to problems is no longer a local activity, but rather a global activity. This also inevitably leads
to more complex legal and regulatory issues, in areas such as IPR protection and confidentiality agreements, when
collaborating with organisations in different countries.
However, even with all the accessible networking tools, a major problem for Security end-users is that European
research is very fragmented and therefore it is difficult to find the “right” organisation or new technology as they
88

http://www.innovationmanagement.se/2013/01/07/driving-innovation-by-corporate-venturing-how-to-mastergovernance-and-culture-challenges
89
http://ec.europa.eu/research/horizon2020/index_en.cfm
90
http://ec.europa.eu/dgs/home-affairs/financing/fundings/security-and-safeguarding-liberties/prevention-of-andfight-against-crime/index_en.htm
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are not visible. To solve this problem, mapping of different sectors’ ecosystems needs to be implemented, including
profiling of organisation involved in the chain (see the D&A example in section 7.2. Clustering of organisations in
different sectors is also an important activity and is facilitated by FP projects such as SIGNATURE, and
organisations such as Enterprise Europe Network (EEN).
Information overload is upon us and it is therefore important to be able to access the right information and people
who can assist organisations become more innovative. Using the correct networking and collaborating tools will
assist organisations reach the right people and achieve the results they are looking for.
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Conclusion
From the research carried out in producing this report it is clear that Strategy determines the required culture in an
organisation and not the other way round. Importantly, the culture of the organisation is important for driving the
implementation of the strategy. Conversely, this means that organisation leaders must identify an implementation
approach that fits the culture.
“If the implementation of the strategy moves too fast for the culture, you end-up overpromising and underdelivering – and the effort crumbles.”91
It should also be noted that the public sector in Europe and especially in poorer regions faces budget reduction and
increased requests for services (qualitative and quantitative); processes and methods related specifically to
Innovation are therefore less of a priority. Interview results show that organisations from Eastern European and
Baltic countries, in general terms do not have specific processes in place to manage innovation. Only recently has
the EC declared INNOVATION as a flagship initiative at European level in order to solve this issue.92.
The majority of Eastern Europeans and Baltic Countries are followers (a notable exception is Estonia which,
according to the EU Innovation Scoreboard for 2011, show a performance close to that of the EU27 average) and
will copy and adapt best practices developed in western and other more developed countries in order to reach
higher levels of innovation. For example, Romania does not have a dedicated Policy for Innovation: innovation
was included within the national Research and Development Strategy 2007-2013 but without having defined clear
targets, plans, objectives, resources. The importance of best practices and their dissemination is therefore especially
relevant for Eastern European and Baltic countries.
To summarise, the following are important examples of Best Practices that should be considered by Security endusers as part of their innovation strategy:
• At most innovative organisations, job definitions tend to be flexible and fluid. These companies recognise
that the roles their employees play must adapt to the changing needs of the marketplace. As a source at Dow
Chemicals put it, "It's empowerment that really helps us stay agile. We encourage everyone to lead
courageously — constantly asking "what if?" or "why not?" We challenge our employees to recognize
possibilities and push beyond boundaries."
• A strategy can succeed only if it has the backing of the right set of people and other resources. Strategic
planning requires participation and periodic input from all levels of the organisation. No strategy is effective
forever. Something in the external environment eventually changes--new technology appears, customer
needs shift, new competitors emerge--rendering it ineffective. The temporary nature of successful strategy
means that organisations should continually scan the external environment for threats and new opportunities.
Strategy formulation, then, is an on-going requirement of good management, and a process that should be
permanently embedded in the Security end-user organisation. There is no single “best practice” for how to do
successful strategic planning. The timing and process will differ depending on the security sector, market
pressures, and the size and culture of the organisation.
• End-User Security organisations should consider more flexible and agile organisational structures that allow
interaction and communication between employees, without rigidly defined functional areas, and with
functional integration instead. This would permit the development of knowledge based on practical
experience and interaction, consequently leveraging the organisation’s innovative capacity93.This
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Quotation from “Beyond Strategy”, a book written by corporate strategy expert, Robin Speculand
http://ec.europa.eu/research/innovation-union/index_en.cfm
93
Jensen et al., 2007
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organisational configuration would also be more readily able to deal with unforeseen actions and chance
occurrences, which are characteristic of innovative environments.
• There are many examples of Open Innovation which organisations can use to reach out to potential
customers, suppliers and collaborators. Many examples have been given in section five of this report. These
include: joint R&D collaboration with Universities; competitions enticing customers and users to come up
with new ideas; crowdsourcing to solve problems amongst wide groups of experts physically located in
different locations worldwide; enabling customers to beta-test and give feedback to new products and
services.
• It is good practice for an organisation to have experts employed in areas such as IPR, legal and ethical, but if
not the case outside experts or specialised consultancy organisations can be used. It is important that
organisations are reviewing on a continual basis updates to standards, regulations and laws etc. on an ongoing basis to ensure their compliance.
• In Europe, the EU Technology Platforms (http://cordis.europa.eu/technology-platforms) established in
different industry sectors, and also EU Framework Program projects operating in the area of Technology
Watch are good points of reference for researching new technologies and trends, as well as networking with
key stakeholders. Also important is attending European conferences related to the Security sector, some
examples which are given in section 7.2. Cross-border communication is also essential between Security
end-users in different countries not only to identify new technologies, but also to collaborate in the joint
implementation of these technologies by forming partnerships against crime.
• A major problem for Security end-users is that European research is very fragmented and therefore it is
difficult to find the “right” organisation or new technology as they are not visible. To solve this problem,
clustering of organisations in different security sectors is an important activity and currently facilitated by
EU Framework Program projects such as SIGNATURE, and organisations such as Enterprise Europe
Network (EEN). In addition mapping of different sectors’ ecosystems needs to be implemented, including
profiles of organisation involved in the chain (see the D&A example in section 7.2).
• Once collaboration opportunities have been identified, funding becomes an important issue. There are many
local, National and European funding instruments that can assist (e.g. FP7 and Horizon2020), in addition to
various venture capital funds. Also, public organisations such as end-user security organisations may
consider jointly financing an R&D initiative with private organisations including SMEs.
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Annex 1 – INSEC End-User Questionnaire for
Organisations outside the Security Domain
INSEC External End-User Questionnaire
Confidentiality Section
The “Increase Innovation and Research within Security Organisations” (INSEC) FP7 Project #285287
observes the privacy conditions of data protection law when collecting, storing and processing any
potential personal or security sensitive data provided. You may request to see the information stored by
INSEC at any time and rectify any mistakes.
The INSEC Consortium undertakes to handle all Identifying Data Collected according to Directive 95/46
of the European Parliament and the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data.
It is understood that the Data gathering will lead to reports. All identifying Data will be anonymised by
the INSEC consortium. Results of the data gathering will thus be reflected when writing the reports,
project deliverables and dissemination material.
For further Information or Clarification, please contact the INSEC Coordinator at the following email
address:
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Organisation Information
Definition of Security in INSEC
Please note that the definition of Security in the 2013 Security Workprogram is as follow:
“To develop the technologies and knowledge for building capabilities needed to ensure the security of
citizens from threats such as terrorism, natural disasters and organised crime, while respecting
fundamental human rights including privacy; to ensure optimal and concerted use of available and
evolving technologies to the benefit of civil European security, to stimulate the cooperation of providers
and users for civil security solutions, improving the competitiveness of the European security industry
and delivering mission-oriented research results to reduce security gaps.”

Purpose of this Questionnaire
The purpose of this questionnaire is to analyse Innovation best practice in sectors other than Security
(e.g. ICT, Health, etc.) in order to identify innovation methods and practices applicable for “importing”
to the security sector. This practice of searching the solution elsewhere instead of “reinventing the
wheel” is more and more deployed thanks to open innovation practices. Similar problems (process
problems, organization problems) can be identified in industries such as the Health industry for
example.
Organisation Name
Number of Staff
Mission/Purpose of organisation
Name(s) of person(s) interviewed

Mark with an “X” as appropriate
Non-profit organisation
Public body
Research organisation
Higher or secondary education
establishment

Mark with an “X” as appropriate
1. Is your number of employees smaller
than 250? (full time equivalent)
2. Is your annual turnover smaller than €
50 million?
3. Is your annual balance sheet total
smaller than € 43 million?
4. Are you an autonomous legal entity?
You are NOT an SME if your answer to question 1 is "NO"
and/or your answer to both questions 2 and 3 is "NO".

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: FINAL | DATE: 17.02.2013 | DISS. LEVEL: PUBLIC | PAGE 43

Contract No. FP7. 285287
Deliverable: D5.3

In all other cases, you might conform to the Commission's definition of an SME.
Please check the additional conditions given in the guidance notes to the forms
Following this check, do you conform to the Commission's definition of an SME
Following this check, do you conform to the Commission's definition of an SME

Y/N
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Section 1: Corporate Culture
To check motivation and predisposition of people within the organisation towards innovation
Innovation Policy
Check that the innovation policy has been formulated as part of the organisation’s policies and that it
has been communicated to employees
1.1.1 Has your
Y/N? [ ]
organisation
produced an
If “Yes”, please briefly describe the contents of these policies and if
innovation policy
possible provide the actual policy document(s).
(together with other
general policies of
the organisation)?
1.1.2 If applicable, has
Is this applicable to your organisation Y/N? [ ]
your organisation
produced
If, “Yes” What means are used to convey this information e.g. internal
mechanisms for
meetings, Email, Intranet, managers?
communicating the
innovation policy to
employees?
Please give details of dependencies and correlations between different
departments/groups
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Innovation Culture
Check the level of awareness in the organisation about innovation and the perception of its importance
1.2.1 What mechanisms
exist to help
employees innovate
and communicate
their innovative
ideas?

Do such mechanisms exist in your organisation? Y/N? [ ]
If “Yes”, please answer the below questions:
Are there web tools for this purpose?
Y/N? [ ] If “Yes”, please give details

Does a dedicated mailbox/repository exist for new ideas?
Y/N? [ ]

Are there procedures for reporting flaws in the operation of
technological or organisational processes? Y/N? [ ]
If “Yes”, please give details

Are there specific procedures in place for employees to convey their
innovative ideas e.g. suggestion boxes, focus groups, brainstorming,
creativity workshops, screening and selection of ideas, validation of
ideas?
Y/N? [ ] If “Yes”, please give details

Are newsletters, emails, notifications sent out to staff regarding relevant
emerging and latest technologies? If so do these notifications target
specific groups or departments within your organisation? Y/N? [ ]
If so, please give details

Please elaborate on any other areas which you deem as relevant.
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Section 2: Corporate Strategy
To check that innovation is considered within the organisation's strategy
Formulation of the innovation strategy
Check if innovation is contemplated within the mission, vision, values and objectives of the organisation
2.1.1 Does the
organisation’s
mission and vision
reflect its
commitment to
innovation?

Is there an organisation mission statement?
Y/N? [ ] If “Yes”, please give details.

Does this mission statement reflect the organisation’s commitment to
innovation? Y/N? [ ]
If “Yes”, please elaborate

Does the organisation have a separate vision statement for becoming more
innovative?
Y/N? [ ] If “Yes”, please give details.

Deployment of the innovation strategy
Check that the innovation strategy has been deployed in the organisation by planning a series of actions
2.2.1 Does your
organisation have
an innovation plan
defining objectives
consistent with the
outlined
innovation
strategy?

Is there an innovation plan or similar document containing procedures to
assist the implementation of the innovation strategy?
Y/N? [ ]

If “Yes”, how is this plan structured (actions, objectives, targets/indicators,
indicative resource allocation, timeframe, budget, etc.)?

Are there decision support tools supporting the innovation plan (e.g.
auditing, strategy or performance review, strategy planning, etc.)?
Y/N? [ ]
If “Yes”, please give details

How often is the plan reviewed?
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Section 3: Management Model
To check that innovation management is aligned with the organisation's overall management, taking
advantage of existing synergies
Internal system for monitoring and controlling innovation
Check that the model defined for managing innovation do provide a coherent view of all elements
involved in the innovation process, while ensuring integration with the global management model in the
organisation
3.1.1 Is there a
management
procedure for
controlling and
monitoring
innovation?

Y/N? [ ] If “Yes”, please answer the questions below.

What is the procedure and who is in charge of implementing the procedure
e.g. Innovation manager, R&D manager?

Do methods exist to analyse the results and impact of innovation. For
example, assessment measurement indicators or/and Key Performance
Indicators (KPIs) stated in the business plan for the innovation activity.
Y/N? [ ]

If “Yes”, please give details below regarding quantitative and qualitative
methods.

What tools (e.g. software tools), if any, are used to assist implementation of
these procedures and methods e.g. Web software tools, excel sheets?

What support documentation is produced, if any?
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3.1.5 What mechanisms
are in place for:
• Measuring and
reducing the
costs of
innovation?
• Financial
monitoring of
innovating
projects?
• Improving
innovation
financing
methods/tools?

Does your organisation allocate an overall global budget for innovation
activities? Y/N? [ ] If “Yes”, please give details.

Is there a business plan and corresponding budget for each main innovation
activity implemented within your organisation?
Y/N? [ ] If “Yes”, please give details.

If “Yes”, How often is this budget reviewed? e.g. Quarterly, annually?

How does your organisation monitor the financial expenditures during the
implementation of innovation projects?
E.g. periodic updating of “budget vs. actual” spread sheet; written reports,
financial software, customised Excel spreadsheets

What procedures and methods are used to optimise expenditure and
investment in innovation projects For example:
• Cost-effective management procedures;
• Resources allocation;
• Methods for economic analysis of Return on Investment (ROI)
(cost/benefit ratio, net present value (NPV), internal rate of return
(IRR);
• Key Performance Indicators (KPIs);
• etc.
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Section 4: Organisation
To check that organisational structure and people management are suitable for the development and
promotion of innovation
Training for innovation
Check that the organisation’s training plan includes specific actions aimed at promoting innovation
4.1.1 Does your
organisation organise
specific innovationfocused training
sessions?

Y/N? [ ] If “Yes”, please answer the questions below:
What is the scope of this (innovation-focused) training?
If relevant, please supply details of the training plan for innovation or
the plan itself (identified target audience, defined objectives, training
actions, budget, etc.)

Who are the target groups?

What documentation is supplied? E.g. Slide hand-outs, online
references, course materials

What teaching methods are used? E.g. classical classroom training, elearning.

Who are the lecturers?

Organisational structure supporting innovation
Check that the organisation’s structure fosters innovation
4.2.3 Is there a specific part
of the organisation
set up for managing
and developing
innovation

Y/N? [ ]
If “Yes”, please give details of: objectives, functions, activities,
resources, needs, etc.
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Innovation skills
Check that the organisation is able to identify skills for innovation and use and manage them purposely
4.3.1 Are there methods
for identifying
employee skills and
linking these skills to
the management,
development or
promotion of
innovation?
4.3.2 Are innovation
responsibilities
distributed according
to employee skill
profiles?
4.3.3 Does your
organisation use
methods/mechanisms
to identify (potential)
gaps between skills
available and needed
competencies in
innovation in order to
adjust training
programmes?

Y/N? [ ]

If “Yes”, how do you identify the required skills e.g. employee profiles,
competences-skills matrix, employees’ interests?

Y/N? [ ] If “Yes”, please give details.

Y/N? [ ]

If “Yes”, how are employee skill-gaps in innovation competencies
identified? (Self-reports, questionnaires, observation, individual
interviews, job description check, input from technical experts, meetings
with technical experts, etc.)

Motivation
Check that the organisation defines actions, mechanisms or incentives aimed at stimulating creative or
innovative initiatives among employees
4.4.1 Does your
organisation have
actions or
programmes to
motivate, encourage
and also acknowledge
innovation, creative
thinking, teamwork,
etc?

Y/N? [ ] If “Yes”, please answer the questions below:

Are there reward or/and incentive schemes for employees? Y/N? [ ]
If “Yes”, please give details

Do these schemes target specific groups/departments within your
organisation? If so, please give details.

If applicable, what other methods or actions are used to encourage and
incentivise employees to be innovative?
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4.4.2 Do you assess the
level of employee
involvement in those
programmes for
promoting
innovation?
4.4.3 Does your
organisation have
actions to encourage
cooperation of
external agents or
citizens (for the
development of new
services or for
obtaining feedback
about existing
services)?

Y/N? [ ] If “Yes”, please give details, for example: surveys, employees
feedback, report from employee’s manager, rewards and incentive that
have been won

Y/N? [ ] If “Yes”, what actions, if any, are implemented? Please give
details e.g. communication campaigns, open days, focus groups etc.

Section 5: Knowledge
To check in what way knowledge and innovation are related within the organisation and, how innovation
contributes to generating new knowledge
Internal and external knowledge
Check that the organisation defines mechanisms to identify and transform tacit knowledge (not
formalised yet) available within the organisation as well as knowledge from external sources
5.1.2 Does your organisation
have mechanisms for
identifying external
knowledge sources and
for incorporating this into
the organisation for use
in innovation projects?

Y/N? [ ] If “Yes”, how does your organisation identify new external
knowledge sources e.g. conferences, trade journals/magazines,
surveys (internal + external), subscription services, databases)?

Knowledge management
Check that in the organisation exists a formal model for the systematic management of knowledge to
enhance innovation
5.2.1 Does your organisation
have a knowledge
management model that
includes procedures for:
identification, collection,
sharing, improvement
and application of
knowledge?

Y/N? [ ]
If ”Yes”, please give details of procedures and tools within the
model.

Please give details of the technological platform used for storing,
sharing and managing knowledge
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Section 6: Processes
To check that activities and processes have been established for the development and promotion of
innovation
Processes for systematizing innovation
Check that the organisation has designed and implemented one or more processes to systematise
innovation
6.1.5 Are
legal, Y/N? [ ] If “Yes”, what procedures are in place to guarantee observance
regulatory
and of legal, regulatory and ethical issues? (This can include: privacy by design;
ethical
issues data protection)
globally addressed?

Section 7: Technology and Tools
To check that infrastructure and tools have been deployed for supporting innovation
Infrastructure for innovation
Check that basic infrastructure in the organisation has been designed for supporting innovation
7.1.1 What specific
relevant resources
are used in
activities related to
innovation?

Does your organisation have special premises/space for innovation
activities? Y/N? [ ]
If “Yes”, please give details

Does your organisation have specialised equipment for R&D and other
innovative activities? Y/N? [ ]
If “Yes”, please give details

Does your organisation have information systems used to support the
internal innovation process e.g. web-based tools? Y/N? [ ]
If “Yes”, please give details

7.1.3 Please supply
details of
information
systems for
supporting
external
interaction with
3rd parties in the

What technology/tools are used e.g. web-based?

What functionality does the platform have?
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innovation process
(identification,
collaboration, etc.)

Are there special features incorporated to improve and enhance usability
and encourage usage of the platform? Y/N? [ ]
If “Yes”, please give details

Please give other details that you deem are relevant

Technology and tools
Check that technology is managed as a fundamental asset within the organisation making it a vital
enabler for innovation
7.2.1 Are there
mechanisms in
place in your
organisation for
identifying and
validating new
technologies and
trends?

Y/N? [ ]

7.2.2 Does your
organisation have
mechanisms for
actively managing
and identifying
technology
providers?

Y/N? [ ]

7.2.3 Are structured
mechanisms
defined for:
• communicating
technological
requirements or
needs to
providers or
• giving them

Y/N? [ ]

If “Yes”, what mechanisms are in place in your organisation for identifying
and validating new technologies and trends?
For example:
• Technology watch (networks, web sites, databases, trends identification)
• Criteria for selecting new technological/organisational tools (e.g.
technology road-mapping, benchmarking, technology audits)
• Training
• Demonstrations, prototyping

If “Yes”, please refer also to the answer given in question 7.1.1 and
elaborate here on mechanisms used to identify technology providers e.g.
Networks, forums, workshops, congresses, benchmarking, professional
associations, support tools, suppliers’ repository, etc.)

If “Yes”, please give details, for example regarding:
• Interfaces
• Technological requirements, forms for giving feedback
• Joint R&D initiatives, communication tools
• Networking, Social networking tools
• Tenders
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feedback on
their
technologies for
improvement?

7.2.4 Does your
(a)
organisation use
tools and
procedures for
for the
implementation of
new technologies?

•
•
•
•
•

Published documents/materials, meetings, presentations
Surveys
Platforms
Communication Tools
Regional/National approach

Y/N? [ ]
If “Yes”, What tools and procedures does your organisation use for the
implementation of new technologies?

If “Yes”, do you test new technologies in a laboratory environment first
before releasing them into a live environment?

How is the initial implementation of the new technology evaluated and
benchmarked? How do you know if it is working and having the impact that
is expected?

7.2.4
(b)

Does your organisation use any Quality control procedures Y/N? [ ]
If “Yes”, please give details e.g. Quality Control Manager, ISO?
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Section 8: Collaboration and Networking
To check that an open innovation model has been established helping the organisation effectively
engage with external agents in the innovation ecosystem
Relationship model
Check that the organisation has defined mechanisms to detect cooperation needs and to establish
partnerships and collaborations to boost the results of the innovation process
8.1.1 Does your organisation
search and identify
partnerships for
supporting the
organisation’s strategy
in innovation?

Y/N? [ ]
If “Yes”, how does your organisation search and identify partnerships
for supporting the organisation’s strategy in Innovation?
For example: databases, events, conferences, experts’ networks, RDI
centres, technological parks, industrial platforms, research
departments, network e.g. EEN; FP projects; other EU projects, etc.

Does your organisation form partnerships with end-user security
organisations for the purpose of joint R&D projects?

8.1.2 Does your organisation
identify the needs of
the organisation's
stakeholders and
target groups
demanding its services
(as a key input in the
innovation process)?

Y/N? [ ]

8.1.3 Does your organisation
have specific
procedures/restrictions
in place for
cooperating with SME
technology providers?

Y/N? [ ]

If “Yes”, How does your organisation identify the needs of the
organisation's stakeholders and target groups demanding it services?
For example: legislation, speaking to clients and end-users, societal
aspects of security, privacy by design, seminars, conferences,
communication, social networking, etc.

If “Yes”, please give details, for example: SME provider databases,
procurement constraints, security by design, confidentiality, IPR, data
protection, interoperability, etc.
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8.1.4 Are there policies in
place for protecting
the results of
innovation e.g. IPR?

Y/N? [ ]
If “Yes”, please give details
For example, intellectual/industrial property rights protection; IPR
department; ownership; external services (patent lawyers/advisors);
confidentiality agreements etc.

Innovation Financing
Check that the organisation has defined mechanism for accessing public or private sources for funding
innovation
8.2.1 Does your organisation
have methods for
economically
forecasting and
assessing the result of
innovations?

Y/N? [ ]
If “Yes”, please give details
(Quantitative methods, specialised department, business plan before
"innovating", etc.)

Please refer to answers given in questions 3.1.4 and 3.1.5 and
elaborate further here

8.2.2 Does your organisation
have methods for
accessing Research,
Development and
Innovation (RDI) funds
in a systematised way?

Y/N? [ ]
If “Yes”, what sources of funds does your organisation use for
innovative activities?
For example: identification of new funding sources, public funding,
private funding, venture capital, public-private partnership, RDI funded
projects, FP7 experience

What obstacles does your organisation encounter regarding raising
funds for innovative activities?

Does your organisation have a specialised department focused on
fund-raising activities for R&D and other innovation activities?
Y/N? [ ]
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Annex 2 – Template Email to introduce INSEC to
potential end-user interviewees
Dear <Name>,
We are participating in a Security project called INSEC (www.insec-project.eu) which we think will interest you
and where your participation will help us. It won't take up much of your time and we would really appreciate your
input.
The INSEC project is striving to improve the Innovation and Research processes within security organisations,
enabling them to evaluate novel approaches and services dedicated to the safety of citizens. This will assist these
organisations to cooperate better with solution providers, especially SMEs, and also to assist with the integration of
new technologies. The project focuses on two main areas:
1. The development of a new internal innovation management model.
2. The development of an external innovation platform in order to promote the networking between European
security SMEs and public/private security organisations.
As part of the project we would appreciate the opportunity of interviewing you to understand the innovation
processes within your organisation and identify best practices. The interview will last approximately 2-3 hours.
Information received will be kept confidential and no information that you give us will be made public without
your explicit approval.
After the interview, we will keep you informed of INSEC results and activities including upcoming events, which
you will be welcome to attend.
We very much appreciate your assistance and look forward to organising with you a suitable time to conduct the
interview.
Best Wishes

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: FINAL | DATE: 17.02.2013 | DISS. LEVEL: PUBLIC | PAGE 58

Contract No. FP7. 285287
Deliverable: D5.3

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: FINAL | DATE: 17.02.2013 | DISS. LEVEL: PUBLIC | PAGE 59

