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1.

Executive summary

What
This deliverable, corresponding to Task 3.3 in INSEC project, evaluates the internal innovation management
processes of security end-users and identifies SME requirements to efficiently work with/for security
organisations in order to facilitate the innovation process. In the same way as deliverable 3.2, the analysis
presented here has not been structured as an exhaustive diagnosis of the Security Sector (accomplished already
in different projects an initiatives), but as a way to gain a broad knowledge, from an Innovation point of view.
This study combines a quantitative, analytical approach together with a valuable qualitative perspective stemming.

Why
The ultimate purpose of Task 3.3 is to produce a collection of design specifications that will be used later in
INSEC project for developing an Innovation Management Model [Task 3.6] and a Cooperation Strategy [Task 3.7]
in such a way that both will be tailored to meet the specific needs and requirements of security related
organisations. In other words, this analysis has been put in place as a way to search and find common features
that will be applied in shaping one unified Innovation Management Model and one Cooperation Strategy suitable
for organisations in the Security Industry.

How
The analysis of the innovation management carried out by security end-users has been conducted by interviews
that follow a pre-defined script. On the other hand, in order to analyze the requirements identified by SME
clusters that are security technology providers, an online questionnaire has been used. This endeavor has been
systematically undertaken by defining two conceptual models for analysis: one of them combining COTIM
methodology (Citizen/Cash Oriented Total Innovation Management © – Everis 2009) and «The Triple Helix»
(Etzkowitz & Leydesdorff – 1966); the other an INSEC proposition for managing a cooperation strategy in an
innovative context combined with a Security Sector environment.

«Innovation is producing something new, whether that is a
service, a product or the development of a new market»
Martin Schuurmans, former Chairman of the EIT Governing Board
at the Lisbon Council’s 2010 Innovation Summit
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2.

Description of the deliverable content and purpose

This deliverable corresponds to Task 3.3 in INSEC Project.
The purpose of this task is to produce a collection of design
specifications that will be used afterwards for developing an
Innovation Management Model [Task 3.6] and a Cooperation
Strategy [Task 3.7] in such a way that both of them will be
shaped to meet the specific needs and features of security
related organisations. These design specifications here will be
refined, completed and enhanced with the output coming from
Work Package #3 other analysis tasks which provide
complementary insights from different perspectives [Task 3.1 –
Report on IPR issues; Task 3.2 – Preliminary segment analysis;
Task 3.4 – Creativity sessions; and Task 3.5 – Identification of
tools and best practices in the innovation process].

[Chapter 3] These design specifications are obtained as a result of characterizing the processes related to internal
innovation management designed by security end-users. In addition, other specifications are obtained from
security technology providers, so that a supply side point of view is included  context
[Chapter 4] This document does also describe the methodological architecture that has been set up for this task,
explaining the tools used to gather the information and the conceptual model used as a referential framework 
approach
[Chapter 5] Results are presented distinguishing the target individuals of analysis (end-users vs. technology
providers). The end-users findings are grouped in 13 distinct areas of interest, while those from technology
providers are categorized in 6 distinct modules, according to the analysis framework outlined in the previous
section  analysis of the results
[Chapter 6] Design specifications are inferred here from the previous conclusions; they are organised and
presented keeping traceability with the areas of analysis and also with the models that will feed  conclusion:
design specifications
[Chapter 7] This sections specifies the information related to this deliverable which can be published on the
project’s website or on all the other dissemination tools in the context of INSEC project  publishable
information
[Chapter 8] Additional appendices to the document  annexes

Design specifications for the later definition of an
Innovation Management Model & Cooperation Strategy
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3.

Context

During the proposal preparation four different segments of end-users were identified conveniently representing
the security sector. INSEC Consortium does include security organisations as full right members proportionally
covering all four segments (more detail of these segments in delivery 3.2 - Segment Innovation Ecosystem
Report):





Rescue (emergency) Services
Police and National Security Office
Academies of Security Sciences
National Security Infrastructure

From the supply side perspective of the Security Sector, SMEs that provide products and services, especially
technological, in those four fields are considered.

Pursuant to the Commission Recommendation of 6 May 2003 [1] SMEs are the following:






Medium-sized enterprises are made up of
enterprises which employ fewer than 250 persons
and which have an annual turnover not exceeding
EUR 50 million, and/or an annual balance sheet
total not exceeding EUR 43 million
Small enterprise is defined as an enterprise which
employs fewer than 50 persons and which annual
turnover and/or annual balance sheet total does
not exceed EUR 10 million
Microenterprise is defined as an enterprise which
employs fewer than 10 persons and which annual
turnover and/or annual balance sheet total does
not exceed EUR 2 million

[1] Commission Recommendation of 6 May 2003 concerning the definition of micro, small and medium-sized enterprises
(2003/361/EC).
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4.

Approach

This section presents the conceptual and methodological architecture defined for characterizing the analysis. To
frameworks for analysis have been defined:

Framework representing an Innovation Management
Model in the INSEC project context

Framework representing a Cooperation Strategy
in the INSEC project context

 Internal innovation management

 INSEC platform

 External innovation ecosystem

 INSEC participants

These two frameworks have been used during the analysis stage in WP3 as a practical tool for conducting a
consistent study in search of design specifications (i.e., needs in terms of innovation and cooperation that security
organisations currently pose). The specifications will be used later for shaping the Innovation Management Model
and Cooperation Strategy as they will propose specific actions answering those needs.
Detail of the first framework can be consulted in delivery 3.2 - Segment Innovation Ecosystem Report. While the
second may be defined as:
Market place: where transactions between demand
and supply of technology and innovation are found.
Place where participants can interact and exchange
products,
technologies,
knowledge
or
simply
perspectives.
Relational model: definition of possible partnerships,
agreements and type of relations that can be established
within the platform.
Regulatory model: provides guidance within any
organisation in the legal environment: terms related to
national legislations, public procurement procedures, IPR
regulations, ethical issues and privacy and security by
design.

Incentive model: framework for regulating
compensation and awarding made to members of
the platform.
Coordination model: sets the rules of the game
in the context of the platform: coordination of
relations, project management flows, monitoring of
results...
INSEC ecosystem: group of Security Industry
end-users, technology providers, Security experts
and others agents involved in the platform.
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Extraction of the information of analysis
In this deliverable, the analysis of the different areas, in the internal end-users context, has been conducted
through interviews that follow a pre-defined script. This script is aligned with the wide-ranging questionnaire
used in Task 3.2 – Preliminary segment analysis, distinguished because it has fewer elements analysed and some
other elements analysed more deeply [Section 8.1]. The result is an in-depth insight, combining quantitative
and qualitative information, into the internal innovation processes of security organisations and into their capacity
for cooperation.
Thus, 6 interviews to internal end-users (all in INSEC Project: EASS, AICPA, CoS, ORFK, MAI, GNS) have been
analysed.
The guidelines of the interviews were as follows:


Interview preparation
o

o



Identification of key people involved in the innovation management process
 Contact end-users’ representatives in order to identify relevant interviewees
 Supervise the identification process proactively, indicating areas of analysis and roles
 Agree on the list of participants with the end-user’s contact, scheduling the time
requested for each of them (in Interviewees); anything between 3 and 6 would be
reasonable
Planning of the interviews’ schedule & preparation
 Settle one day for the interview, according to the availability of people taking part in the
assessment process
 Sign, date and stamp the Confidentiality Clause and get end-users' ready as well
 Analyse the corresponding IEUQ - Internal End-Users Questionnaire - as a way to gain
broad vision of the end-user (organisation, services, activity, etc.) and to identify issues
that need to be explored
 Contact and brief end-users in advance to boost readiness (explaining purposes,
methodology, steps, areas of assessment, etc.)
 Send to the end-user the checklist (in the Script) allowing them to prepare the interview
in advance and to have documentation and evidences ready

Interview
o
o

Preparation of the actual interview
 Explain briefly the assessment procedure and review the agenda for the day (15 min.)
Innovation management assessment (120-180 min.)
 Conduct the interview following closely the Script, ticking off the checks upon evidence;
this will yield quantitative, statistical results allowing graphical representation of the
organisation’s innovation level
 Simultaneously explore and find answers to those horizontal themes (globally affecting
all, or various, areas in the organisation) indicated in the Cross issues, by purposely and
skilfully encouraging free conversation towards them; this will yield qualitative
fundamental results for WP3 [Innovation Management Issues], WP5 [Best Practices]
and WP6 [Training Needs]
 From an schematic view, the structure of the assessment carried out in the interview is:
simultaneous and complementary assessment
type of evaluation

systematized

not systematized

elements subject
to analysis

areas of analysis as defined in
T.3.2

horizontal themes affecting
various of these areas

means for analysis

checklist ideally covering such
areas

open conversation skilfully
diverted towards those horizontal
themes
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nature of result
results



quantitative

qualitative

evidences for generating
statistics and for graphically
representing the level of
innovation

end-users’ point of view and the
interviewer's appraisal

Reporting
o
o
o

Digitalization of the Script filled during the interview plus additional information arranged
according to the table in Cross issues
Sending feedback to the end-user so that they may use this for improving and also as a training
experience before the interviews that they will have to perform later in the context of WP5
Preparation of the final report graphically presenting the level of innovation of each end-user,
identifying gaps in the innovation process and problems to be taken into account and drawing
design specifications to be used during the Innovation Management Model definition

In Work Package 5 – Best practice two types of organisations have been interviewed; external Security
Industry end-users and users from other sectors than security (Energy and Sustainability, and Aerospace and
Defence). First type of interviews has been reused in this deliverable in order to obtain a wider impression of the
innovation management process of Security Industry organisations. The interviews which have been developed
in WP5 are based on a summarised version of the script used for the interviews of internal end-users from this
task (the interviews that have been described in paragraphs above) [Section 8.2]. Thus, 17 interviews to
external end-users have been analysed (Borderpol, CERT-RO, City of Madrid Directorate of Security, Crisis
Management Center, Defendec, General Directorate for Logistics, Inspectorate General form Emergency
Situations, Inspectoratul General Politeiei Romane, Ministry of the Interior Estonia, Ministry of the Interior Estonia,
Ministry of the Interior Romania, National Forensic Institute, Policia Judiciaria, Protection and Rescue Directorate,
Rescue Services Board, Securitas, SOCA).
From a schematic point of view, the questionnaires or scripts used in the end-users context are as follows:

In total, summing external and internal interviews, 23 end-users have been considered for the analysis of this
report. They come from the following countries:
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In addition to the interviews with end-users, in order to consider the supply side, a questionnaire was made
directed to SMEs that provide technologies, products, services, competences and / or know-how to the
Security Sector organisations, or plan to do so in the nearby future [Section 8.3].
This questionnaire presents the following characteristics:


The questionnaire is quantitative (the goal for sample size is 100 current or future security technology
providers, that make profit on this activity - mainly SMEs, but also other technology providers).
The target providers come from a broad range of technology sectors, mainly located within the EU and/or
neighbouring countries. The INSEC consortium is aware that this is not a representative sample within the
broad universe of technological SMEs; however, it aims to provide an approximated overview of the vast
diversity of European countries in terms of technology supply.



This is an online questionnaire, and one of the aims is to use this as an opportunity to register SMEs on
the INSEC web-site.



The number of questions range between 10 and 20: 4 sections of questions according to different needs
in terms of establishing collaboration, with 4 – 5 questions in each:
o Communication on the products and services
o Collaboration and new business opportunities with security organisations
o Collaboration procedure optimization
o Visibility of the organisation



Dissemination of the SME questionnaires will be coordinated by WP2 Dissemination (GLOBAZ) and be done
via:
o Enterprise Europe Network (BIA) and PIN SME
o The WP1, WP2 and WP5 leaders responsible for the collaboration with existing networks and
projects (under Task 2.5, Task 1.3 and Task 5.1)
o
All the INSEC project partners

In the analysis of this report, first 100 SMEs that have completed the questionnaire have been considered. This
sample of SMEs comes from the following countries:
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Distinguishing areas of activity, these SMEs have promoted in the last three years or plan to launch products or
services in the near future in the following fields:
Detection

1.

Detection capabilities for dangerous and illicit
substance (7)

2.

Detection capabilities of hidden/concealed
persons (6)

3.

Detection (and testing) capabilities for ill or
contaminated persons (6)

4.

Detection (and testing) capabilities for contaminated environments (5)

5.

Design, engineering and integration of detection systems (14)

6.

Sensor technologies and systems (15)

7.

Forensic equipment and systems (6)

Identification, accreditation and authentication (IAA) – PERSONS (other than for purpose of tracking and
tracing)
1.

Identification,
accreditation
authentication of persons (14)

and

2.

Design, engineering and integration of
IAA systems (9)

3.

Biometric technologies (8)

4.

Prevention of "identity theft" (11)

5.

Mobile Identity devices (6)

Identification, localisation, tracking and tracing,
navigation and positioning
1.

Identification, tracking and tracing
vehicles, goods and persons (17)

of

2.

Navigation and direction finding (10)

3.

Design, engineering and integration of
tracking, tracing and navigation systems
(10)

4.

Tracking, tracing and logistics systems for
emergency relief aid (5)

5.

Increased resilience of supply chains
against counterfeit goods (2)

6.

Vessel tracking systems (3)

7.

Supply chain and logistic systems (2)

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: V2

| DATE: 20.12.2012 | DISS. LEVEL: PUBLIC |

PAGE. 12

Contract No. FP7. 285287
Deliverable: D3.3
Observation, surveillance, monitoring environments and activities
1.

Land area surveillance (16)

2.

Maritime area surveillance (9)

3.

Air surveillance (7)

4.

Space
surveillance;
monitoring systems (8)

5.

Integrated surveillance and monitoring
systems (23)

6.

Design, engineering and integration of
observation, surveillance and monitoring
systems (17)

7.

Smart/intelligent surveillance (12)

8.

Vehicles/platforms for surveillance (8)

Environment

Communication systems
1.

Wired communications (13)

2.

Wireless/mobile communications (22)

3.

Satellite communications (10)

4.

Communication network management
and control (16)

5.

Integrated communication systems (14)

6.

Encryption of secure systems (18)

7.

Telecommunication technology solutions
(16)

8.

Rapidly deployable communications infrastructures (8)

9.

Mobile communications for emergency services (15)

10. Communications load balancing mechanisms (6)

Intelligence, information management, decision support
1.

Intelligent systems – information collection,
integration and analyses (27)

2.

Information
exchange
databases (13)

3.

Planning and decision support systems (15)

4.

Command and control information systems
(20)

5.

Information and network security systems (14)

6.

Information system forensics (12)

7.

Data and information management control

/

interoperable
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(24)
8.

Integrated information systems (20)

9.

Design, engineering and integration of information and decision support systems (15)

10. Encryption and secure information exchange (24)
11. Data/Information analyses (23)
12. Translation technologies (5)
13. Secure interface and middleware (11)
14. Modeling and simulation tools for decision making (7)

Impact reduction, resilience
1.

Physical
protection/hardening/impact
reduction/anti blast (4)

2.

Risk
assessment,
assessment (25)

3.

Planning, (re)design, (re)engineering to
increase resilience (1)

4.

Contingency planning (20)

5.

Design, engineering and integration of
protection/resilience systems (16)

6.

Structured materials (3)

7.

Light and strong materials, treatments (1)

8.

Shielding (3)

9.

Modeling tools/scenario development (8)

vulnerability
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5.

Analysis of the results

The result of the study is presented in this section distinguishing two blocks:


Aggregating data from the interviews with end-users (internal and external to the INSEC project) in
search of meaningful and reliable patterns; conclusions have been arranged in the different areas of
analysis stated before and portrayed in the following template:
Area of analysis
Diagram graphically
tracking the model

General comments

Conclusions of the
analysis

Conclusions
represented in
charts
Driving ideas: meaningful
quotations from end-users



Aggregating data from the questionnaire to technology providers in search of meaningful and reliable
patterns; conclusions have been arranged in the different modules of the Cooperation Strategy model and
portrayed in the following template:

Module of analysis
Diagram graphically
tracking the model

General comments

Conclusions
represented in
charts
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Innovation Management Framework
CORPORATE CULTURE
General comments
There is a clear duality in security related organisations between those defining
innovation policies and those not. Most of the organisations provide mechanisms to
help employees innovate and communicate their innovative ideas; however, they are
not usually based on web tools. Newsletters, emails and notifications sent out to staff
regarding innovation or relevant emerging and latest technologies are frequent but not
the generality.
Analysis conclusions
 Half of the organisations have a written policy explicitly defined for innovation. Those with an innovation policy
commonly use conventional means of internal communication – intranet, e-mails… - to disseminate it
 Although most of organisations have mechanisms to help employees to communicate their innovative ideas (17
out of 23), a simple mailbox/repository for new ideas is uncommon (only 24% of organisations with these
mechanisms have one)
 11 out of 17 organisations confirm they have procedures in place for employees to convey their innovative ideas
Innovation policy

Communication of innovation

Has
your
organisation
produced an innovation policy
(together with other general
policies of the organisation)?

Has
your
organisation
produced
mechanisms
for
communicating the innovation
policy to employees?

 yes (10)

 yes (13)

 no (13)

 no (10)

Communication of innovative ideas
Has
your
organisation
produced mechanisms to
help employees innovate and
communicate their innovative
ideas?
 yes (17)
 no (6)
If
yes,
does
mailbox/repository
ideas?

a
dedicated
exist for new

 yes (4)
 no (13)
Driving ideas
«Monthly, a report by technology is sent to employees. Twice a year, an internal letter highlighting one innovative
project»
« Lack of effective mechanism to support employees to innovate or communicate new ideas, to properly raise the
awareness and assess the employees perception about innovation»
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CORPORATE STRATEGY
General comments
Innovation is globally perceived as an important element within organisations, it is
usually included in their mission statement; however, it is only occasionally considered
as an identifiable strategy, separated from the general strategy, what makes it difficult
to monitor it. Innovation plan is typically considered as the guide to implement the
annual strategy.

Analysis conclusions
 Innovation is widely formulated as a corporate commitment within the organisations' mission statement (14 out
of 23)
 Innovation is a common value. Almost all of them intend to be more innovative in the long-term
 Some of them have a management system for monitoring the strategy, including innovation aspects
 Despite the formal commitment to innovation, only a few organisations have a separate vision statement for
becoming more innovative (3 out of 16)
 Almost half of the organisations have a formal innovation plan or similar document and have planned innovative
actions indicating resource allocation, timeframe, etc.
 This innovation plan typically includes main aspects: budget, resources and action lines. It is reviewed annually
in most of the cases although some organisations include more reviews in case of any extraordinary contingency
Commitment to innovation

Innovation plan

Does the mission statement of
your organization reflect the
organisation’s commitment to
innovation?

Is there an innovation plan or
similar document containing
procedures to assist the
implementation
of
the
innovation strategy?

 yes (14)
 no (9)

 yes (11)
 no (12)

Driving ideas
«Although the governing strategy does not have its main emphasis on innovation per se, it does have specific
tasks for development, with a concrete timeframe, and budget allocated for conducting the particular activities»
«Training on best suitable methodologies for creating an innovation strategy for a security sector end-user, is
needed»
«Planned innovative actions tend to be too much project-based. The latter is very much due to the nature of a
public organisation that highly depends on annual budgets allocated by the Government»
«Mechanisms for monitoring and controlling the deployment of the innovation strategy are the week point»
« We performed internal audits and external audits and evaluation activities at the end of each year, and a
management review. Following these actions are identified deficiencies and shortcomings, and plans and
measures for their correction»
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MANAGEMENT MODEL AND ORGANISATION
General comments
Managing the innovation is not commonly extended in security end-users
organisations; more or less half of them formally do it. Something similar happens with
improving mechanisms. Trainings focused on innovation, a specific area for managing
innovation, methods to identify gaps in innovation competences and programmes to
encourage innovation are a few times used. These shortcomings make the expansion
of an innovative attitude difficult among the employees.
Analysis conclusions
 Although more than half of the organizations (13 out of 23) affirm to have a management procedure, a proper
innovation management process is seldom employed
 In many cases it does not exist an overall global budget for innovation activities (16 out of 23) or a business
plan for innovation (11 out of 17); however, allocation per project is regularly used
 13 out of 23 organisations confess that they do not set up formation oriented to innovation. Those which do it,
usually offer the training in the context of a project or exclusively to employees of the research department,
combining classroom methods with e-learning
 There are only 8 out of 21 organisations where there is a specific area for managing and developing innovation
 In most of the companies there is a lack of a strict system for allocating innovation responsibilities according to
employee skills profiles. Sometimes this lack is done with the purpose to permit flexibility
 11 out of 23 organizations use methods/mechanisms to identify (potential) gaps between skills available and
needed competencies in innovation. These are usually informal interviews, although some use auditing methods
 Actions to motivate an innovative attitude are carried out in approximately half of the organisations; Only a few
of them (5 out of 11 responses) affirm to use a reward or/and incentive schemes as part of these actions
Management procedure

Reporting

Is
there
a
management
procedure for controlling and
monitoring innovation within the
organisation?

Do methods exist to analyse
the results and impact of
innovation?

 yes (13)
 no (10)

 yes (11)
 no (12)

Innovation-focused training

Specific area

Does
your
organisation
organise specific innovationfocused training sessions?

Is there a specific part of the
organisation
set up for
managing and developing
innovation?

 yes (10)
 no (13)

 yes (8)
 no (13)

Driving ideas
«The assessment is made by reporting activities (monthly, quarterly, annually) on the approach of the KPI. After
reports analysis, proposals for improvements of the general activities but also specific RDI activities are made»
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TECHNOLOGY AND TOOLS
General comments
In general terms, technology tools and information systems are commonly used in
Security Industry end-users. Communication with technology providers and
implementation of new technologies are highly determined by Public Procurement and
Quality Control procedures. In terms of infrastructure, specific spaces for supporting
innovation are uncommon.

Analysis conclusions
 A few organisations (5 out of 21) have premises to drive innovation. However, some interesting initiatives have
been launched such as pilot tests in real environments
 Half of the interviewed organisations (7 out of 16) have specialised equipment for R&D activities such as
laboratories or equipment for analysis. Web-based tools to control information flows such as fingerprint
identification or satellite systems are more habitual (9 out of 14)
 New technology scouting is a regular activity among end-users (13 out of 22); although in many cases this is
done through unofficial mechanisms.
 Mechanisms for managing and identifying technology providers are commonly used (14 out of 22). The formula
used is diverse; does not follow a pattern (networks, forums, public tender platforms, etc.)
 The same applies to keeping communication channels with providers. Taking into account technical documents,
there are not structured ways and diverse methods are employed (meetings, surveys, networking tools, etc.)
 Quality control procedures are habitual (10 out of 16) and new technologies need a strict evaluation
Relevant resources

New technologies and trends

Does your organisation have
special premises/space for
innovation activities?

Are there mechanisms in place
in
your
organisation
for
identifying and validating new
technologies and trends?

 yes (5)
 no (16)

 yes (13)
 no (9)

Technology providers

Communicating feedback to providers

Does your organisation have
mechanisms
for
actively
managing
and
identifying
technology providers?

Are structured mechanisms
defined for communicating
technological requirements or
needs to providers or for giving
them feedback on their
technologies for improvement?

 yes (14)
 no (8)

 yes (15)
 no (7)

Driving ideas
« Tenders, technological requirement, discussions and meetings are used for communicating needs. For giving
feedback, terms of reference and technical solution agreement are observed»
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KNOWLEDGE, PROCESSES, FINANCING AND SERVICES
General comments
Although organisations are aware of the importance of using external knowledge
sources, only a few formal knowledge management models are considered in the
Security Sector. Mechanisms to produce incremental innovation are used in half of
organisations; however only a few organisations have processes to systematize the
whole innovation. Stakeholders’ needs are frequently considered in their services.
Administrative barriers are a big obstacle to finance the innovation.
Analysis conclusions
 Most of organisations contemplate mechanisms for identifying external knowledge sources (16 out of 23);
however only 8 of them have established a formal knowledge management model (web-based systems,
cooperation days workshops or information repository are used in these cases)
 Processes to systematize innovation or systems for continual improvement are seldom used (only in 1 out of 6
responses). Structured mechanisms to allow employees proactively improve are more common (3 out of 3)
 Legal, regulatory and ethical issues are globally addressed in most of organisations (18 out of 21)
 Half of the organisations (11 out of 22) have methods for economically forecasting and assessing the result of
innovation, normally using a business plan for each innovation project.
 11 out of 22 organisations confirm that have methods to access to RDI financing. These organisations consider
EU funds as a usual way to search for financing and find administrative barriers as a principal obstacle of this
approach. Other difficulties to find financing is lack of motivation of employees and internal restrictions to private
financing
Knowledge management

Procedures for systemizing innovation

Does your organisation have a
knowledge management model
that includes procedures for:
identification,
collection,
sharing,
improvement
and
application of knowledge?

Are
there
structured
procedures for systemizing
innovation,
indicating
all
involved elements (stages,
roles, departments, etc.)?

 yes (8)

 yes (1)
 no (5)

 no (15)
Accessing to RDI funds

Consideration of stakeholders in services

Does your organisation have
methods
for
accessing
Research, Development and
Innovation (RDI) funds in a
systematised way?

Does your organisation have
mechanisms to identify the
needs of the organisation's
stakeholders
and
target
groups demanding services?

 yes (11)

 yes (17)

 no (9)

 no (5)

Driving ideas
« The existing processes must be improved in order to systematize the innovation process»
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COLLABORATION AND NETWORKING
General comments
Security Sector end-users contemplate partnerships in order to develop innovations.
Agreements are produced with other end-users and technology providers as well.
However, the scope of this agreement is limited due to the special characteristics of
this sector and is usually restricted to Public Procurement specifications. IPR issues
and other kind of privacy features are of special relevance.
Analysis conclusions
 Almost all the organisations (19 out of 22) search partnerships for supporting the organisation’s strategy in
innovation
 Just a few organisations have established procedures for cooperating with SME technology providers (7 out of
21). Those that have done it, usually do protocols or regulations as part of Public Procurement procedures
 The protection of innovations is abundantly considered among Security Sector end-users (16 out 23) with
special attention in data protection, confidentiality agreements, classified information and patent certificates
 Engaging with society is considered by most of the end-users (12 out of 21). It is done through media
campaigns, conferences, meetings and sometimes social media
Identification of partnerships

Procedures with SMEs

Does
your
organisation
search
and
identify
partnerships for supporting
the organisation’s strategy in
innovation?

Does your organisation have
specific procedures/restrictions
in place for cooperating with
SME technology providers?

 yes (19)

 yes (7)
 no (14)

 no (3)
Protecting the results

Conversation with society

Are there policies in place for
protecting the results of
innovation (e.g. IPR)?

Are strategies defined for
engaging in conversation with
society as a way to incorporate
a "human dimension" to
security services provided by
the organisation?

 yes (16)
 no (7)

 yes (12)
 no (9)
Driving ideas
«All of the partnerships are formed on case-specific terms. There are no universal procedures for forming
partnerships. However, the most common methods are through networking and personal contacts»
«The cooperation is highly regulated by the Public Procurement legislation»
«The vision of innovation is often reduced to "technology acquiring". Therefore, there is no real cooperation for
building a new product/service»
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Cooperation Strategy Framework
MARKET PLACE
General comments
More than half of technology providers consider that they have an average or higher
use of online networking platforms when they identify collaboration opportunities with
the Security Sector (53%), however, 52% of providers do not use or have a low use of
online collaboration platforms. In terms of capacity of SMEs to provide innovative
solutions, most of them (64%) consider that only have an acceptable level. INSEC
project could be a window of opportunity to foster clustering so the offer becomes more
sophisticated.
Online collaboration platforms
Rate the current level of use of online networking collaboration
platforms compared to other collaboration opportunities with
the Security Sector.
None (25)
Very low (11)
Low (11)
Average(19)
High (16)
Very high (18)

Capacity of organisations
The capability of your organisation to provide innovative
solutions to Security Sector (Poor - barrier -, Sufficient enabler -, or Not important - has no negative effect -) is:
Poor (36)
Sufficient (54)
Not important (10)

RELATIONAL MODEL
General comments
INSEC project is an opportunity to define new kind of relations between agents of the
Security Sector ecosystem. It is very important to establish relationships that permit to
know what SMEs could offer to end-users. Technology providers are usually presenting
products and services to them but Technology Watch is an activity that is not
commonly shared. Connecting this withdrawal will allow Security Sector organisations
to know what solutions can extract from the technology market.
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Technology Watch
Rate the current level of implementation of Technology Watch
(monitoring emerging and new technologies) activities
compared to other collaboration opportunities with the Security
Sector.
None (45)
Very low (6)
Low (14)
Average(9)
High (10)
Very high (16)

Presentation and demonstration of products & services
Rate the current level of presentations / demonstrations /
workshops / temporary use and testing of new
services/products by the request of clients compared to other
collaboration opportunities with the Security Sector.
None (16)
Very low (4)
Low (10)
Average(18)
High (25)
Very high (27)

REGULATORY MODEL
General comments
Most of SME technology providers do not collaborate or present a low collaboration
with Security Sector organisations in terms of procurement processes. Including the
participation of SMEs in the framing of the procurement processes would help produce
greater alignment between supply and demand.

Participation in procurement processes
Rate the current level of participation of procurement
processes compared to other collaboration opportunities with
the Security Sector.
None (44)
Very low (14)
Low (10)
Average(12)
High (7)
Very high (13)

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: V2

| DATE: 20.12.2012 | DISS. LEVEL: PUBLIC |

PAGE. 23

Contract No. FP7. 285287
Deliverable: D3.3

INCENTIVE MODEL
General comments
In all cooperative platforms, incentives to collaborate are one of the main issues.
Nowadays, SME technology providers and Security Sector end-users mostly
collaborate through service contracts.

Types of collaboration
Which main types of collaboration do you have with Security
Sector organisations?
1.

Supply contract (50)

2.

Service contract (61)

3.

Public Private Partnership (18)

4.

European Framework Programme projects (24)

5.

Regional or National Structural Fund projects (18)

CORDINATION MODEL
General comments
For proper operation of the partnerships established through the platform, it is
necessary to define the project management processes and information flows. It seems
that Security Sector organisations are sufficiently able to identify their own needs for
innovative solutions, so focus can be in other processes.

Capacity of organisations
In your experience, the ability of security organisations to
identify their own needs for innovative solutions (Poor - barrier
-, Sufficient - enabler -, or Not important - has no negative
effect -) is:
Poor (41)
Sufficient (51)
Not important (8)
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INSEC ECOSYSTEM
General comments
SMEs affirm they are collaborating with Security Sector organisations working on
different types of activities: mainly information security, security of infrastructures and
utilities and security systems integration. Experts or investigation centres in these
areas would be of special interest, it is recommendable to attract this type of agents to
the platform as collaborators.

Types of partners
In which areas are working your main security partners /
clients?
1.

Security of infrastructures and utilities (cyber
security included) (40)

2.

Information security (45)

3.

CBRNE (decontamination included) (5)

4.

Intelligent surveillance and border security (31)

5.

Restoring security and safety in case of crisis
(23)

6.

Security systems integration (35)

7.

Risk and vulnerability assessment (24)

8.

Interconnectivity and interoperability (12)

9.

Protection (26)

10. First responders (police, fire brigades, ambulance) (22)
11. Security research coordination and structuring (18)
12. Other (8)
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6.

Conclusion: design specifications

The preceding analysis results in a collection of design specifications that will be integrated, together with
the output coming from other Work Package #3 tasks, into D3.5 deliverable (Model Design Specifications).
These specifications, listed in the table below, are directed () towards the definition, in a future stage during
the project, of an Innovation Management Model (considering internal players, services, procedures, etc.)
and/or a Cooperation Strategy (considering external players, innovation environment, etc.) adapted to
security related organisations’ characteristics and needs.

#

IMM

Design Specification

CS

 Corporate culture
D.S.1.01

To spread out the use of an innovation policy



D.S.1.02

Mechanism to support employees to innovate or communicate new ideas and to
properly raise the awareness and assess the employees perception about
innovation should be more effective



 Corporate strategy
D.S.2.01

To extend the use of an innovation strategy, independently identifiable and
aligned with the overall organizational strategy



D.S.2.02

Training on best suitable methodologies for creating an innovation strategy for a
Security Sector end-user is needed



 Management model and organisation
D.S.3.01

It is necessary to constitute a specific area for managing and developing
innovation



D.S.3.02

To determine systems for allocating innovation responsibilities according to
employee skills profiles



D.S.3.03

To define methods to identify gaps in innovation competences and programmes to
encourage innovation



 Technology and tools
D.S.4.01

In terms of infrastructure, specific spaces for supporting innovation should be
fostered



D.S.4.02

Communication with technology providers and implementation of new
technologies are highly determined by Public Procurement and Quality Control
procedures





 Knowledge, processes, financing and services
D.S.5.01

To develop a formal knowledge management models





D.S.5.02

Processes to systematize the whole innovation cycle are needed
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D.S.5.03

Administrative barriers are a big obstacle to finance the innovation





 Collaboration and networking
D.S.6.01

The scope of partnerships is limited due to the special characteristics of Security
Sector, it is usually restricted to Public Procurement specifications and data
protection





D.S.6.02

The vision of innovation often comes down to "the acquisition of technology",
therefore; cooperation has scope to expand their lines of work (technology
scouting, participation in the definition of procurements, etc.)





 Market place
D.S.7.01

INSEC project could be a window of opportunity to foster clustering so the offer,
which now is seen itself as only sufficient to provide innovative solutions, can be
consolidated and sophisticated



 Relational model
D.S.8.01

To foster collaboration in Technology Watch activities









 Regulatory model
D.S.9.01

Including the participation of SMEs in the framing of the procurement processes

 Incentive model
D.S.10.01

Nowadays, SME technology providers and Security Sector end-users mostly
collaborate through service contracts



 Coordination model
D.S.11.01

It is necessary to define project management processes and information flows
between technology providers and Security Sector end-users









 INSEC ecosystem

D.S.12.01

Information security; security of infrastructures and utilities; and security systems
integration are the most identified activities as areas of special interest, it is
recommendable to attract agents with influence in them as collaborators

 Innovation Management Model
Cooperation Strategy
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7.

Publishable information

All information contained in this document, being a public deliverable, may be published on the INSEC
Project`s website or on other dissemination tools in the context of the project,
Excluding that included in the Annexes section as this is internal auxiliary content.
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8.

Annexes

8.1 Script used for internal end-users interviews
Next table contains the script of the interviews submitted to internal end-users («Security organisation partners» in INSEC Project).
Script for the interview
area
areas of analysis
representing the
activity of
organisations as
defined in T.3.2

features

validation

comments

various elements characterizing
each of those areas of analysis;
they represent characteristics of
innovative organisations

list of items to be checked for validating whether those innovative
features characterize the organisation or not; these items are closed
questions (Y/N) requesting evidence (tools, documents, etc.) for
demonstration and should not overlap with those asked in the Internal
End-User Questionnaire (T.3.2); in the right column hints have been
included for helping the interviewer go deeper in the assessment in
search of evidences

Additional information
arisen during the
interview

innovation
policy
CORPORATE
CULTURE: to
check motivation
and predisposition
of people within the
organisation
towards innovation

innovation
culture

formulation of an
check that the
innovation policy
innovation
1.1.1 (together with other
policy has
general policies of the
been
organisation)
formulated as
mechanisms for
part of the
communicating that
organisation’s 1.1.2
innovation policy to
policies and
employees
that it has
mechanisms for
been
receiving feedback
communicated 1.1.3
from employees
to employees
regarding that policy
mechanisms to help
check the
employees innovate
level of
1.2.1
and communicate their
awareness in
innovative ideas
the
organization
raising-awareness
about
actions and
innovation and 1.2.2 communication
the perception
campaigns encouraging
of its
innovation

N (innovation general policy)

N

(means, channels, target groups,
etc.)

N (means, channels)

N

(tools, procedures, channels, ideas
mailbox, repository)

N

(actions, objectives, channels,
target groups, etc.)
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importance

CORPORATE
STRATEGY: to
check that
innovation is
considered within
the organisation's
strategy

MANAGEMENT
MODEL: to check
that innovation
management is

mechanisms for
assessing perception
1.2.3 and willingness towards
innovation among
employees
mechanisms for
communicating
1.2.4 innovative initiatives
and their benefits to
employees

the organisation’s
mission and vision
check if
2.1.1
reflect its commitment
innovation is
to innovation
contemplated
formulation of
within the
the organisation's values
the innovation
mission,
(formal and informal)
2.1.2
support the promotion
strategy
vision, values
and objectives
of innovation
of the
specific mechanisms to
organisation 2.1.3 support strategic
decision-making
an innovation plan
defining objectives
2.2.1
consistent with the
outlined strategy
check that the
planned innovative
innovation
strategy has
actions indicating
2.2.2
deployment of been deployed
resource allocation,
the innovation
in the
timeframe, etc.
strategy
organisation
mechanisms for
by planning a
monitoring and
series of
controlling the
actions
2.2.3 innovation plan and for
assessing the
accomplishment of
objectives
internal
system for
monitoring and
controlling

an actual management
check that the
procedure for
model defined
3.1.1
for managing
controlling and
innovation do
monitoring of innovation

N (means, actions, results)

N (means, examples, results)

N (mission, vision)

N (values)

N (methods, tools)
(innovation plan or similar doc.,
N objectives in innovation, rationale,
etc.)

N (detailed actions, documentation)

N (methods: quanti/quali)

N

(procedure, tools, roles, support
documentation, KPIs, etc.)
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aligned with the
organization overall
management,
taking advantage of
existing synergies

ORGANISATION:
to check that
organisational
structure and
people
management are
suitable for the
development and
promotion of
innovation

innovation

provide a
a system for periodically
reporting about
coherent view
of all elements 3.1.2 innovation activity to the
involved in the
Board (and to other
innovation
stakeholders)
process, while
integration of the
ensuring
innovation management
integration
model with other
with the global 3.1.3 procedures and
management
management
model in the
mechanisms in the
organisation
organisation
mechanisms for
measuring and analysing
the results of innovation
3.1.4
and their alignment with
the organisations
strategic objectives
mechanisms for
measuring and reducing
innovation costs,
improving innovation
3.1.5
financing methods/tools
and following financial
piloting of innovating
projects

specific innovationcheck that the
organisation’s 4.1.1 focused training
sessions
training plan
training for
includes
a training plan in
innovation
specific
innovation (identified
actions aimed 4.1.2 target audience, defined
at promoting
objectives, training
innovation
actions, etc.)
someone globally
responsible for
check that the
4.2.1
organisational
managing innovation
organisation’s
structure
within the organisation
structure
supporting
fosters
roles for managing and
innovation
innovation
4.2.2 developing innovation
identified and formalized

N

(system, procedure, report, KPIs,
stakeholders, etc.)

N

(contact-points, correlations,
dependencies, etc.)

N

(methods, KPIs, profitability,
knowledge improvement, etc.)

(procedures and methods to
improve expenditure and to optimize
investment in innovation projects;
cost-effective management
N
procedures; resources allocation;
methods for analysis of ROI, etc.,
KPIs, etc.)

N

(scope, target group,
documentation, teaching methods)

N (plan)

N (position, name, functions, etc.)

N

(individuals must be pointed out:
functions, etc.)
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innovation
skills

motivation

KNOWLEDGE:
to check in what
way knowledge is

internal and
external
knowledge

check that the
organization is
able to identify
skills for
innovation and
use and
manage them
purposely

check that the
organisation
defines
actions,
mechanisms
or incentives
aimed at
stimulating
creative or
innovative
initiatives
among
employees

an specific area for
4.2.3 managing and
developing innovation
mechanisms for
identifying actual skills
in employees linked to
4.3.1
the management,
development or
promotion of innovation
innovation
responsibilities are
4.3.2 distributed according to
the employees' skills
profile
identification of the gap
between skills available
in the organisation and
4.3.3 needed competencies in
innovation in order to
adjust training
programmes
actions or programmes
to motivate, encourage
4.4.1 and also acknowledge
innovation, creative
thinking, teamwork, etc.
appropriate
mechanisms to assess
the level of employee
4.4.2
involvement in those
programmes for
promoting innovation
actions to encourage
cooperation of external
agents or citizens (for
4.4.3
the development of new
services or getting
feedback about existing)

check that the
actions to identify
organisation 5.1.1 implicit knowledge in
employees and
defines

N

N

(objectives, functions, activities,
resources, needs, etc.)
(employees profiles, competencesskills matrix, employees interests
mapping, etc.)

N (evidence)

N

(record of needed competences,
gaps identified, etc.)

N

(rewards and incentives, target
groups, specific actions, etc.)

N

(mechanisms, surveys,
spontaneous employees feedback)

N

(actions, incentives, communication
campaigns, etc.)

(methods for identifying measuring
N and reporting that unnoticed
intellectual capital (how-how,
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at service of
innovation within
the organisation
and, conversely,
how innovation
contributes to
generate new
knowledge

knowledge
management

mechanisms
mechanisms to “extract”
knowledge or skills) in the
to identify and
and formalize it, making
organisation; mapping of that
transform tacit
it explicit and applicable
knowledge; identification of
knowledge
in innovative initiatives
knowledge needs; application of
(not
that knowledge to innovative
formalized yet)
actions; etc.)
available
mechanisms for
within the
identifying external
organization
knowledge sources
(methods, tools, department,
as well as
5.1.2 and for incorporating it
N repository, o surveys (internal +
knowledge
into the organisation for
External), etc.)
from external
the use in innovation
sources
projects
mapping of knowledge
and competences
needed in the
(knowledge matrix, training strategy,
5.1.3 organisation for
N
actions)
rendering services and
for performing internal
processes
training plan defined to
meet
(training plan)
5.1.4
N
knowledge/competences
(training platform)
needs
(model containing the procedures
and tools for capturing, sharing,
improving and applying knowledge;
technological PLATFORM
check that in
supporting these procedures; roles
the
knowledge
and position covering such activity;
organisation
management model
identification of new sources of
exists a formal
that includes procedures
knowledge; active trend watching;
model for the
5.2.1 for: identification,
N procedures and tool in the
systematic
collection, sharing,
organisation to share and refine
management
improvement and
EXISTING knowledge
of knowledge
application of knowledge
(documentation, past projects, etc.);
to enhance
documental management systems;
innovation
cross-project learning techniques;
knowledge mapping; expert
directories; best practice transfer;
collaborative technologies;
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knowledge repositories; Inter-project
knowledge transfer; knowledge
brokers within the organisation; etc.)
application of such
5.2.2 model in innovation
projects/initiatives
technological
platform for storing,
5.2.3
sharing and managing
knowledge

6.1.1

PROCESSES: to
check that activities
and processes
have been
established for the
development and
promotion of
innovation

processes for
systematizing
innovation

6.1.2
check that the
organization
has designed
and
implemented
one or more
processes to
systematize 6.1.3
innovation

6.1.4

6.1.5

formal procedures for
internally managing
and monitoring on-going
innovative
initiatives/projects (all
must be identified and
one, at least, "audited")
structured procedures
for systemizing
innovation, indicating all
involved elements
(stages, roles,
departments, etc.) [they
should be explained with
real examples]
processes for assessing
the result of innovative
initiatives/projects as a
way to infer
improvements actions to
be applied in future
projects
those processes are
implanted, known and
widely used by
employees
legal, regulatory and
ethical issues are
globally addressed
(regulatory/legal
aspects; privacy by

N

(check application, audit-like)

N

(technology, functionality,
usability, etc.)

N

(committees, software tools, work
plan, documentation, etc.)

(detailed procedure: ideas
generation, brainstorming, creativity
workshops, screening and selection
of ideas, validation of ideas,
N
financing, prototyping,
communication, etc.)

(feedback mechanisms, learned
lessons, best practices,
improvement points identification)
N

N

(penetration, #projects using them,
%trained people, etc.)

(procedures to guarantee
observance and implications in
N cooperation; policy
requirements/drivers/limitations)
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design; data protection;
ethical Issues)

innovation in
processes

infrastructure
for innovation
TECHNOLOGY
AND TOOLS: to
check that
infrastructure and
tools have been
deployed for
supporting
innovation

technology
and tools

check that the
structured mechanisms
organization
to allow employees
has
6.3.1 proactively improve
implemented
existing processes
mechanisms
(incremental innovation)
for detecting
implementation of a
and deploying
system for continual
improvements 6.3.2
improvement within the
in existing
organisation
processes

check that
basic
infrastructure
in the
organisation
has been
designed for
supporting
innovation

specific relevant
resources to be used in
7.1.1
activities related to
innovation
information systems for
supporting the internal
7.1.2 innovation process,
innovative
initiatives/projects
information systems for
supporting external
interaction with 3th
7.1.3
parties in the innovation
process (identification,
collaboration, etc.)

(means for identifying improvements
points, for reporting flaws,
N organisation bottlenecks, time for
self-improving one’s activity, tools,
incentives, rewards, etc.)

N

(documentation and evidence of
application)

(premises for innovation,
specialized equipment,
N
management, outsourced services
etc.)

N

(tools, functionality, support,
technology, etc.)

N

(tools, functionality, support,
technology, etc.)

(methods for validation, technology
gap analyses, procurement
check that
mechanisms for
strategies, technology watch,
technology is
identifying and validating
networks, criteria for selecting tool,
N
managed as a 7.2.1
new technologies and
technology road-mapping, training,
fundamental
trends
benchmarking, trends identification,
asset within
technology audits, demonstrations,
the
prototyping, etc.)
organisation
(methods, networks, forums,
making of it a
mechanisms for actively
workshops, congresses,
vital enabler
7.2.2 managing and identifying N benchmarking, professional
for innovation
technology providers
associations, support tools,
suppliers’ repository, etc.)
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(interfaces, technological
requirements, form for giving
structured mechanisms
feedback, joint R&D initiatives,
defined for
communication tools, social
communicating
networking, tenders, published
technological
documents/materials, meetings7.2.3 requirements or needs to N presentations, etc.) (Surveys;
providers or for giving
Tenders; Meetings/presentations;
them feedback on their
Published Documents/Materials;
technologies for
Networking; Platforms;
improvement
Communication Tools; Social
networking tools; Regional/National
approach)

COLLABORATION
AND
NETWORKING: to
check that an open
innovation model
has been
established helping
the organisation
effectively engage
with external
agents in the
innovation
ecosystem

relationship
model

(methods, tools, databases,
repository, mapping of external
agents, geographical barriers,
active search and
events, conferences, experts’
identification of
networks, RDI centres,
partnerships for
8.1.1
N technological parks, industrial
supporting the
platforms, research departments,
check that the
organisation’s strategy in
networks e.g. EEN; FP projects;
organisation
innovation
other EU projects, etc.): Towards
has defined
regional, European, international
mechanisms
market-places
to detect
mechanisms to identify
cooperation
(legislation, clients, end-users,
the needs of the
needs and to
societal aspects of security, privacy
organisation's
establish
by design, workshops,
stakeholders and target
partnerships
communication, social networking,
8.1.2
N
and
groups demanding it
etc.)
collaborations
services (being this
to boost the
information a key input in
results of the
the innovation process)
innovation
specific procedures in
(procedures, advantages and
process
place for cooperating
disadvantages, categorization of
with SME technology
SMEs, database with techs and
providers (procurement
providers, information from SMEs,
8.1.3
N
constraints, security by
etc.)
design, confidentiality,
IPR, data protection,
interoperability, etc.)
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(intellectual/industrial property
policies for protecting
N rights; IPR department; ownership,
the results of innovation
external services; etc.)
strategies defined for
engaging in
conversation with
(society's concerns, opinions, etc.;
society as a way to
8.1.5
N social media & web2.0 strategies,
incorporate an "human
social networking, etc. )
dimension" to security
services provided by the
organisation
methods for
(quantitative methods, specialized
check that the
economically
department, business plan before
organization
8.3.1 forecasting and
N "innovating", etc.)
has defined
assessing the result of
mechanism for
innovations
accessing
(sources identification, public
public or
funding, private funding, venture
private
methods for accessing
capital, public-private partnership,
sources for
8.3.2 to RDI funds in a
N
RDI funded projects, FP7
funding
systematized way
experience, obstacles, specialized
innovation
department, etc.)
8.1.4

innovation
financing

Qualitative conclusions based in the analysis of the "horizontal themes" explored during the interview

Innovation gaps identification WP3
o problems in the interval innovation
management process (gaps with the
checkpoints in the script)
o problems in cooperating with 3th
parties: SMEs, other stakeholders, Society
o identification of needs and
communicating them to providers

Technology boost/requirements
WP4
o problems responding to early
demand & new threats
o problems identifying technologies
o problems validation & exploitation
o tools for technology audit, watch,
forecasting and road mapping used
and needed
o needs for rationalisation of gaps

Best practices identification
WP5
o best practices in all areas

Training needs identification WP6
o training needs in innovation
management
o training needs to increase
participation in FP projects
o training needs to attract other
funding programmes supporting
innovation
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8.2 Script used for external end-users interviews
Next table contains the script of the interviews submitted to Security Industry organisations which are external to
the INSEC consortium:

Section 1: Corporate Culture
To check motivation and predisposition of people within the organisation towards innovation
Innovation Policy
Check that the innovation policy has been formulated as part of the organisation’s policies and that it has been
communicated to employees
1.1.1

1.1.2

Has your organisation
produced
an
innovation
policy
(together with other
general policies of the
organisation)?

Y/N? [ ]

If applicable, has your
organisation produced
mechanisms
for
communicating
the
innovation policy to
employees?

Is this applicable to your organisation Y/N? [ ]

If “Yes”, please briefly describe the contents of these policies and if possible
provide the actual policy document(s).

If, “Yes” What means are used to convey this information e.g. internal
meetings, Email, Intranet, managers?

Please give details of dependencies and correlations among different
departments/groups
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Innovation Culture
Check the level of awareness in the organisation about innovation and the perception of its importance
1.2.1

What
mechanisms
exist
to
help
employees
innovate
and
communicate
their innovative ideas?

Do such mechanisms exist in your organisation? Y/N? [ ]
If “Yes”, please answer the below questions:

Are there web tools for this purpose?
Y/N? [ ] If “Yes”, please give details

Does a dedicated mailbox/repository exist for new ideas?
Y/N? [ ]

Are there procedures for reporting flaws in the operation of technological or
organisational processes? Y/N? [ ]
If “Yes”, please give details

Are there specific procedures in place for employees to convey their
innovative ideas e.g. suggestion boxes, focus groups, brainstorming, creativity
workshops, screening and selection of ideas, validation of ideas?
Y/N? [ ] If “Yes”, please give details

Are newsletters, emails, notifications sent out to staff regarding relevant
emerging and latest technologies? If so do these notifications target specific
groups or departments within your organisation? Y/N? [ ]
If so, please give details

Please elaborate on any other areas which you deem as relevant.
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Section 2: Corporate Strategy
To check that innovation is considered within the organisation's strategy
Formulation of the innovation strategy
Check if innovation is contemplated within the mission, vision, values and objectives of the organisation
2.1.1

Does
the
organisation’s
mission and vision
reflect
its
commitment
to
innovation?

Is there an organisation mission statement?
Y/N? [ ] If “Yes”, please give details.

Does this mission statement reflect the organisation’s commitment to
innovation? Y/N? [ ]
If “Yes”, please elaborate

Does the organisation have a separate vision statement for becoming more
innovative?
Y/N? [ ] If “Yes”, please give details.

Deployment of the innovation strategy
Check that the innovation strategy has been deployed in the organisation by planning a series of actions
2.2.1

Does
your
organisation have
an innovation plan
defining objectives
consistent with the
outlined innovation
strategy?

Is there an innovation plan or similar document containing procedures to assist
the implementation of the innovation strategy?
Y/N? [ ]
If “Yes”, how is this plan structured (actions, objectives, targets/indicators,
indicative resource allocation, timeframe, budget, etc.)?

Are there decision support tools supporting the innovation plan (e.g. auditing,
strategy or performance review, strategy planning, etc.)?
Y/N? [ ]
If “Yes”, please give details

How often is the plan reviewed?
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Section 3: Management Model
To check that innovation management is aligned with the organisation's overall management, taking advantage
of existing synergies
Internal system for monitoring and controlling innovation
Check that the model defined for managing innovation do provide a coherent view of all elements involved in
the innovation process, while ensuring integration with the global management model in the organisation
3.1.1

Is
there
management
procedure
controlling
monitoring
innovation?

a
for
and

Y/N? [ ] If “Yes”, please answer the questions below.

What is the procedure and who is in charge of implementing the procedure e.g.
Innovation manager, R&D manager?

Do methods exist to analyse the results and impact of innovation. For example,
assessment measurement indicators or/and Key Performance Indicators (KPIs)
stated in the business plan for the innovation activity.
Y/N? [ ]

If “Yes”, please give details below regarding quantitative and qualitative
methods.

What tools (e.g. software tools), if any, are used to assist implementation of
these procedures and methods e.g. Web software tools, excel sheets?

What support documentation is produced, if any?

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: V2

| DATE: 20.12.2012 | DISS. LEVEL: PUBLIC |

PAGE. 41

Contract No. FP7. 285287
Deliverable: D3.3

3.1.2

What mechanisms
are in place for:
 Measuring and
reducing the
costs of
innovation?
 Financial
monitoring of
innovating
projects?
 Improving
innovation
financing
methods/tools?

Does your organisation allocate an overall global budget for innovation activities?
Y/N? [ ] If “Yes”, please give details.

Is there a business plan and corresponding budget for each main innovation
activity implemented within your organisation?
Y/N? [ ] If “Yes”, please give details.

If “Yes”, How often is this budget reviewed? e.g. Quarterly, annually?

How does your organisation monitor the financial expenditures during the
implementation of innovation projects?
E.g. periodic updating of “budget vs. actual” spread sheet; written reports,
financial software, customised Excel spread sheets

What procedures and methods are used to optimise expenditure and investment
in innovation projects For example:
 Cost-effective management procedures;
 Resources allocation;
 Methods for economic analysis of Return on Investment (ROI) (cost/benefit
ratio, net present value (NPV), internal rate of return (IRR);
 Key Performance Indicators (KPIs);
 Etc.
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Section 4: Organisation
To check that organisational structure and people management are suitable for the development and promotion
of innovation
Training for innovation
Check that the organisation’s training plan includes specific actions aimed at promoting innovation
4.1.1

Does your organisation
organise
specific
innovation-focused
training sessions?

Y/N? [ ] If “Yes”, please answer the questions below:

What is the scope of this (innovation-focused) training?
If relevant, please supply details of the training plan for innovation or the plan
itself (identified target audience, defined objectives, training actions, budget,
etc.)

Who are the target groups?

What documentation is supplied? E.g. Slide hand-outs, online references,
course materials

What teaching methods are used? E.g. classical classroom training, elearning.

Who are the lecturers?

Organisational structure supporting innovation
Check that the organisation’s structure fosters innovation
4.2.1

Is there a specific part
of the organisation set
up for managing and
developing innovation

Y/N? [ ]
If “Yes”, please give details of: objectives, functions, activities, resources,
needs, etc.
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Innovation skills
Check that the organisation is able to identify skills for innovation and use and manage them purposely
4.3.1

Are there methods for
identifying
employee
skills and linking these
skills
to
the
management,
development
or
promotion
of
innovation?

Y/N? [ ]

4.3.2

Are
innovation
responsibilities
distributed according to
employee skill profiles?

Y/N? [ ] If “Yes”, please give details.

4.3.3

Does your organisation
use
methods/mechanisms
to identify (potential)
gaps between skills
available and needed
competencies
in
innovation in order to
adjust
training
programmes?

Y/N? [ ]

If “Yes”, how do you identify the required skills e.g. employee profiles,
competences-skills matrix, employees’ interests?

If “Yes”, how are employee skill-gaps in innovation competencies identified?
(Self-reports, questionnaires, observation, individual interviews, job
description check, input from technical experts, meetings with technical
experts, etc.)
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Motivation
Check that the organisation defines actions, mechanisms or incentives aimed at stimulating creative or
innovative initiatives among employees
4.4.1

Does your organisation
have
actions
or
programmes
to
motivate,
encourage
and also acknowledge
innovation,
creative
thinking,
teamwork,
etc.?

Y/N? [ ] If “Yes”, please answer the questions below:

Are there reward or/and incentive schemes for employees? Y/N? [ ]
If “Yes”, please give details

Do these schemes target specific
organisation? If so, please give details.

groups/departments

within

your

If applicable, what other methods or actions are used to encourage and
incentivise employees to be innovative?

4.4.2

Do you assess the
level
of
employee
involvement in those
programmes
for
promoting innovation?

Y/N? [ ] If “Yes”, please give details, for example: surveys, employees
feedback, report from employee’s manager, rewards and incentive that have
been won

4.4.3

Does your organisation
have
actions
to
encourage cooperation
of external agents or
citizens
(for
the
development of new
services
or
for
obtaining
feedback
about
existing
services)?

Y/N? [
] If “Yes”, what actions, if any, are implemented? Please give
details e.g. communication campaigns, open days, focus groups etc.
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Section 5: Knowledge
To check in what way knowledge and innovation are related within the organisation and, how innovation
contributes to generating new knowledge
Internal and external knowledge
Check that the organisation defines mechanisms to identify and transform tacit knowledge (not formalised yet)
available within the organisation as well as knowledge from external sources
5.1.2

Does your organisation
have
mechanisms
for
identifying
external
knowledge sources and for
incorporating this into the
organisation for use in
innovation projects?

Y/N? [ ] If “Yes”, how does your organisation identify new external
knowledge sources e.g. conferences, trade journals/magazines, surveys
(internal + external), subscription services, databases)?

Knowledge management
Check that in the organisation exists a formal model for the systematic management of knowledge to enhance
innovation
5.2.1

Does your organisation
have
a
knowledge
management model that
includes procedures for:
identification,
collection,
sharing, improvement and
application of knowledge?

Y/N? [ ]
If “Yes”, please give details of procedures and tools within the model.

Please give details of the technological platform used for storing, sharing
and managing knowledge
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Section 6: Processes
To check that activities and processes have been established for the development and promotion of innovation
Processes for systematizing innovation
Check that the organisation has designed and implemented one or more processes to systematise innovation
6.1.1

Are legal, regulatory
and ethical issues
globally addressed?

Y/N? [ ] If “Yes”, what procedures are in place to guarantee observance of
legal, regulatory and ethical issues? (This can include: privacy by design; data
protection)

Section 7: Technology and Tools
To check that infrastructure and tolls have been deployed for supporting innovation
Infrastructure for innovation
Check that basic infrastructure in the organisation has been designed for supporting innovation
7.1.1

What
specific
relevant resources
are used in activities
related
to
innovation?

Does your organisation have special premises/space for innovation activities?
Y/N? [ ]
If “Yes”, please give details

Does your organisation have specialised equipment for R&D and other
innovative activities? Y/N? [ ]
If “Yes”, please give details

Does your organisation have information systems used to support the internal
innovation process e.g. web-based tools? Y/N? [ ]
If “Yes”, please give details
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7.1.2

Please
supply
details
of
information systems
for
supporting
external interaction
with 3rd parties in
the
innovation
process
(identification,
collaboration, etc.)

What technology/tools are used e.g. web-based?

What functionality does the platform have?

Are there special features incorporated to improve and enhance usability and
encourage usage of the platform? Y/N? [ ]
If “Yes”, please give details

Please give other details that you deem are relevant

Technology and tools
Check that technology is managed as a fundamental asset within the organisation making it a vital enabler for
innovation
7.2.1

Are
mechanisms
place
in
organisation
identifying
validating
technologies
trends?

there
in
your
for
and
new
and

Y/N? [ ]
If “Yes”, what mechanisms are in place in your organisation for identifying and
validating new technologies and trends?

For example:
 Technology watch (networks, web sites, databases, trends identification)
 Criteria for selecting new technological/organisational tools (e.g. technology
road-mapping, benchmarking, technology audits)
 Training
 Demonstrations, prototyping
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7.2.2

7.2.3

Does
your
organisation have
mechanisms
for
actively managing
and
identifying
technology
providers?

Y/N? [ ]

Are
structured
mechanisms
defined for:
 communicating
technological
requirements or
needs to
providers or
 giving them
feedback on their
technologies for
improvement?

Y/N? [ ]

If “Yes”, please refer also to the answer given in question 7.1.1 and
elaborate here on mechanisms used to identify technology providers e.g.
Networks, forums, workshops, congresses, benchmarking, professional
associations, support tools, suppliers’ repository, etc.)

If “Yes”, please give details, for example regarding:
 Interfaces
 Technological requirements, forms for giving feedback
 Joint R&D initiatives, communication tools
 Networking, Social networking tools
 Tenders
 Published documents/materials, meetings, presentations
 Surveys
 Platforms
 Communication Tools
 Regional/National approach
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7.2.4
(a)

Does
your
organisation
use
tools
and
procedures for the
implementation of
new technologies?

Y/N? [ ]
If “Yes”, What tools and procedures does your organisation use for the
implementation of new technologies?

If “Yes”, do you test new technologies in a laboratory environment first before
releasing them into a live environment?

How is the initial implementation of the new technology evaluated and
benchmarked? How do you know if it is working and having the impact that is
expected?

7.2.4
(b)

Does your organisation use any Quality control procedures Y/N? [ ]
If “Yes”, please give details e.g. Quality Control Manager, ISO?

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: V2

| DATE: 20.12.2012 | DISS. LEVEL: PUBLIC |

PAGE. 50

Contract No. FP7. 285287
Deliverable: D3.3

Section 8: Collaboration and Networking
To check that an open innovation model has been established helping the organisation effectively engage with
external agents in the innovation ecosystem
Relationship model
Check that the organisation has defined mechanisms to detect cooperation needs and to establish partnerships
and collaborations to boost the results of the innovation process
8.1.1

Does your organisation
search
and
identify
partnerships
for
supporting
the
organisation’s strategy in
innovation?

Y/N? [ ]
If “Yes”, how does your organisation search and identify partnerships for
supporting the organisation’s strategy in Innovation?
For example: databases, events, conferences, experts’ networks, RDI
centres, technological parks, industrial platforms, research departments,
network e.g. EEN; FP projects; other EU projects, etc.

Does your organisation form partnerships with
organisations for the purpose of joint R&D projects?

8.1.2

8.1.3

Does your organisation
identify the needs of the
organisation's
stakeholders and target
groups demanding its
services (as a key input
in
the
innovation
process)?

Y/N? [ ]

Does your organisation
have
specific
procedures/restrictions
in place for cooperating
with SME technology
providers?

Y/N? [ ]

end-user

security

If “Yes”, How does your organisation identify the needs of the
organisation's stakeholders and target groups demanding it services?

For example: legislation, speaking to clients and end-users, societal
aspects of security, privacy by design, seminars, conferences,
communication, social networking, etc.

If “Yes”, please give details, for example: SME provider databases,
procurement constraints, security by design, confidentiality, IPR, data
protection, interoperability, etc.
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8.1.4

Are there policies in
place for protecting the
results of innovation e.g.
IPR?

Y/N? [ ]
If “Yes”, please give details
For example, intellectual/industrial property rights protection; IPR
department; ownership; external services (patent lawyers/advisors);
confidentiality agreements etc.

Innovation Financing
Check that the organisation has defined mechanism for accessing public or private sources for funding
innovation
8.2.1

Does your organisation
have
methods
for
economically forecasting
and assessing the result
of innovations?

Y/N? [ ]
If “Yes”, please give details
(Quantitative methods, specialised department, business plan before
"innovating", etc.)

Please refer to answers given in questions 3.1.4 and 3.1.5 and elaborate
further here

8.2.2

Does your organisation
have
methods
for
accessing
Research,
Development
and
Innovation (RDI) funds in
a systematised way?

Y/N? [ ]
If “Yes”, what sources of funds does your organisation use for innovative
activities?
For example: identification of new funding sources, public funding, private
funding, venture capital, public-private partnership, RDI funded projects,
FP7 experience

What obstacles does your organisation encounter regarding raising funds
for innovative activities?

Does your organisation have a specialised department focused on fundraising activities for R&D and other innovation activities?
Y/N? [ ]
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8.3 Questionnaire for SME technology providers
Here is the questionnaire submitted to technology providers:

COMMUNICATION ON THE PRODUCTS AND SERVICES
Field of competencies of your organisation
Natural Sciences
Biology
Medical sciences
Physics
Radiology
Chemistry

Engineering
Energy-generation / storage / distribution
Urban planning
Architecture
Construction industry
Logistics
Transport systems
Aerospace technologies
Railway technologies
Space & satellite technologies

Forensic sciences
Forensic technologies
Biometry
Digital forensics

Horizontal activities
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Navigation, guidance, control and tracking
Foresight systems
Scenario development and decision support
Policy development
Simulators, trainers and artificial environments
Testing and validation
Rescue and relief services
Law enforcement

Technologies & Materials
Biotechnology
Nanotechnology
Material science, protective textiles
Detection technologies
Sensor equipment and technologies
Electronics
Microelectronics

Information & Communication technologies
ICT applications
Communication equipment and technologies
Electronic authentication
Intelligence systems
Cyber security
Artificial intelligence / robotics
Network technologies
Smart systems
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Software, data processing
Radio frequency (RFID)

Socio-economic sciences and the humanities
Human sciences
Social sciences
Political sciences
Ethic research
Legal sciences

Other

Interest in security research, technology development and innovation areas
If applicable, please list the innovative products/services in the selected fields, that your company has promoted to
the market during the last 3 years or are to be launched in the near future
Detection
Detection capabilities for dangerous and illicit substance
Detection capabilities of hidden/concealed persons
Detection (and testing) capabilities for ill or contaminated persons
Detection (and testing) capabilities for contaminated environments
Design, engineering and integration of detection systems
Sensor technologies and systems
Forensic equipment and systems
Product 1
Product 2
Product 3
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Identification, accreditation and authentication (IAA) – PERSONS (other than for purpose of tracking and
tracing)
Identification, accreditation and authentication of persons
Design, engineering and integration of IAA systems
Biometric technologies
Prevention of "identity theft"
Mobile Identity devices
Product 1
Product 2
Product 3

Identification, localisation, tracking and tracing, navigation and positioning
Identification, tracking and tracing of vehicles, goods and persons
Navigation and direction finding
Design, engineering and integration of tracking, tracing and navigation systems
Tracking, tracing and logistics systems for emergency relief aid
Increased resilience of supply chains against counterfeit goods
Vessel tracking systems
Supply chain and logistic systems
Product 1
Product 2
Product 3

Observation, surveillance, monitoring environments and activities
Land area surveillance
Maritime area surveillance
Air surveillance
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Space surveillance; Environment monitoring systems
Integrated surveillance and monitoring systems
Design, engineering and integration of observation, surveillance and monitoring systems
Smart/intelligent surveillance
Vehicles/platforms for surveillance
Product 1
Product 2
Product 3

Communication systems
Wired communications
Wireless/mobile communications
Satellite communications
Communication network management and control
Integrated communication systems
Encryption of secure systems
Telecommunication technology solutions
Rapidly deployable communications infrastructures
Mobile communications for emergency services
Communications load balancing mechanisms
Product 1
Product 2
Product 3

Intelligence, information management, decision support
Intelligent systems – information collection, integration and analyses
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Information exchange / interoperable databases
Planning and decision support systems
Command and control information systems
Information and network security systems
Information system forensics
Data and information management control
Integrated information systems
Design, engineering and integration of information and decision support systems
Encryption and secure information exchange
Data/Information analyses
Translation technologies
Secure interface and middleware
Modelling and simulation tools for decision making
Product 1
Product 2
Product 3

Incidence response, intervention, restoration
Personal protection and equipment for emergency services etc.
Emergency medical care
Neutralisation / Containment
Decontamination
Forensic equipment and systems
Basic services restoration
Command and control systems for crisis/incident
Design, engineering and integration of intervention and restoration systems
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Integrated mobile security platforms and systems
Smart/Intelligent clothing equipment for emergency services
Biological and medical treatment and countermeasures
Robotic search and rescue devices
Automated/robotic decontamination equipment
Human survivability
Product 1
Product 2
Product 3

Impact reduction, resilience
Physical protection/hardening/impact reduction/anti blast
Risk assessment, vulnerability assessment
Planning, (re)design, (re)engineering to increase resilience
Contingency planning
Design, engineering and integration of protection/resilience systems
Structured materials
Light and strong materials, treatments
Shielding
Modelling tools/scenario development
Product 1
Product 2
Product 3

Sector specific, miscellaneous
Financial systems
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Chemicals, pharmaceuticals
Product 1
Product 2
Product 3

Social sciences and humanities
Social, behavioural a psychological analyses
Criminality and terrorism
Ethics and justice
Technology and security
Organisational aspects and HR management
Media and Communications
Security economics
Product 1
Product 2
Product 3

No interests

Other

Format of the product(s)/service(s) provision
Ready to use the products/services are offered in a completed format, they are ready to use and do not need or
will not be customised to specific client needs and requirements Customised the products/services are offered in a
customisable format. They can be and usually are customized according to specific client needs and requirements

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: V2

| DATE: 20.12.2012 | DISS. LEVEL: PUBLIC |

PAGE. 60

Contract No. FP7. 285287
Deliverable: D3.3
Ready to use
Customised
Both
None

COLLABORATION
ORGANISATIONS

AND

NEW

BUSINESS

OPPORTUNITIES

WITH SECURITY

Number of security organisations you have collaborated with during the last year
0

1-5

6 - 15

>15

What is the level on which the products/services have been delivered?
National, European
International (world)
No delivery yet

In which areas are working your main security partners/clients?
Security of infrastructures and utilities, incl. cyber security
Information security
CBRNE, including decontamination
Intelligent surveillance and border security
Restoring security and safety in case of crisis
Security systems integration
Risk and vulnerability assessment
Interconnectivity and interoperability
Protection
First responders (police, fire brigades, ambulance)
Security research coordination and structuring
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Other

Which main types of collaboration do you have with them?
Supply contract
Service contract
Public Private Partnership
European Framework Programme projects
Regional or National Structural Fund projects
Other

Barriers and enablers to collaboration with security organisations
(Please classify the following statements as Poor (barrier), Sufficient (enabler), or Not important (has no effect) to
effective collaboration with security organisations)

In general, the readiness of security organisations to establish new business contacts is:
Poor

Sufficient

Not important

In your experience, the ability of security organisations to identify their own needs for innovative solutions is:
Poor

Sufficient

Not important

The capability of your organisation to provide innovative solutions is:
Poor

Sufficient

Not important

The public procurement rules-processes and legal regulations for managing and implementing contracts /
cooperation projects in your country are:
Poor

Sufficient

Not important

The capability of your organisation to resolve IPR issues during the collaboration process is:
Poor

Sufficient

Not important

Availability of online networking and cooperation facilities (e.g. databases, collaborative platforms, online idea
exchange and partner search facilities, etc.) is:
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Poor

Sufficient

Not important

Availability of "offline" networking and cooperation facilities (thematic events, product demonstration
opportunities, innovation management collaboration etc.) is:
Poor

Sufficient

Not important

Sufficient

Not important

Other
Poor

COLLABORATION PROCEDURE OPTIMIZATION
Please select the channels that your organisation currently uses to identify collaboration opportunities with the
security sector and rate each selected channel compared to other selected channels on the scale of 1 (least
useful) and 5 (most useful).
Participation in procurement processes
1

2

3

4

5

Participation in thematic events (fairs, conferences, meetings, exhibitions, etc.)
1

2

3

4

5

Implementation of Technology Watch (monitoring emerging and new technologies) activities
1

2

3

4

5

Using online networking and collaboration platforms
1

2

3

4

5

Publishing service/product information (publications sent to clients, professional or thematic literature etc.)
1

2

3

4

5

Presentations / demonstrations / workshops / temporary use and testing of new services/products by
the request of clients
1

2

3

4

5
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Other
1

2

3

4

5

2

3

4

5

Other
1

VISIBILITY OF THE ORGANISATION
Your input: provide basic information. INSEC added value: Establish a database and network to help your
organisation create visibility among relevant actors

Organisation Name

Please give a brief general description of your organisation and products/services available or to be
provided for the security sector

How many employees does your organization have?
<250 employees

>250 employees

Country
EU and nearby countries
Albania
Africa
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Asia and Oceania
Middle East
North America
South America

Name and surname
Website
Position
Email
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8.4 Reference documentation
Reference documentation
Commission Recommendation of 6 May 2003 concerning the definition of micro, small and medium-sized
enterprises (2003/361/EC)
M. Alba. I-empresarios, Empresarios de la Innovación
Tony Davila, Marc J. Epstein, Robert Shelton, Making Innovation Work

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: V2

| DATE: 20.12.2012 | DISS. LEVEL: PUBLIC |

PAGE. 66

Contract No. FP7. 285287
Deliverable: D3.3

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: V2

| DATE: 20.12.2012 | DISS. LEVEL: PUBLIC |

PAGE. 67

