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1.

Executive Summary

What
This deliverable, corresponding to Task 4.1 in INSEC project, analyses best practices, existing methods of
Technology Audits, related results of previous FP7 projects and presents Technology Audit Methodology
adjusted to security organisations needs and INSEC Platform requirements.
The analyses of Technology Audit methods and Methodology proposal builds on:
the results of internal end-user innovation system analyses (end-user innovation management assessment,
defined Internal Innovation Model and Cooperation Strategy) performed under INSEC WP3
testing the tools and methods of Technology Audits by implementing Technology Audits among 4 INSEC
security organisation partners representing the 4 types of end-user segments.
Technology Audit allows evaluating organisations’ technological capacity, procedures, and needs providing the basis for
further adaption of relevant methods and tools for Technology Watch, Roadmapping and Exploitation.

Why
The aim of WP 4 is to set up a framework (integrated set of tools and methods) for technology screening and
exploitation activity allowing security end users to better identify, select and implement new relevant
technologies in their innovation processes and day-to-day activities – the INSEC Platform.
The ultimate purpose of Task 4.1.is to prepare the first set tools for the Platform:
Propose a Technology Audit tool for security organisation´s (further integrated inside the INSEC Platform)
Perform the initial analyses of technological capacity, procedures, and needs of the 4 INSEC end-user
partners. The Audit Methodology is used for identification of security organisation´s needs and innovation
requirements that can be addressed by their external environment via cooperation with technology providers and
other organisations. These elements will be consequently taken into consideration by the Platform.
The task of mapping, analyses and adaption of relevant methods for Technology Audits in security sector will be followed
by complementary proposals for effective methods and tools for Technology Watch and Roadmapping (Task 4.2.) for
monitoring technological developments (Technology Watch). Task 4.3. will integrate the selected tools to the Platform,
followed by testing, further optimisation and supporting service development related activities under Task 4.3. and 4.5.

How
Mapping of best practices, existing methods of Technology Audits and related results of previous FP7 projects were
implemented as collective effort of consulting partners. It allowed to identify the Methodologies applicable for security
sector.
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2.

Description of the deliverable content and purpose

The Deliverable corresponds to Task 4.1. of INSEC project. The purpose of this task is to produce the report on
relevant methods and examples of Technology Audit (including 4 Technology Audit reports among end-user
segments). The Audit Methodology is one of the tools to be provided as an online service on the INSEC Platform.
Technology Audit is an initial analyses tool to be followed by Technology Roadmapping and Watch activities available on
the Platform.
The activities implemented under Task 4.1. are reflected in the according sub-sections of this Report:
[Chapter 3] This section presents the context of the Technology Audit tool in the wider INSEC Platform framework, its
functionalities for security organisations and the according methodological approach  context and approach
[Chapter 4] This section presents the results of the analyses and Audit tasks shaping the final Methodology  analysis
of the results
Identified best practices and existing methods of Technology Audits  presents the results of best practices
mapping, Technology Audits existing methods and related results of previous FP7 projects.
Requirements for INSEC technology audit methodology  presents the requirements and need for the
methodology identified during the analyses tasks of INSEC project.
INSEC Technology Audit Methodology  presents the amended methods of Technology Audits based on the
testing results.
Outcome of the 4 implemented Technology Audits  presents the results of Technology Audits implemented
among the representatives of 4 end-user segments using the proposed methodology. Their technological
capacity, procedures, and needs were evaluated providing the basis for recommendations of adapting relevant
Technology Watch methods and Roadmapping. Implications to Final Technology Audit methodology are
presented.
[Chapter 5] This section presents the conclusions inferred from analyses and Audit tasks  conclusions
[Chapter 6] This sections specifies the information related to this deliverable which can be published on the project’s
website or on all the other dissemination tools in the context of INSEC project  publishable information
[Chapter 7] This section presents the additional appendices to the document (Technology Audit Methodology and Audit
Report Form; Implemented Audits)  annexes

3.

Context and approach

INSEC projects main goal is to foster the self-innovative capacity of the security organisations (both public and
private).
The aim of WP 4 is to set up a framework (integrated set of tools and methods) for technology screening and
exploitation activity allowing security end users to better identify, select and implement new relevant
technologies in their innovation processes and day-to-day activities. The framework will be implemented as the INSEC
Platform.
This Platform will be dedicated to security organisations and help them to better innovate by interacting with the external
environment and consequently the world of technology providers. It should enable capturing internal know-how for
generating innovation by bringing external knowledge through technology watch and open innovation practices in order to
create external innovative solutions.
The core focus of the framework is on improving security organisations' capacities for involving innovative technologies,
products and services in their service provision process. In a broad perspective, it should facilitate collaboration
between providers and users of the security related technologies, increase the visibility of technology providers to the
security organisations, and provide new business opportunities diversifying the range of products and services that
security organisations develop in cooperation with the business sector.
These requirements result in the following functionalities of the INSEC Platform:
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Free access  usage of the Platform is available online for all interested organisations and free of charge.



Dedicated to the European security organisations  based on the needs identified during the project



Opened to a wide ecosystem  not only security organisations and technology providers, but also other
agents (universities, research centres, associations, business centres etc)



Facilitating collaboration  encouraging interaction and exploitation of external technologies and
developments in the internal innovation processes of the security organisations



Integrating INSEC project outputs  all the complementary outputs and tools of INSEC WPs are available in
one platform at a systematised level

The integrated framework of tools should allow security organisation to implement the following processes:
Technology Audit in order to identify the organisation's technological shortfalls;
Technology Watch providing tools for resolving the identified shortfalls (tools for project/partner search,
technology offers, expert search, opened problem solving, collaborative idea management etc);
Technology Roadmapping and Exploiting helping to formulate an explicit plan for overcoming the previously
identified technological shortfalls in cooperation with the technology providers that security organisations are
either able to identify on their own, or (ideally) find through the Technology Watch tools provided by the INSEC
Platform.
Task 4.1 of mapping, analyses and adaption of relevant methods for Technology Audits in security sector will be followed
by Task 4.2 with complementary proposals for Technology Watch and Roadmapping methods and tools. Task 4.3 will
integrate the selected tools to the Platform, followed by testing, further optimisation and supporting service development
up to Task 4.5.

Figure 1. Overall concept of WP4

Current report represents the results of the first set of activities of mapping, analysing and adapting relevant methods
for Technology Audits in security sector, to be part of the INSEC framework for technology screening and exploitation
activity.
The following activities were implemented:
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Mapping of best practices and Technology audits existing methods analysis;
Analysing and adapting the mapped methods in the context of end user innovation management assessment
results, best practice analyses, defined business innovation model and cooperation strategy worked out in
frames of WP3;
Testing the tools and methods of Technology Audits by carrying out Technology Audits among the
representatives of end-user segments. Their technological capacity, procedures, and needs were evaluated
providing the basis for recommendations of adapting relevant Technology Watch methods and providing basis
for Technology Roadmapping;
Amending and complementing the set of methods of Technology Audits based on the testing results;
Working out example Security Audit Reports for security end-users.
.
For security organisations, the Technology Audit tool is part of the diagnosis step for identifying problems and
opportunities, evaluating their technological capacity, procedures and current needs in implementing their functions of
ensuring the security and safety of European citizens. Results of the audit are an input for further collaborative actions
with technology providers and other organisations in frames of Technology Watch, Roadmapping and Exploitation.

4.

Analysis

DEFINITIONS
Audit
An audit is a systematic review of an organisation, its procedures and its performance (strengths and weaknesses). The
information collected during an audit is used to develop concrete proposals for future actions.
Technology Audit
The focus of a Technology Audit is the technological status of an organisation. The audit is generally used to identify
innovative technologies, processes and expertise in the Security Area, as well as pinpointing areas of need, where
innovative solutions are required.
Technology Roadmapping
Roadmapping is a graphical approach to support strategic planning that enables organisations to align technological
capabilities with strategic plans so that organisations strategy and technology go hand-in-hand. Technology
Roadmapping is a methodology to support research and technology development (RTD) planning that builds on the
results of a Technology Audit. Roadmap is the strategy for reaching the target or vision defined fixing a time frame, clear
milestones, an estimated budget, list of expected deliverables and identifying potential problem solvers (technology or
service providers)
Open innovation
Open innovation is a paradigm assuming that organisations combine internal and external ideas as well as internal and
external paths to market to advance the development of new technologies. In practice, open innovation is applied by
systematic encouragement and exploration of a wide range of internal and external sources of knowledge for innovative
opportunities, the integration of this exploration with organisation´s capabilities and resources, and the exploitation of
these opportunities through multiple channels.
Technology Audit, Roadmapping and Open Innovation in INSEC project
Technology Audit and Roadmapping together give a strategic view of technology evolution developed by integrating
information about the internal technology portfolio, industry roadmaps, suppliers, technology transfer and intellectual
property trends. It allows organisations to recognize their technology needs, explore technology trends and establish a
detailed course of action by understanding where an organisation is now and what technology solutions will require to
achieve its business goals in the future.
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Technology Audit and Roadmapping allows for identifying needs and prepares organisations to meet those needs
through Open Innovation – utilization of networks and collaborations with technology providers and other organisations
on the INSEC Platform, mainly through the exploitation or implementation of innovative technologies.

IDENTIFIED BEST PRACTICES AND EXISTING METHODS OF TECHNOLOGY AUDIT
During the mapping phases, the following best practices, existing methods of Technology Audits and related results of
previous FP7 projects were identified as potentially relevant for security organisations Technology Audit needs.
SECURE SME Manual for Technological Audit
As part of the SECURE SME (Supporting Security Field SMEs in preparing RTD projects, 2007) project Manual for
Technological Audits and questionnaire for companies in the security field was established and 88 company audits
implemented.
The objective of the methodology was to help the company to implement, manage and explore innovation technology
projects. According to the manual, a technological audit is a tool that allows to collect information, and to propose actions
that result in investigation projects, development of the products and the productive process, including as much of the
technological aspects, monitoring, financial, protection and rights of intellectual property, etc. Technology audit collects
information about a company, analyses it with basis on the experience of the adviser and produces:
Analysis of strengths, weaknesses, opportunities, threats.
An action plan that allows the company to innovate, with resources to technological services and namely the
services of the auditor’s network.
STARNET Technology Audit questionnaire and training
As part of project STARNET (Support To Associated Countries and New Member States, 2005) Star-Net Central Unit
developed a Technology Audit questionnaire as a form to help the auditor in its relationship during the interview phase
with the company. Complementary training on Technology Audits to provide skills to the Star-Net members on the
Technology Audits execution was prepared.
INNOREGIO Technology Audit Guidelines
As part of an EC funded INNOREGIO (Dissemination of innovation and knowledge management techniques, 2000)
project, general guidelines for conducting Technology Audits were developed.1 As the study points out, the Technology
Audit “is a method of identifying the strong and weak points through the characterization and general
assessment of the firm’s [organisation’s] basic know-how. [...] It is a process of analysis, which leads to concrete
proposals (the action plan).”2
More specifically, a Technology Audit has three primary objectives:3
a) Investigate and evaluate the technological capacity of the organisation;
b) Investigate, to what extent the technological capacity supports / hinders the organisation’s key procedures;
c) Identify the current and future technological needs of an organisation.
Synthesis
All the analysed methodologies recommended involving an external advisor or expert to lead and implement the audit
process and establish guidelines for implementation of the process. All the analysed audit methodologies rely on defined
audit questionnaire guiding the audit process through independent preparation, organisation visit/audit, analyses
and action plan.
Data collection and visits/audit session prepares the information for the central element of the audit – SWOT analyses as
a structured planning method for evaluation of the Strengths, Weaknesses, Opportunities, and Threats of the
organisation from technological development and innovation perspective. SWOT involves specification of technological
1

Kelessidis, V. 2000. Technology Audit. Report produced for EC funded project INNOREGIO: dissemination of
innovation and knowledge management techniques. http://www.adi.pt/docs/innoregio_techn_audits.pdf
2
Ibid, p.2
3
Ibid.
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objectives of the organisation identifying the internal and external factors that are favourable and unfavourable to
achieving that objective. SWOT has to be followed by an action plan/Roadmap to set the goals, timeline and action plan
for achieving them.
The key for establishing INSEC Technology Audit methodology for security organisations hence rely on the Audit
questionnaire guiding the content of the audit process. The content needs to build on the specific aim of the INSEC
project – to improve the innovation management process in security organisations, facilitate interaction with external
environment and enable better identification, selection and implementation of new relevant technologies in their

innovation processes and day-to-day activities.

REQUIREMENTS FOR INSEC TECHNOLOGY AUDIT METHODOLOGY
Security organisations and technology providers’ needs and best practices defining the requirements for Technology
Audit methodology were identified and analysed during the following activities:
Internal end-user questionnaires and interviews (Task 3.2.)
Interviews with external end-users from security and other sectors for identifying best practices (WP3)
SME Questionnaire (Task 3.2.)
Technology Audit refers to a wider process of managing technology needs and keeping a strategic view on technology
evolution by Roadmapping and Technology Watch activities. The following needs and according implications for the
Technology Audit, Roadmapping and Watch activities were identified during the analyses tasks.

Area of analyses

CORPORATE
CULTURE

CORPORATE
STRATEGY

MANAGEMENT
MODEL AND
ORGANISATION

KNOWLEDGE,
SERVICES AND
PROCESSES

Source

D.4.2.

D.4.2.

D.4.2.

D.4.2.

Analyses result

Needs identified --> implication for
the Technology Audit,

Roadmapping and Watch activities

Although innovation is understood in a
broad sense, it is mostly regarded from
its technological (or ICT) side

Security organisations in general are
well aware of innovation through
technologies,
tools
for
better
management of this knowledge are
needed to facilitate cooperation and
innovation

Generally no long-term objectives
driving the innovation strategy have been
put in place

Long
term-perspective
on
technology development should be
facilitated
-->
in
Technology
Roadmapping

The innovation strategy is conveniently
focused
on
internal
services,
processes and technology, while
innovation in external relationships («outnovation») is somehow left aside

Relations between the knowledge on

technologies needed need to be
bridged with external relationships -> through INSEC platform

While 5 (out of 7) end-user organisations
reported measuring the results of
innovation, no clear mechanisms or
indicators have been put in place,
apparently, for analyzing it
Innovation/project
management
is
performed internally mostly; however
this is precisely one of the elements
identified as an higher need of
improvement

External services for improving the

Knowledge appears to be formally
managed (6 out of 7 organisations
reported
having
collaborative
technological platforms for sharing
information, for internal communication,
etc.)

Experience with internal collaborative
technological
platforms
ensures
background for entering to external
collaborative platforms --> like
INSEC platform

Mechanisms for measuring the
results of innovation have to be
established --> in roadmapping
methodology

innovation/project management are
needed --> complementing Audit,
Roadmapping and Technology Watch
Tools
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Although the majority of organisations (4
out of 7) reported monitoring market in
search of technology trends, it was
typically
performed
without
a
systematic approach, and mostly upon
need, not as an active, continued watch
In order to ease and improve the finding
of relevant technologies and to boost
cooperation with technology providers it
was repeatedly demanded a database
containing
technology
providers/knowledge plus searching
engine. Other mechanisms requested
were a network of local and international
providers; direct information from
SMEs as potential suppliers and from
entities specialized in monitoring general
technological trends; peer networking
(for good practices, and know-how
sharing); capabilities for “assessing”
and
“filtering”
technologies
and
providers
Mechanisms
for
managing
and
identifying technology providers are
commonly used (13 out of 23). The
formula used is diverse; do not follow a
pattern (networks, forums, public tender
platforms, etc.)

European wide inclusive database
containing
technology
providers/knowledge plus searching
engine, enabling networking, best
practice and information exchange
need to be established --> on INSEC
platform

New technology scouting is a regular
activity among end-users (14 out of 24);
although in many cases this is done
through unofficial mechanisms.

Tools are needed in support of official
and
streamlined
technology
scouting process --> like the process
of Technology Audit - Roadmap –
Watch

Regularly these organisations have not
put
in
place
mechanisms
for
anticipating financial
results of
innovations: only 1 (out of 7) reported
defining a business plan before a new
innovation is launched. Similarly, none
has defined quantitative means for
economically assessing the result of
innovations
Almost half of the organisations (11 out
of 23) have methods for economically
forecasting and assessing the result of
innovation, normally using a business
plan for each innovation project.

Mechanisms for setting financial
objectives and assessing the results
need to be integrated into strategic
processes --> like Technology Audit
and roadmapping process

D.4.2.

While the level of interconnection with
the State is strong (for regulatoryorganisational obvious reasons) and with
Society also, to a degree, cooperation
with private industry and with the
innovation ecosystem seems to remain
underdeveloped.

Mechanisms
for
facilitating
cooperation with private industry and
with the innovation ecosystem --> on
INSEC platform

D.3.3.

More than half of technology providers
consider that they have an average or
higher use of online networking
platforms
when
they
identify
collaboration opportunities with the

readiness for online collaborations--

D.4.2.

TECHNOLOGY
AND TOOLS

D.4.3.

D.4.2.
FINANCING AND
FUNDED RDI
PROJECTS

D.4.3.

COLLABORATION
AND
NETWORKING

MARKET PLACE

Tools and methods for facilitating
systematic approach to monitoring of
market and technology trends need to
be established --> Technology Audit
and Roadmap provide the basis

Better tools for integrating variety of
formulas for identifying technology
providers should be facilitated -->
through INSEC platform

On technology providers side there is
> on INSEC platform
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Security Sector (53%). It is remarkable
that many of them do not consider
online collaboration platform.

RELATIONAL
MODEL

REGULATORY
MODEL

INCENTIVE
MODEL

COORDINATION
MODEL

INSEC
ECOSYSTEM

BEST PRACTICES
IN OTHER
SECTORS

D.3.3.

Technology
providers
are
usually
presenting products and services to
security organisations but Technology
Watch is an activity that is not
commonly shared, connecting this
withdrawal will allow Security Sector
organisations to know what solutions can
be extracted from the technology market.

Facilities for commonly shared
Technology Watch activity between
security organisations and technology
providers are needed --> on INSEC
platform

D.3.3.

Most of SME technology providers do not
collaborate
or
present
a
low
collaboration with Security Sector
organisations in terms of procurement
processes. Including the participation of
SMEs in the framing of the procurement
processes would help produce greater
alignment between supply and demand.

be

D.3.3.

In all cooperative platforms, incentives
to collaborate are one of the main
issues. Nowadays, SME technology
providers and Security Sector end-users
mostly collaborate through service
contracts.

Collaborative
platforms
should
identify and build on proper
incentives to collaborate --> also on
INSEC platform

D.3.3.

For proper operation of the partnerships
established through the platform, it is
necessary to define the project
management
processes
and
information flows. It seems that
Security Sector organisations are
sufficiently able to identify their own
needs for innovative solutions, so focus
can be on other processes

Platform should offer a clear logic for
identification of needs and application
of the platform tools for solving them -> Technology Audit and Roadmapping
can provide the basis

D.3.3.

SMEs collaborate with Security Sector
organisations on different types of
activities, information security; security of
infrastructures and utilities; and security
systems integration being the most
identified
activities.
Experts
or
investigation centres in these areas
would be of special interest, it is
recommendable to attract this type of
agents to the platform as collaborators.

experts or investigation centres from

As one of the best practices to
continually monitor and review new
technologies and technology trends, the
end-users from other sectors have
indicated:
•
Criteria
for
selecting
new
technological/organisational tools (e.g.
technology
road-mapping,
benchmarking, technology audits)

Technology
roadmapping,
benchmarking, technology audits is
considered as best practice on
other sectors than security, that
could be employed also in the security
sector.

D.5.3.

Procurement opportunities need to
integrated
to
collaborative
interfaces --> like INSEC platform

Collaborative spaces should attract
relevant areas --> on INSEC platform
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TRAINING NEEDS

D.6.1.

In the area of Technology & tools: need
to improve the internal capacity to
perform
technology
audits
(to
quickly/better identify the technological
need and propose methods for
implementation) was identified as a
training need in end-user questionnaires,
internal, external and other sector enduser interviews and included to the final
list of training needs.

Technology Audit methodology should
be complemented with training
material on how to implement the
audit.

Table 1 Identified needs for Technology Audit, Roadmapping and Watch activities
Results of the questionnaires and interviews were analysed throughout WP3 resulting innovation Management Model
and Cooperation Strategy defining the following Design Specifications relevant for Technology Audit and
Roadmapping elements:
Table 2 Implications for Technology Audit methodology set by design specifications
Innovation

Design specification

element

24. To enhance the identification of technology trends through a
more systematic and active approach in technology watch



25. To develop capabilities and to make tools available for
assessing, rating, comparing and validating technologies and
providers
28. To develop capabilities and to make tools available for
technology road mapping
35. To categorize different technological domains mapping
technologies and competences

Short description

Tool to identify technology
needs in the organisation,
explore
technology trends and learn

a detailed course of action,
13: Tech Audit
determined by specific
&
activities and adequate
Road-Mapping
technology providers. The

IMM proposes to canalise
tech audit and roadmapping of an end-user
through the Platform.


Additionally, as the Technology Audit and Roadmapping will be implemented as online tools part of the INSEC Platform,
the functionalities suggested to the Platform further contribute to the requirements of Technology Audit and
Roadmapping methodology.
Table 3 Implications for Technology Audit methodology set by suggested Platform functionalities

Functionality suggested to INSEC platform

Implication for Technology Audit

methodology

Functionality #1 (Useful content): To include sections with links to
useful information already collected, analysed and prepared during
the project, such as tools (WP3 & WP4), training modules (WP6),
and best practices (WP5).

implemented as one of the Platform’s online

Functionality #3 (Complete profiles): To allow security end-users
upload categorized documentation that applies to their
collaborations, for SMEs to consult in order to ease cooperation
(legislation, procurement procedures, privacy and security by
design. recommendations, standardization, etc.).

documentation related to Technology Audit

Functionality #4 (Forum space): To create a space for discussion
where participants can open new topics to debate with others
(trends, innovation, collaboration opportunities, best practices,
etc.).

exchange related to Technology Audit and

Technology Audit methodology should be
tools

End-users are facilitated to upload useful
and Roadmapping processes

Discussion space facilitates best practice
Roadmapping Methodology
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Based on the analyses results, the following requirements for Technology Audit and further Roadmapping
methodology (D.4.2.) were defined:
Table 4 Requirements for Technology Audit methodology

Requirement

Reference to previous analyses

Technology Audit methodology should be implemented as an
online tool on the INSEC Platform. The user should be able to
implement the audit independently as an internal process

Functionality #1, design specification 28

Next to independent Audit implementation, for developing the
capabilities of end-users in implementing the audit, establishment
of additional services supporting the implementation of the
Audit using external experts should be considered (task 4.4.)

Design specifications 24, 25 and 35

The tool should develop capabilities and support systematic and
active approach allowing linkages to Diagnosis Tool,
Roadmapping methodology and further technology watch
activities of the Platform

Design specifications 24, 25 and 35

Discussion and best practice exchange related to Technology
Audits should be facilitated on the Platform and linkages with the
tool to be considered

Functionalities 3 and 4, D.5.3.

Audit Methodology should be complemented with guidelines or
training material on how to implement the audit.


D.6.1.

As a result of the consortium’s collective efforts on the mapping of best practices, review conducted on the existing
methods for Technology Audits (hereinafter TAs), security organisations` needs identified, INSEC Technology Audit
methodology was established, taking account the platform requirements and end-user needs.

INSEC TECHNOLOGY AUDIT METHODOLOGY
CONTEXT
Technology Audit will be part of the INSEC Platform allowing security end users to better identify, select and
implement new relevant technologies in their innovation processes and day-to-day activities.
Technology Audit can be implemented as a separate activity, but is recommended to be preceded by Innovation
Diagnostics and completed by Technology Roadmapping. Roadmap is further basis for implementation of
Technology Watch activities available on the Platform.

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: V2

| DATE: 31.03.2013 | DISS. LEVEL: CONFIDENTIAL |PAGE . 13

Contract No. FP7 . 285287
Deliverable: D4.1

Figure 2 Preliminary relationship between the Diagnosis, Technology Audit and Roadmapping and Technology
Watch tools.

METHODOLOGY AND OBJECTIVE
Traditionally, organisations that undertake Technology Audits have three primary objectives:

4

d) Investigate the technological capacity of the organisation;
e) Evaluate the technological capability to perform key processes;
f) Identify the current and future technological needs of the particular organisation.

For a security organisation that seeks to innovate, a Technology Audit (hereinafter TA) has narrower
objectives. Therefore, although most of the elements of the traditional TA still apply, the INSEC’s TA methodology
places different emphasis, and does not concern with investigating the organisation’s entire technological capacity
in as much detail as a traditional Technology Audit would require.
Instead, the INSEC’s TA methodology enables to investigate the extent to which technological
infrastructure supports security organisation’s innovation. More specifically, the methodology has four primary
objectives:
a) Investigate, whether the security organisation uses technologies effectively to support innovation;
b) Evaluate the need of better technologies to support the security organisation’s key processes;
c) Identify the technological strengths, weaknesses, opportunities and threats in organisation’s key
processes;
d) Provide input for preparing a technology Roadmap (the next step after a TA).
In order to fulfil the four objectives, the Technology Audit has to involve four subsequent stages: Data collection –
5
Analysis – Synthesis – Reporting. To successfully complete these four stages, the audit is recommended to
cover eight subject areas:
General Info and Human Resources (data collection);
Quality and Standards (data collection, analysis);
Research and Development (data collection, analysis);
Technological needs (data collection, analysis);
Collaboration (Data collection, analysis);
Technology trends (data collection, analysis, synthesis);
SWOT analysis (analysis, synthesis, report);
Recommendations for a technology Roadmap preparation (synthesis, report).

4

Kelessidis, V. 2000. Technology Audit. INNOREGIO: dissemination of innovation and knowledge management
techniques. Report produced for the EC tunded project.
5
Ibid.
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Data collection has two primary objectives: (1) provide an overview of the organisation’s profile; (2) provide input
for the analysis. Questions intended to support the analysis stage build largely on data collection, whereas the
synthesis stage is carried out based on the information received during data collection and the subsequent
analysis.
For constructing the TA report (fourth stage), the focus is on information that corresponds to the TA’s above
defined four primary objectives (Investigate, whether the security organisation uses technologies effectively to
support innovation; evaluate the need of better technologies to support the security organisation’s key processes;
Identify the technological strengths, weaknesses, opportunities and threats in the security organisation’s key
processes; Provide input for preparing a technology Roadmap- the next step after a TA).
The following table provides a more detailed overview of the INSEC’s Technology Audit methodology. It can also serve
as guide for the person in charge of performing the security organisation’s TA (e.g. technology consultant, R&D
specialist, or Innovation Manager).
Table 5 Structure and content overview of the INSEC Technology Audit

Subject area

Content

Questions

Organisation’s general
information

Organisation name;
Legal status;
End-user segment;
Mission orientation;
Address;
Date of establishment;
Turnover (if applicable);
Organisation’s clients (profile description);
Main contact person;
Interview participant name and contact information;
Interview participant position;
Organisation conducting the technology audit;
Organisation’s main activity areas;

1) General info
and Human
Resources;
(Necessary if audit
conducted by an
external agent;
otherwise
recommended, but
can be skipped.
Can be filled in
before the audit
session)

Subject area

Stage (purpose)

Overview of Human
Resources;
Overview of the
organisational structure

Total number of employees (Y-2; Y-1; Y);
Departments and number of staff;

Content

Questions

Overview of the Quality
Control procedures;

Existence of a Quality Control Department (yes / no)

Organisation structure (Organigram if available)

Data collection
(provides an
overview of the
organisation)

Data collection
(provides an
overview of the
organisation)
Stage (purpose)
Data collection
(Input to SWOT
analysis)

The applied quality control techniques satisfy totally
/ partially the security organisation’s activities;
Is quality control carried out by an external
organisation? (yes / no);
Is quality control important for implementing security
organisation's key activities? (Often / Rarely /
Never);
Does the security organisation's quality of
performing main activities suffer due to shortfalls in
technology? (Often / Rarely / Never)

Analysis
(Input to SWOT
analysis)

Organisation’s proven
qualifications;

Qualification Certificates relate to the security
organisation (e.g. ISO);
Qualification process in progress

Data collection
(Input to SWOT
analysis)

Overview of standards
that an organization

Specify the type of standards followed for
conducting
security
organisation's
activities

Data collection
(Input to SWOT

2) Quality and
Standards
(can be filled in
before the audit
session)
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Subject area

3) Research &
Development;
(can be filled in
before the audit
session)

Subject area

follows

(Legislation;
Security
Collaboration; Other)

Content

Questions

R&D profile
(To be completed
before the audit
session)

Existence
of
R&D
Department
Interest
in
security
research,
technology
development and innovation areas (various areas
defined: Large / Medium / Negligible) ;
Participation
in
R&D
financed
projects
If no participation in R&D financed projects, please
specify, why?

Problems related to
R&D management.
(To be completed
during the common
audit session)

Describe the main barriers and enablers to R&D
and innovation process implementation within the
security organisation.

Content

Questions

Identification of key
processes, and
technologies needed
specifically for each
step;

Identify the organisation's key function areas and
main activities;
For every key activity, identify the technology and
equipment used to complete each activity;
Identify technology and equipment not yet used, but
needed for each activity (could be performed after
the completion of SWOT analysis);

Technological targets of
the organisation;

Identify the organisation's key function areas as
main activities. In other words, please define the
organisation’s core function areas along with the
key technologies used to support the core functions;
Identify technology and equipment not yet used, but
needed for each core function area (could be
performed after the completion of SWOT analysis).

4) Technological
needs
(To be completed
during the audit
session)

Sources and barriers for
implementing innovative
technologies.

recipients;

Workforce;

analysis)

Stage (purpose)

Analysis
(Input to SWOT
analysis and
Technology
Roadmap
preparation)

Stage (purpose)

Specify the sources of the applied technology (in
other words, through what means are technologies
implemented- e.g. using the organisation's internal
personnel
and
funding
for
technology
implementation; outsourcing R&D to partnering
organisations; hiring project-based experts; initiating
public competitions for finding specific technologyrelated solutions; making use of other innovative
solutions; etc);
Barriers for the development of innovative solutions;
;
Please evaluate the available information in the
following areas and declare if it is necessary to have
additional information related to these areas
(options
include
scientific
/
technological
development, statistical data related to the
commercial branch and the relative activities;
national or EU legislation; EU programs; investment
or financing; competence and activities of
organisations, consultants etc);
Number of innovative technologies that the security
organisation has implemented within the past 3
years (please specify, whether the implemented
technologies have been innovative locally or

Analysis
(Input to SWOT
analysis and
Technology
Roadmap
preparation)
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internationally;
have they introduced radical
innovation to the organisation or do they rather
classify as incremental innovation (improvement of
an already existing technology)?
Level of innovation of the newly implemented
technologies within the past 3 years;
Sources of innovative ideas.

Subject area

5) Collaboration
(To be completed
during the audit
session)

Subject area

6) Technology
trends
(To be completed
during the audit
session)

Subject area

7) SWOT-analysis
(To be completed
during the audit
session; a final
report version is
recommended to
be formed by the
head of TA
working group, and
reviewed by
participants)

Content

Questions

Participation in
collaboration programs.

Does the security organisation participate in
collaboration programs aimed at technology
development? (yes / no);
Briefly describe the collaboration programs
(Program name, targets, benefits, problems).

Channels for identifying
new technologies and
collaboration
opportunities;

Channels for identifying new technologies and
collaboration opportunities;

Content

Questions

The perception of future
trends

List the external technology developers that
according to the security organisation, have a
notable impact on the organisation’s core functions
(as defined under ‘Technology needs’);
Recent most substantial changes that have affected
the security organisation (concerns substantial and
important changes and facts carried out during the
last three years, in all departments or activities of
the security organisation, i.e: Proprietary status,
Organisation
structure,
applied
technology,
products, entering new fields, legislation etc);
Identify the areas in which you believe that
significant technological changes relevant to the
security organisation will occur;

Forecasts

Technology trends' impact forecasts (Define,
whether the trend impact will be Positive / Negative
/ Neutral to providing security-related services);

Content

Questions

Strengths,
Weaknesses,
Opportunities, and
Threats deriving from
the six key subject
areas: General Info and
HR, Quality and
Standards; R&D;
Technological needs;
Collaboration;
Technology trends.

Stage (purpose)
Analysis
(Input to SWOT
analysis and
Technology
Roadmap
preparation)

Stage (purpose)

Synthesis
(use the core
functions that were
previously defined,
and assess
technology
development
opportunitiesprovides input for
the Technology
Roadmap
preparation)

Stage (purpose)

Strengths: List all the technological strengths that
the security organisation possesses. It is important
to consider strengths from the point of view of the
organisation as well as from the point of view of
those that work with the organisation;
Weaknesses: List the security organisation's
technological weaknesses. Again, this should be
considered from an internal and external basis;
Opportunities: list all the opportunities that the
security organisation defines in terms of
technological advancements. Useful opportunities
can
come
from
such
things
as:
Changes in technology and markets on both a
broad and narrow scale; Availability of new
technologies; New uses for old technologies;
Changes in the government policies; Changes in
the security field's social patterns; etc;
Threats: list all the technology-related threats. What
threats do you see could cripple the organisation's

Synthesis;
Report (thorough
SWOT analysis, it
will be one of the
key outputs of the
TA; the
conclusions will
serve as a
reference point for
the organisation’s
strategic planning)
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functionality? What obstacles does the organisation
face? Are the legal / regulatory boundaries for the
organisation changing? Is changing technology
threatening the organisation's activities?; etc.

Subject area

Content

Questions

8) Prepare
Technology
Roadmapping
(a final report
version is
recommended to
be formed by the
head of TA
working group and
reviewed by
participants)

The guidelines for
Technology Roadmapping will have to
include:
o A time frame
o Clear milestones
o An estimated budget
o List of expected
deliverables
o Identification of
potential problem
solvers (technology or
service providers)

In this section, the head of the TA working group
(technology consultant, R&D specialist, Innovation
Manager, or equivalent) will prepare a starting point
for creating a Technology Roadmap: the strategy for
reaching the target or vision defined.

Stage (purpose)

Synthesis;
Report (the
conclusions will
serve as a
reference point for
the organisation’s
strategic planning)

OUTCOME OF THE 4 IMPLEMENTED TECHNOLOGY AUDITS
Technology Audits were carried out among 4 representatives of the end-user segments: Estonian Academy of
Security Sciences (EASS),General Inspectorate of Romanian Border Police (MAI - RBP), Fire Brigade Skopje
(CoS), and Gabinete Nacional the Seguranςa (GNS). The TAs were conducted by innovation management partners
(ADVISIO, ALMA, FMMC and GLOBAZ). Table 3 provides an overview of the respective end-user segments along with
the partners responsible for each TA, and the dates of carrying out the on-sight TA sessions.6
Table 6 Technology Audit on-site meeting schedule and responsible partners
End-user
segment
End-user

Rescue Service

Police & National
Security

Academia

EASS
CoS

National Security
Infrastructure

ADVISIO (16.11.2012)
ALMA (27.10.2012)

MAI - RBP

FMMC (07.11.2012)

FMMC (07.11.2012)

GNS

GLOBAZ (23.11.2012)

GLOBAZ (23.11.2012)

Annex 2 presents full audit reports for all of the four end-users (EASS, CoS, MAI - RBP, GNS). Herein, since the
core objective of the TAs was to test the methodology, the resulting conclusions on the TA methodology relevance are
presented.
In general, audited organisations recognised the TA activity as a useful process, which is instrumental for their
organisations’ technological development.
Under subject area 1) General information and Human Resources, all of the questions were proven instrumental for
providing an overview of the organisation. The questions were especially important for the innovation management
consultant in order to generate an understanding of the audited organisation. Each of the audits did not fill in all
6

Before the on-sight audit sessions, each of the end-users was asked to fill in some parts of the audit as a preparation for the
on-sight session. After the session was completed, the innovation management partners finalized the audit (the conclusive
results of the audit are presented on audits’ sheet 7) SWOT-analysis; and sheet 8) Prepare Technology Roadmapping.
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information. From subject area 2) Quality and Standards to subject area and 7) SWOT analysis, the conclusion was
similar: although the range of questions was not relevant to all of the four audits, they were still proven instrumental on a
case-by-case basis. For example, MAI’s as well as GNS’ profile required a thorough investigation of their Quality and
Standards as well R&D management, whereas the CoS’ audit was more focused on structuring its technological
processes, and identifying according technological needs. EASS, at the same time, already had a rather clear
understanding of its current state of R&D management, but it needed a comprehensive SWOT analysis in order to
analyse its ability to both offer competitive academic education, and develop new security technologies.
Therefore, depending on the particular audit, different subject areas of the TA were used in more detail. Yet, since all of
the areas were found instrumental by at least one of the four end-users, they are kept within the final TA methodology
(see Annex 1). During the process of auditing, some minor amendments, however, were made to ease the synthesis and
reporting stages of the TA:
1)

A conclusive SWOT-analysis area was added after the more detailed question areas that focused solely on
either strengths, weaknesses, opportunities, or threats;

2)

A separate table was created to provide input for technology road mapping, which is recommended as a followup activity after the TA. The table has five key parts (SWOT analysis’ conclusion; Recommendations for possible
activities to be implemented; Key aspects to be set as measurable goals within the Technology Roadmap;
Identification of potential problem solvers (technology or service providers); INSEC opportunities / support
services. The respective table was added to the TA’s subject area 8) Prepare technology roadmapping.

IMPLEMENTATION OF THE FINAL TECHNOLOGY AUDIT METHODOLOGY
Final Technology Audit Methodology with Guidelines and Report Form are presented in Annex 1.
Technology Audit is recommended to be available on INSEC platform both as an online tool and a downloadable Excel
file. The Audit Methodology composes of the following parts:
Guidelines for implementing the Audit (Annex 1)
Audit Questionnaire (Annex 1)
Audit Report Form – when submitted online, the report will be automatically generated based on the entered
information based on the following rules:
o A Technology Audit is strongly recommended to be carried out by experienced consultants (e.g.
INSEC innovation management partners) in close collaboration with the management and key
personnel. In case the organisation has a designated R&D specialist and / or Innovation Manager, the
Audit may be conducted internally.
o

Conducting the TA consists of four steps:
Step 1: Form the TA working group. The leader of the working group is recommended to be an
external technology consultant that has previous experience in conducting Technology Audits. An
alternative, as said before, would be to designate the organisation’s R&D specialist and/or Innovation
Manager as the leader of the working group. Aside of the leader, the following key personnel are
recommended to be involved: Chief Executive or Vice President,
heads of departments /
representatives of the organisation’s key departments, head of Human Resources, head of Finance,
CTO or equivalent, head of the R&D department or equivalent.
Step 2: Perform data collection (see also Table 1). This stage can be conducted as a set of fieldspecific questions to the respective members of the working group.
Step 3: Perform Technology Audit session(s) to carry out analysis and synthesis. At least one
session is recommended to be held along with all of the working group members. In case there is not
enough time to cover all subject areas during the common TA session, follow-up sessions can be held
separately with the working group representatives of the respective subject areas that were not entirely
covered during the common TA session.
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Step 4: Perform final analysis and construct a report. The report can be constructed independently
by the head of the TA working group. However, comments and reviews by other members are strongly
recommended.
o

After all of the four steps are successfully completed, there will be an understanding of the extent

to which the security organisation’s technological infrastructure supports innovation. Also, the
findings will become a starting point for constructing the technology Roadmap.
Input to Technology Roadmapping: TA results are the input for Technology Roadmapping, which will be an
online tool similarly available as the TA. When the Technology Audit is submitted online, the input info to
Roadmapping is automatically linked to Roadmapping Tool according to the following rules:

5.

o

Technology Roadmapping is recommended to be carried out by the same working group that
participated within the TA;

o

Before starting with the Roadmapping sessions, the working group should informed, that the TA results
are strongly recommended to be used as the starting point for Roadmapping;

o

An input table for Technology Roadmapping from TA’s subject area 8) Prepare technology roadmapping
is ought to be cross-applied, and presented at the beginning of the Roadmapping tool on the INSEC
platform.

Conclusions (1 page max)

The mapping and analyses implemented results in Technology Audit Methodology and Report Form.
The methodology has four primary objectives:
e) Investigate, whether the security organisation uses technologies effectively to support innovation;
f) Evaluate the need of better technologies to support the security organisation’s key processes;
g) Identify the technological strengths, weaknesses, opportunities and threats in organisation’s key
processes;
h) Provide input for preparing a technology Roadmap (the next step after a TA).
The methodology composes of the following parts:
Guidelines for implementing the Audit - In order to fulfil the four objectives, the Technology Audit has to
7

involve four subsequent stages: Data collection – Analysis – Synthesis – Reporting.
Audit Questionnaire - to successfully complete these four stages, Audit Questionnaire is established
covering eight subject areas being the basis for leading the audit process. Questionnaire covers the
following Audit areas::
o General Info and Human Resources (data collection);
o Quality and Standards (data collection, analysis);
o Research and Development (data collection, analysis);
o Technological needs (data collection, analysis);
o Collaboration (Data collection, analysis);
o Technology trends (data collection, analysis, synthesis);
o SWOT analysis (analysis, synthesis, report);
o Recommendations for a technology Roadmap preparation (synthesis, report).
Audit Report Form
Linkage to Technology Roadmapping
Technology Audit is recommended to be available on INSEC platform both as online tool and a downloadable excel file
7

Ibid.
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6.

Publishable information

All information contained in this document, being a public deliverable, may be published on the INSEC Project`s
website or on other dissemination tools in the context of the project,
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7.

Annexes

ANNEX 1: TECHNOLOGY AUDIT METHODOLOGY AND AUDIT REPORT FORM
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