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1.

Executive summary

What
This deliverable, corresponding to Task 3.1 in INSEC project, analyses the legal, ethical and Privacy &
Security “by Design” requirements that have to be taken into account in the development of an Innovation
Management Model and a Cooperation Strategy between Security Sector organisations and Industry (technology
providers).

Why

The ultimate purpose of Task 3.1 is to produce a collection of design specifications that will be used later in
INSEC project for developing an Innovation Management Model [Task 3.6] and a Cooperation Strategy [Task 3.7]
in such a way that both will be tailored to meet the specific needs and requirements of the regulatory framework. In
other words, this analysis has been put in place as a way to search and find common features that will be applied
in shaping one unified Innovation Management Model and one Cooperation Strategy suitable for organisations in
the Security Industry.

How

The analysis of the regulatory framework has been conducted through an examination of the European
legislation and principles applicable to all partners of the European Union. The original scope that was
considered for this report was Intellectual Property Right issues. However, due to its relevancy and connection, it
has also been considered other legal specifications, as well as ethical and Privacy & Security “by Design”
considerations.

«Innovation is producing something new, whether that is a
service, a product or the development of a new market»
Martin Schuurmans, former Chairman of the EIT Governing Board
at the Lisbon Council’s 2010 Innovation Summit
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2.

Description of the deliverable content and purpose

This deliverable corresponds to Task 3.1 in INSEC Project. The
purpose of this task is to produce a collection of design
specifications related to regulatory issues that will be used
afterwards for developing an Innovation Management Model [Task
3.6] and a Cooperation Strategy [Task 3.7] so that both of them will
be shaped to meet the specific needs and features of security related
organisations. These design specifications here will be refined,
completed and enhanced with the output coming from Work Package
#3 other analysis tasks which provide complementary insights from
different perspectives [Task 3.2 – Preliminary segment analysis; Task
3.3 – End-user innovation management assessment & SME clusters
requirements identification; Task 3.4 – Creativity sessions; and Task
3.5 – Identification of tools and best practices in the innovation
process].
[Chapter 3] These design specifications are obtained as a result of analysing the legal, ethical and Privacy &
Security “by Design” requirements in the development of an Innovation Management Model and a Cooperation
Strategy between Security Sector organisations and Industry (technology providers)  context
[Chapter 4] This document does also describe the methodological architecture that has been set up for this task,
explaining the regulatory aspects contemplated  approach
[Chapter 5] Results are presented distinguishing the target individuals of analysis (end-users vs. technology
providers). The end-users findings are grouped in 13 distinct areas of interest (according to the defined Innovation
Management model), while those from technology providers are categorized in 6 distinct modules ((according to
the defined Cooperation Strategy model),  analysis of the results
[Chapter 6] Design specifications are inferred here from the previous conclusions; they are organised and
presented keeping traceability with the areas of analysis and also with the models that will feed  conclusion:
design specifications
[Chapter 7] This sections specifies the information related to this deliverable which can be published on the
project’s website or on all the other dissemination tools in the context of INSEC project  publishable
information
[Chapter 8] Additional appendices to the document  annexes

Design specifications for the later definition of an
Innovation Management Model & Cooperation Strategy
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3.

Context

This deliverable, corresponding to Task 3.1 – Report on IPR issues – in INSEC project, has been expanded
beyond its original scope in the DoW (centered only in Intellectual Property Rights issues) in order to include a
broader analyses of the legal context (also collaboration and data protection) and ethical and Privacy & Security
“by Design” aspects, for identifying requirements in the development of an Innovation Management Model and a
Cooperation Strategy between Security Sector organisations and Industry (technology providers).
The cooperation reflects a demand and supply relation in the Security Sector context. From the demand side
perspective, security organisations are considered, especially public. From the supply side perspective of the
Security Sector, SMEs that provide products and services, especially technological are considered.

The legal framework has been analysed from the perspective of collaboration between Security Sector
organisations and Industry with regard to the implications related to Intellectual Property Rights and Data
Protection concerning new technologies and privacy.
Ethics, on a European context, has been reviewed in the framework of the European Charter of Human Rights
and the Lisbon Treaty according to the principles stated on those documents: Human Dignity, Utility, Precaution,
Justice, Solidarity, Equality and Sustainability.
Privacy & Security “by Design” concept, as embedding privacy and security within the design stage of IT
systems, business practices and infrastructures shall be incorporated to organisations as a key driver for
innovation.
Each section will present, at the end, the documentation that has been identified and analysed for further
consultation if needed.
This document may be used for other purposes in INSEC project, such as the preliminary basis for preparing
training material.
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4.

Approach

The content of this report will be based on European legislation and ethical principles applicable to all partners of
the European Union (even if one of INSEC Partners – City of Skopje - Fire Department – belongs not to the EU,
those principles are deemed of broad general appliance, moreover considering that FYROM did commenced
negotiations for full-fledged membership in the European Union and is a candidate for joining in since 2005).
In order to gain a comprehensive insight on the matter the reach of analysis has been expanded beyond IPR –
Intellectual Property Rights – (scope originally intended in the project); the areas of interest analysed in this
document are the following:


Collaboration: law applicable to public security organisations and regulation of possible collaboration
between them and Industry, with special focus on SMEs entities.



Intellectual property: refers to creations of the mind: inventions, literary and artistic works, symbols,
names, images, designs or other intangible assets used in commerce.



Data protection and privacy: applicable law for the processing of personal data and for guarantying
privacy of individuals.



Ethics: principles of right conduct applicable to new technologies, research, development and innovation.



Privacy & Security “by Design”: applying privacy and security requirements of the stakeholders
throughout the entire production process life-cycle.

Functional regulatory approach of INSEC Project

In this regard, legislation to be reviewed will be the European applicable law to Industry and SMEs companies,
public security organisations and collaboration agreements between them in relation to public procurement
procedures, as well as intellectual property rights related to copyright and patents, data protection and privacy.
These areas of interest will be analysed through Directives and Regulations applicable to all European Members.
Directives are not rules of direct application, they need, as general rule, a national law of transposition to be
executed in Member States, these national laws are out of the scope of Deliverable 3.1.; on the contrary,
Regulations do not require any implementing measures and are immediately enforceable in Member States.
The Ethical review will be based on 7th Framework Programme requirements for researchers, in relation with the
applicable law object of review.
Privacy and Security “by Design” concept will be analysed through academic and industry publications.
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Consequently, the first step in this study has been identifying applicable legislation and relevant academic/industry
articles on the subject for later analysis.

5.

Analysis of the results

This section is divided in three blocks. A subdivision of first block is also considered. Thus, the structure of the
section is as follows:





Legal specifications
o Collaboration between Industry (focus on SME entities) and Security Sector bodies (focus on
Public Security organisations)
o Intellectual property specifications
o Data protection and privacy specifications
Ethical specifications
Privacy & Security “by Design” specifications

5.1 Legal specifications
1.

Collaboration between Industry (focus on SME entities) and Security Sector
bodies (focus on Public Security organisations)

A. INDUSTRY AND SMEs
1.

SME Definition

Pursuant to the Commission Recommendation of 6 May 2003 SMEs are the following:





2.

Medium-sized enterprises are made up of enterprises which employ fewer than 250 persons and which
have an annual turnover not exceeding EUR 50 million, and/or an annual balance sheet total not
exceeding EUR 43 million
Small enterprise is defined as an enterprise which employs fewer than 50 persons and whose annual
turnover and/or annual balance sheet total does not exceed EUR 10 million
Microenterprise is defined as an enterprise which employs fewer than 10 persons and whose annual
turnover and/or annual balance sheet total does not exceed EUR 2 million

Think Small First Principle

There is a European institutional effort, no always legally binding, to help SMEs realise their growth potential and
to improve their competitiveness and dynamism reflected in the Small Business Act for Europe establishing the
principle “Think Small First” and in the Report from the Commission to the Council and the European Parliament
Minimizing regulatory burden for SMEs Adapting EU regulation to the needs of micro-enterprises. The Small
Business Act for Europe concerns all industrial sectors and there is no relevant legislation explicitly applicable for
SMEs in the field of security and defence cooperation except on acceding to R&D European funding programmes,
for example: specific provisions have been introduced to encourage SME participation in the 7th Framework
Programme in the security thematic research area raising the maximum reimbursement rate for SMEs from 50% to
75% and introducing simplified participation rules.
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B. PUBLIC SECURITY ORGANISATION
National legislations shall be observed in relation to Public Security Organisations because the specific obligations
applicable to them regarding their government form, decision making procedures and contractual capacity.
This is due to the fact that Public Security Organisations are subject to special national laws for their public body
nature.

C. COLLABORATION BETWEEN INDUSTRY AND PUBLIC SECURITY ORGANISATIONS
1.

Collaboration between Public Security Organisations and Industry

Collaboration between Public Security Organisations and Industry shall be governed by public procurement
procedures as general rule. Directive 2004/18/EC of 31 March 2004 on the coordination of procedures for the
award of public works contracts, public supply contracts and public service contracts, and Directive 2009/81/EC of
13 July 2009 on the coordination of procedures for the award of certain works contracts, supply contracts and
service contracts by contracting authorities or entities in the fields of defence and security, because of the scope of
the INSEC Project, apply by means of the national rules of transposition.

2.

Scope of the collaboration between Public Security Organisations and Industry

Directive 2004/18/EC applies to public contracts concluded by a contracting authority in sectors other than
water, energy, transport and postal services sectors for:




Supplies; or
Services; or
Works

The scope of Directive 2009/81/EC is the same but for supplies, services or works in the fields of defence and
security, for:





3.

The supply of military equipment, including any parts, components and/or subassemblies thereof
The supply of sensitive equipment, including any parts, components and/or subassemblies thereof
Works, supplies and services directly related to the equipment referred to in points (a) and (b) for any and
all elements of its life cycle
Works and services for specifically military purposes or sensitive works and sensitive services

Contracting Authorities

Public Security Organisations subject to the Directives abovementioned, and to its national rules transposing these
Directives, are those considered Contracting Authorities. Following definition of Directive 2004/18/EC Contracting
Authority means “the State, regional or local authorities, bodies governed by public law, associations formed by
one or several of such authorities or one or several of such bodies governed by public law”.
Commission Decision of 9 December 2008 establishes a list of Contracting Authorities in regard of public
procurement procedures regulated by Directive 2004/18/EC to which Public Security Organisations of the INSEC
Project are subject because their nature of public law governed body expressed in section 4.1.B.
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4.

Public Procurement Procedures

As general rule, Contracting Authorities shall award public contracts by applying the open or restricted procedure.
Directive 2004/18/EC define open procedures as “those procedures whereby any interested economic operator
may submit a tender” and restricted procedures as “those procedures in which any economic operator may
request to participate and whereby only those economic operators invited by the contracting authority may submit
a tender”.
Exceptions to general awarding procedure are granted, by Directive 2004/18/E, subject to restricted conditions, by
means of the following procedures:







5.

Competitive dialogue: “procedure in which any economic operator may request to participate and whereby
the contracting authority conducts a dialogue with the candidates admitted to that procedure, with the aim
of developing one or more suitable alternatives capable of meeting its requirements, and on the basis of
which the candidates chosen are invited to tender”
Negotiated procedures: “those procedures whereby the contracting authorities consult the economic
operators of their choice and negotiate the terms of contract with one or more of these”
Design contests: “procedures which enable the contracting authority to acquire, mainly in the fields of
town and country planning, architecture and engineering or data processing, a plan or design selected by
a jury after being put out to competition with or without the award of prizes”
Framework agreement: “agreement between one or more contracting authorities and one or more
economic operators, the purpose of which is to establish the terms governing contracts to be awarded
during a given period, in particular with regard to price and, where appropriate, the quantity envisaged”

Contracts subject to Public Procurement Procedures by quantity

These Directives shall apply to contracts which have a value estimated to be no less than the following thresholds
established by the Commission Regulation (EU) No 1251/2011 of 30 November 2011:
Thresholds for Public Contracts regarding Directive 2004/18/EC are the following:



Supply and service contracts: EUR 130,000; or EUR 200,000 depending of the object of the contract
Works contracts: EUR 5,000,000

Thresholds for Public Contracts regarding Directive 2009/81/EC are:



6.

Supply and service contracts: EUR 400,000
Works contracts: EUR 5.000,000

Contracts of minor quantities not subject to Public Procurement Procedures

Within the scope of the INSEC Project, Commission Communication on the Community law applicable to contract
awards not or not fully subject to the provisions of the Public Procurement Directives applies to low-value
contracts below the thresholds of Directive 2004/18/EC, and in extensive interpretation for the Directive
2009/81/EC, which still have cross-border interest.
The case law of the Court of Justice of the EU has confirmed that the public contracts that are not covered by
Public Procurement Directives are still subject to the principles of the EU Treaty. In points 20 and 21 of the Court
decision of 15/05/2008 ("SECAP" - C-147/06 et C-148/06), it is stated that: “[…] According to the established caselaw of the Court concerning the award of contracts which, on account of their value, are not subject to the
procedures laid down by Community rules, the contracting authorities are nonetheless bound to comply with the
fundamental rules of the Treaty and the principle of non-discrimination on the ground of nationality in
particular (Telaustria and Telefonadress, paragraph 60; the order in Vestergaard, paragraphs 20 and 21; Case C
264/03 Commission v France [2005] ECR I 8831, paragraph 32; and Case C 6/05 Medipac-Kazantzidis [2007]
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ECR I 4557, paragraph 33)” and “However, according to the case-law of the Court, the application of the
fundamental rules and general principles of the Treaty to procedures for the award of contracts below the
threshold for the application of Community directives is based on the premise that the contracts in question are of
certain cross-border interest (see, to that effect, Case C 507/03 Commission v Ireland [2007] ECR I 0000,
paragraph 29, and Commission v Italy, paragraphs 66 and 67)”.
Principles of the EU Treaty are the following:
-

Free movement of goods
Right of establishment
Freedom to provide services
Non-discrimination and equal treatment
Transparency
Proportionality
Mutual recognition

Exceptions to EU Public Procurement rules have to be interpreted in a restrictive manner. In that sense, point 48
of the Court of Justice Decision of 13 January 2005 (C-84/03, Commission v. Spain) states that: “[…]According to
settled case-law, the derogations from the rules intended to ensure the effectiveness of the rights conferred by the
Treaty in connection with public works contracts must be interpreted strictly (judgments in Case C-57/94
Commission v Italy [1995] ECR I-1249, paragraph 23, and Case C-318/94 Commission v Germany [1996] ECR I1949, paragraph 13) […]”.
7.

Research & Development in Public Procurement Procedures

Research and development concept should cover fundamental research, applied research and experimental
development. As expressed in Directive 2009/81/EC “Fundamental research consists in experimental or
theoretical work undertaken mainly with a view to acquiring new knowledge regarding the underlying foundation of
phenomena and observable facts, without any particular application or use in view. Applied research also consists
of original work undertaken with a view to acquiring new knowledge. However, it is directed primarily towards a
particular practical end or objective. Experimental development consists in work based on existing knowledge
obtained from research and/or practical experience with a view to initiating the manufacture of new materials,
products or devices, establishing new processes, systems and services or considerably improving those that
already exist. Experimental development may include the realisation of technological demonstrators, i.e. devices
demonstrating the performance of a new concept or a new technology in a relevant or representative
environment”.
As general rule, and depending of the scope, research and development contracts between Security Public
Organisation, as Contracting Authorities, and Industry are subject to Directive 2004/18/EC and Directive
2009/81/EC.
The same exception is established in both Directives excluding “research and development services other than
those where the benefits accrue exclusively to the contracting authority/entity for its use in the conduct of its own
affairs, on condition that the service provided is wholly remunerated by the contracting authority/entity”.
Co-financing research and development programmes, as 7th Framework Programme, are not covered by these
Directives.

8.

Subcontracting as model of collaboration for SME

Directive 2004/18/EC express the idea of involving SMEs in the public procurement procedures “market” by means
of subcontracting agreements. Contracting Authorities can introduce provisions in the public procurement
procedures regulations in this regard, as a minimum subcontracting required to an economic operator in favour of
SMEs, guarantying the participation of SMEs and improving its competitiveness.
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2.

Intellectual property specifications

A. CONCEPT
Following the World Intellectual Property Organisation (WIPO), the concept Intellectual Property, in its broadest
sense, refers to “creations of the mind: inventions, literary and artistic works, and symbols, names, images,
designs or other intangible assets used in commerce”.
Intellectual property rights (IPR) analysed within the scope of the INSEC Project are copyright, for the protection of
literacy and artistic works including every production in the literary, scientific and artistic domain, and patents for
the protection of inventions.

B. GENERAL IPR SPECIFICATIONS
1.

Fragmentation of the Internal Market

In the European Union, IPR protection is granted by each Member State, even though there is a European
institutional effort on harmonisation of Intellectual Property for reasons of guarantying the Internal Market and the
free movement of people, goods, services and capital.
Regarding copyright, European Directives establish a framework that Member States have to transpose to its
national legislations, these national legislations and differences between them made a fragmentation of the market
within the European Union.
Concerning patents, fragmentation of the Internal Market is allowed by article 36 of the Treaty on the Functioning
of the European Union (TFEU), because of reason of protection of industrial property. At the same time, the
European Parliament and the Council, by Article 118 TFEU, can adopt legislative measures for the creation of a
uniform protection regarding European intellectual property rights with the final purpose of free movement of goods
and services.

2.

Presumption of authorship

As stated in the Bern Convention, applicable to intellectual property rights in a restricted sense, and Directive
2004/48/EC, in relation to intellectual and industrial property rights, the author of a work, in the absence of proof to
the contrary, will be the one whose name will appear on the work in the usual manner.

3.

Employees IPR

Industry and Public Security Organisations shall prevent the event of employees IPR by means of contractual
provisions in order to guarantee the organisations the position as right holder.
Directive 2009/24/EC related to computer programs establishes that “Where a computer program is created by an
employee in the execution of his duties or following the instructions given by his employer, the employer
exclusively shall be entitled to exercise all economic rights in the program so created, unless otherwise provided
by contract”; although the economics rights are granted to the employer, it is recommendable for Industry and
Public Security Organisations to ensure themselves the authorship by contractual provisions.
In case of patents, and following the European Patent Convention, as general rule the European patent belongs to
the inventors and “If the inventor is an employee, the right to a European patent shall be determined in accordance
with the law of the State in which the employee is mainly employed”.
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4.

Enforcement of IPR

Member States shall provide for the measures, procedures and remedies necessary to ensure the enforcement of
IPR, including industrial property, covered by Directive 2004/48/EC.
The principles of these measures, procedures and remedies shall comply with the following principles:




Fair and equitable
Not unnecessary complicated or costly
Not unreasonably time limits or unwarranted delays

In addition, the measures, procedures and remedies shall be:




Effective
Proportionate
Dissuasive

The persons entitled to apply for them are the following as expressed in article 4 of Directive 2004/48/EC:
a.
b.
c.

d.

5.

“The holders of intellectual property rights, in accordance with the provisions of the applicable law
All other persons authorised to use those rights, in particular licensees, in so far as permitted by and in
accordance with the provisions of the applicable law
Intellectual property collective rights-management bodies which are regularly recognised as having a right
to represent holders of intellectual property rights, in so far as permitted by and in accordance with the
provisions of the applicable law
Professional defence bodies which are regularly recognised as having a right to represent holders of
intellectual property rights, in so far as permitted by and in accordance with the provisions of the
applicable law”

IPR exploitation

In the event of IPR exploitation in different countries, the law applicable to the act of exploitation of any of the
rights is the law of the place of exploitation, as confirmed by Article 5(2) of the Berne Convention and recognised
by national laws, national legislations shall be observed in this regard.

C. COPYRIGTH
1.

Applicable Law

International, European and national laws are applicable in relation to copyright and related rights.
At International level, in the context of the World Intellectual Property Organisation (WIPO), two agreements were
reached with the purpose of a minimum harmonisation between the signed countries, the Berne Convention for the
Protection of Literary and Artistic Works of September 9, 1886 and the WIPO Copyright Treaty adopted by the EU
by Council Decision of 16 March 2000. At this level, and in the line of the treaties abovementioned, the Agreement
on Trade-Related Aspects of Intellectual Property Rights was adopted in 1994 by the contracting countries, in the
framework of the World Trade Organisation.
At European level, and in order to comply with International Treaties, a serial of Directives has been adopted
following the idea of harmonization of the Internal Market. The following Directives have had to be transposed by
national EU Members legislations:


Directive 2001/29/EC of The European Parliament and of the Council of 22 May 2001 on the
harmonisation of certain aspects of copyright and related rights in the information society, establishing
rights for authors and general exceptions to these rights.
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2.

Directive 2004/48/EC of the European Parliament and of the Council on the Enforcement of intellectual
property right, establishing measures, procedures and remedies against any violation of Intellectual
Property Rights, including industrial property rights in order to ensure a high, equivalent and
homogeneous level of protection in the Internal Market
Directive 2006/116/EC of the European Parliament and Of the Council of 12 December 2006 on the Term
of Protection of Copyright and Certain Related Rights, establishing a minimum term of protection for
copyright, at least during the life of the author and 70 years after his death, as general rule
Directive 2009/24/EC of the European Parliament and of the Council of 23 April 2009 on the Legal
protection of computer programs

Rights for authors

The exclusive rights, and limitations, granted by Directive 2001/29/EC to authors are the following:
-

Reproduction right: “exclusive right to authorise or prohibit direct or indirect, temporary or permanent
reproduction by any means and in any form in whole or part of their works”

-

Limitations to reproduction right:
1. Temporary acts of reproduction with the following characteristics:
o Transient or incidental
o Integral and essential part of a technological process
o With the purpose of enabling:
a) A transmission in a network between third parties by an intermediary, or
b) A lawful use of a work or other subject-matter to be made, and which have no independent
economic significance
2. Reproductions on paper, or on a similar medium, by the use of a photographic technique, or other with
similar effects, if the right holder receives fair compensation
3. Reproductions by a natural person for private and not commercial use, if the right holder receives fair
compensation
4. Reproductions by publicly accessible libraries, educational establishments, museums, or archives,
without commercial purposes
5. Use for illustration for teaching or scientific research, as long as the source, including the author's
name, if possible, is indicated, without commercial purposes
6. Use for the benefit of people with disability, if needed, and without commercial purposes
7. Reproduction by press public or making available of published articles on current economic, political or
religious topics, as long as the source, including the author's name, if possible, is indicated, only in
case where such use is not expressly reserved
8. Quotations for purposes of criticism or review provided that they relate to a work or other subjectmatter which has already been lawfully made available to the public, as long as the source, including
the author's name, if possible, is indicated and that their use is in accordance with fair practice, and to
the extent required by the specific purpose
9. Use for public security purposes or administrative, parliamentary or judicial procedures
10. Use for public lectures or speeches justified by the informatory purpose, as long as the source,
including the author's name, if possible, is indicated
11. Incidental inclusion of a work or other subject-matter in other material
12. Use for equipment demonstration or reparation purposes
13. Use by communication or making available, for the purpose of research or private study, to individual
members of the public by dedicated terminals on the premises of publicly accessible libraries,
educational establishments, museums, or archives
14. Other uses in case of minor importance where exceptions or limitations already exist under national
law, provided that they only concern analogue uses and do not affect the free circulation of goods and
services within the Community
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-

Right of communication to the public: “exclusive right to authorise or prohibit any communication to the
public of their works”

-

Limitations to communication to the public right:
1. Use for illustration for teaching or scientific research, as long as the source, including the author's
name, if possible, is indicated, without commercial purposes
2. Use for the benefit of people with disability, if needed, and without commercial purposes
3. Reproduction by press public or making available of published articles on current economic, political
or religious topics, as long as the source, including the author's name, if possible, is indicated, only in
case where such use is not expressly reserved
4. Quotations for purposes of criticism or review provided that they relate to a work or other subjectmatter which has already been lawfully made available to the public, as long as the source, including
the author's name, if possible, is indicated and that their use is in accordance with fair practice, and to
the extent required by the specific purpose
5. Use for public security purposes or administrative, parliamentary or judicial procedures.
6. Use for public lectures or speeches justified by the informatory purpose, as long as the source,
including the author's name, if possible, is indicated
7. Incidental inclusion of a work or other subject-matter in other material.
8. Use for equipment demonstration or reparation purposes
9. Use by communication or making available, for the purpose of research or private study, to individual
members of the public by dedicated terminals on the premises of publicly accessible libraries,
educational establishments, museums, or archives
10. Other uses in case of minor importance where exceptions or limitations already exist under national
law, provided that they only concern analogue uses and do not affect the free circulation of goods and
services within the Community

-

Right of making available to the public: “exclusive right to authorise or prohibit the making available to
the public”
Limitations to making available to the public right: exceptions to this right are the same than to right of
communication to the public

-

Distribution right: “exclusive right to authorise or prohibit any form of distribution to the public by the sale
or otherwise”
Limitations to distribution right: exceptions and limitations to distribution right will be applicable in a
similar way to reproduction right if Member States provide exception to the latter

Limitations and exceptions shall only apply if:



3.

Do not conflict with a normal exploitation of the work; or
Do not unreasonably prejudice the legitimate interests of the right holder

Term of protection

The Berne Convention establishes a minimum term of protection for copyright consisting of the life of author and
50 years more.
Directive 2006/116/EC amplifies the term of protection as follow:


General rule: life of the author and 70 years after his death

INSEC is a project co-funded by the European
Commission under the Seventh Framework
Programme (2007-2013).

VERSION: V2

| DATE: 31.03.2012 | DISS. LEVEL: PUBLIC |

PAGE. 16

Contract No. FP7. 285287
Deliverable: D3.1




Joint authorship: the term referred before calculated from the last surviving author
Anonymous or pseudonymous work: 70 years after the work is lawfully made available to the public
Legal person: 70 years after the work is lawfully made available to the public

And exception is made for critical and scientific publications of works which have come into the public domain,
the limit of protection in this case will be 30 years from the time when the publications was first lawfully published.
Terms of protection should be calculated from the first day of January of the year following the relevant event, as
they are in the Berne and Rome Conventions.
Notwithstanding the above, if national legislations provide a more favourable term of protection they will be
applicable.

4.

Software protection computer programs

As defined in Directive 2009/24/EC Computer Program shall be understood as “programs in any form, including
those which are incorporated into hardware. This term also includes preparatory design work leading to the
development of a computer program provided that the nature of the preparatory work is such that a computer
program can result from it at a later stage”.
Directive 2009/24/EC establishes that computer programs shall be protected by copyright, as literacy works within
the meaning of the Berne Convention.
Exclusive rights of the right holder shall include the right to do or to authorize:




Reproduction of a computer program
Alteration of a computer program, including but not limiting, translation adaptation and arrangement
Distribution to the public

Right holder authorisation, if no specific contractual provisions provided, is not required for:



Reproduction or any alteration of the computer program if needed for the use of such computer program
by the lawful acquirer in accordance with its intended purpose, including for error correction
The making of a back-up copy if necessary for the use of the computer program

D. INDUSTRIAL PROPERTY
1.

Applicable law

Within the scope of the INSEC Project, international, European and national rules are applicable regarding
industrial property rights, always from the basis of territorially and independence of these rights in each country.
At the international level, the following agreements have been reached:





Paris Convention for the Protection of Industrial Property of March 20, 1883
Patent Cooperation Treaty, done at Washington on June 19, 1970
Agreement on Trade-Related Aspects of Intellectual Property Rights
Patent Law Treaty adopted at Geneva on June 1, 2000

At the European level, the following rules apply:



The European Patent Convention
Directive 87/54/EEC of 16 December 1986 on the legal protection of topographies of semiconductor
products
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2.

Directive 2008/95/EC of the European Parliament and of the Council of 22 October 2008 to approximate
the laws of the Member States relating to trade marks
Directive 98/44/EC of the European Parliament and of the Council of 6 July 1998 on the legal protection of
biotechnological inventions
Directive 98/71/EC of the European Parliament and of the Council of 13 October 1998 on the legal
protection of designs
Council Regulation (EC) No 40/94 of 20 December 1993 on the Community trade mark Regulation (EC)
207/2009
Council Regulation (EC) No 6/2002 of 12 December 2001 on Community designs

Protection of industrial property rights

Within the INSEC Project scope, the protection of industrial property rights is done by the following tools, defined
by the WIPO:
-

-

-

-

-

Patent is “an exclusive right granted for an invention, which is a product or a process that provides, in
general, a new way of doing something, or offers a new technical solution to a problem. In order to be
patentable, the invention must fulfil certain conditions. An invention must, in general, fulfil the following
conditions to be protected by a patent. It must be of practical use; it must show an element of novelty, that
is, some new characteristic which is not known in the body of existing knowledge in its technical field. This
body of existing knowledge is called "prior art". The invention must show an inventive step which could not
be deduced by a person with average knowledge of the technical field. Finally, its subject matter must be
accepted as "patentable" under law. In many countries, scientific theories, mathematical methods, plant or
animal varieties, discoveries of natural substances, commercial methods, or methods for medical
treatment (as opposed to medical products) are generally not patentable”
Utility Model is “an exclusive right granted for an invention, which allows the right holder to prevent
others from commercially using the protected invention, without his authorization, for a limited period of
time. In its basic definition, which may vary from one country (where such protection is available) to
another”
Industrial Design “constitutes the ornamental or aesthetic aspect of an article. A design may consist of
three-dimensional features, such as the shape or surface of an article, or of two-dimensional features,
such as patterns, lines or colour”
Trademark is “a distinctive sign which identifies certain goods or services as those produced or provided
by a specific person or enterprise. The period of protection for a trademark varies, but can generally be
renewed indefinitely”
Trade Secrets/Undisclosed Information is “protected information which is not generally known among,
or readily accessible to, persons that normally deal with the kind of information in question, has
commercial value because it is secret, and has been subject to reasonable steps to keep it secret by the
person lawfully in control of the information”

There are other not relevant for the project as domain names or geographical indications / appellations of origin.

3.

Authorship and inventor

The inventor, even if he is not the applicant for the patent, has the right to be mentioned as such in the patent as
established in the Paris Convention and in the European Patent Convention.
In case where applicant is not the inventor, the patent shall contain a statement indicating the origin of the right.
The European Patent Convention establishes, in case where patent application is filled by a non-entitled person,
that the entitled person may:
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4.

Prosecute the European patent application as his own application in place of the applicant; or
File a new European patent application in respect of the same invention; or
Request that the European patent application be refused

Term of protection for patents

The European Patent Convention and the TRIPS Agreement establish a term of protection for patents of 20 years
from the date of the application filling, except if contracting countries, for each territory, and by means of national
legislation, extend the limit of the term.

5.

6.

Principles of industrial property rights protection


Principle of national treatment for nationals of contracting countries principle: nationals of any
country of the Union shall, as regards the protection of industrial property, enjoy in all the other countries
of the Union the advantages that their respective laws now grant, or may hereafter grant, to nationals; all
without prejudice to the rights specially provided for by the Paris Convention. Consequently, they shall
have the same protection as the latter, and the same legal remedy against any infringement of their rights,
provided that the conditions and formalities imposed upon nationals are complied.



Principle of right of priority: the solicitor of an industrial property right in a member country of the Paris
Convention shall enjoy, for the purpose of filing in the other member countries, a right of priority during the
following periods:
o Patents and utility models: 12 months
o Industrial designs and trademarks: 6 months



Principle of independence of patents obtained for the same invention in different countries:
patents applied for in the various countries of the Union. Nationals of countries shall be independent of
patents obtained for the same invention in other countries, whether members of the Union or not

International patent application

The Patent Cooperation Treaty establishes a collaboration system simplifying application procedures of patents in
the different contracting countries over the same object.
The international patent application shall contain:






A request
A description
One or more claims desired
Drawings, if required
An abstract

The requirements for an international application are the following:





Being in a prescribed language
Complying with physical requirements
Complying with the unity of invention
Payment of fees
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The European patent

The European Patent Convention sets up a patent granting procedure for the EU. The applicant obtains before the
European Patent Office, with only one application, all national patents of contracting countries desired, without
expiration of the territoriality nature of these rights.
The European patent is such patent, granted under the European Patent Convention for the contracting countries,
and applied, in each of the contracting countries for which it is granted, not providing a unitary right, having the
effect of and being subject to the same conditions as a national patent granted by that contracting country.
Inventions, to be patentable, shall be:





8.

Referred to a technology field
New, if the invention is not part of the state of the art
Inventive step, if the invention “having regard to the state of the art, it is not obvious to a person skilled in
the art”
Susceptible of industrial application, in other words, an invention usable by any industry

Limitations to patentability

The following shall not be considered as invention regarding patents scope:





Discoveries, scientific theories and mathematical methods
Aesthetic creations
Schemes, rules and methods for performing mental acts, playing games or doing business, and programs
for computers
Presentations of information

The European Patent Convention establishes a general restriction for the granting of patents in respect of
“inventions the commercial exploitation of which would be contrary to "ordre public" or morality; such exploitation
shall not be deemed to be so contrary merely because it is prohibited by law or regulation in some or all of the
Contracting States”.

9.

Transfer and constitution of rights of a European Patent Application

A European Patent application may be:




Transferred
Assigned
Licensed

It is based always in the framework of the contracting countries of the European Patent Convention.

10. Rights conferred by patents
As establish by the TRIPS Agreement the owner of a patent shall enjoy the following exclusive rights:



Product patent: not to make, use, and offer for sale, sell or import the product by third parties without the
consent of the owner
Process patent:
o Not to use the process
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Not to use, offer for sale, sell or import products obtained directly by the patented process;
without the consent of the owner
Transferring of the right
Assignment of the right
Licensing of the right

Contracting countries may provide limited exceptions to the exclusive rights conferred by a patent, “provided
that such exceptions do not unreasonably conflict with a normal exploitation of the patent and do not unreasonably
prejudice the legitimate interests of the patent owner, taking account of the legitimate interests of third parties”.

11. Unitary Patent
The European Parliament and the Council, in 2011, launched, without the support of Spain and Italy because of
linguistic disagreements, a Proposal for a Regulation implementing enhanced cooperation in the area of the
creation of unitary patent protection and a Proposal for Regulation implementing enhanced cooperation in the area
of the creation of unitary patent protection with regard to the applicable translation arrangements, that has been
recently approved.
These proposals provide an appropriate common legal framework, not to replace the existing national and
European systems but to stand alongside them, based on a simple patent system:




3.

One-step process
Unitary effect and equal protection for patents within the participating Member States territory
Cost-effective

Data protection and privacy specifications

A.

CONCEPT

1.

Right to privacy

European Convention on Human Rights (ECHR) establishes that “Everyone has the right to respect for his private
and family life, his home and his correspondence”; in a similar way, the Charter of Fundamental Rights of the
European Union (CFREU), legally binding by means of the Treaty of Lisbon on the Functioning of the European
Union, estates that “Everyone has the right to respect for his or her private and family life, home and
communications”.
Regarding privacy, in the personal data scope, the CFREU goes beyond and establish that “Everyone has the
right to the protection of personal data concerning him or her”.
Limitations to privacy can be executed by countries by means of the following reasons:






Interests of national security
Public safety or the economic well-being of the country
For the prevention of disorder or crime
For the protection of health or morals
For the protection of the rights and freedoms of others
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2.

Personal data definition

Directive 95/46/EC and Regulation (EC) No 45/2001 define personal data as “any information relating to an
identified or identifiable natural person ('data subject'); an identifiable person is one who can be identified, directly
or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity”.

B.

IMPLICATIONS

1.

Processing of personal data

Personal data may be processed, as established by Directive 95/46/EC and Regulation (EC) No 45/2001 only if
the data subject has unambiguously given his consent. Processing of personal data is possible without the data
subject consent when:






2.

Processing is necessary for the performance of a contract to which the data subject is party or in order to
take steps at the request of the data subject prior to entering into a contract; or
Processing is necessary for compliance with a legal obligation to which the controller is subject; or
Processing is necessary in order to protect the vital interests of the data subject; or
Processing is necessary for the performance of a task carried out in the public interest or in the exercise
of official authority vested in the controller or in a third party to whom the data are disclosed; or
Processing is necessary for the purposes of the legitimate interests pursued by the controller or by the
third party or parties to whom the data are disclosed, except where such interests are overridden by the
interests for fundamental rights and freedoms of the data subject

Quality of personal data

Regarding data quality, and by means of article 6 of the Directive 95/46/EC and Regulation (EC) No 45/2001, data
must be:






3.

Data subject rights
-

4.

Processed fairly and lawfully
Collected for specified, explicit and legitimate purposes
Adequate, relevant and not excessive
Accurate and, where necessary, kept up to date
Kept in a form which permits identification of data subjects for no longer than is necessary

Right of access to the data processed
Right of rectification of inaccurate or incomplete personal data
Right of blocking data if their accuracy is contested by the data subject or the controller no longer needs
them or the processing is unlawful
Right of erasure of data if their processing is unlawful
Right to object to the processing of his/her personal data

Limitations to data subject rights

Directive 95/46/EC sets up a restriction to the obligations and rights provided when necessary to safeguard:


National security
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Defence
Public security
The prevention, investigation, detection and prosecution of criminal offences, or of breaches of ethics for
regulated professions

This provision is developed by Regulation (EC) No 45/2001 limiting subject rights if necessary measure to
safeguard:






5.

The prevention, investigation, detection and prosecution of criminal offences
An important economic or financial interest of a Member State or of the European Communities, including
monetary, budgetary and taxation matters
The protection of the data subject or of the rights and freedoms of others
The national security, public security or defence of the Member States
A monitoring, inspection or regulatory task connected with the exercise of official authority

Proposed legal framework for the protection of personal data by the EU

The proposed new legal framework applicable to the INSEC Project consist of a Proposal for a Regulation of the
European Parliament and of the Council on the protection of individuals with regard to the processing of personal
data and on the free movement of such data in order to ensure freedom of movement of personal data within the
Union shall neither be restricted nor prohibited for reasons connected with the protection of individuals with regard
to the processing of personal data protecting the fundamental rights and freedoms of natural persons, and in
particular their right to the protection of personal data.
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5.2 Ethical specifications
A. CONCEPT
The ethical dimension of research, and the implications in the Development of an Innovation Management Model
and a Cooperation Strategy between Public Security Organisation and Industry, shall be analysed in order to study
all matters not covered by the legal requirements. This analysis is an important opportunity to consider the overall
research design, the contingencies for data collection and storage, and methods for ensuring confidentiality and
privacy.
B. GENERAL PRINCIPLES
The Development of an Innovation Model Management and a Cooperation Strategy between Public Security
Organisation and Industry, in the scope of research activities, shall be done following the principles stated in the
European Charter of Human Rights and in the TFEU:
-

Principle of respect for Human Dignity
Principle of Utility
Principle of Precaution
Principle of Justice
Principle of Solidarity
Principle of Equality
Principle of Citizens Rights
Principle of Sustainability

These principles are the general framework for any research activity in a European country.
C. ETHICAL IMPLICATIONS
Regarding the objectives of the Project, closely related to ICT and emerging technologies, research shall be based
on:




A global public value
A multi-stakeholders approach
Human Rights as driving principles: EU Charter and the EU Treaty: freedoms, equality, solidarity,
citizens’ rights, Justice and Dignity

The following ethical implications may arise having an impact in the stakeholders concerned:







Trust
Freedom
Protection
Responsibility
Security
Privacy

The stakeholders are governments, through Security Public Organisations, researchers due to their work
developed, and society as user/subject concerned about researches.
D. CONSENT
Data processing, trials with human beings and activities regarding INSEC Project in research may need a valid
informed consent from the concerned subject that should follow the following moral principles:
-

Respect for autonomy
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Respect for dignity
Respect for persons

Valid consent shall include:




Adequate information
Voluntariness
Competence

Consent is required in the following cases:


When the research involves:
o Patients
o Children
o Incapacitated persons
o Volunteers



When the research uses human material or biological samples and the processing of personal data

General Information to be provided by researchers to users for valid consent shall be the following:

















Purpose explanation of the research
Duration of the subject participation
Description of the procedures
Voluntariness of the participation
Organisation and funding of the research
Description of possible risks
Treatment and/or compensation if risks occur
Benefits and beneficiaries of the research
Alternatives procedures of the research
Description of procedures for data protection
How incidental findings will be handled
Contact point
Opportunity to ask questions
Possibility of withdraw
Data and samples information after the research
Information about results of the research

E. PRIVACY
The legal concept of Privacy is founded in the 1948 Universal Declaration of Human Rights, in the European
Convention of Human Rights, and further developed in Directive 95/46/EC, but no definition is reached.
The European Commission establish in the European Text Book on Ethics in Research that Privacy is “the
protection of: (1) control over the information about oneself, (2) control over access to oneself, and (3) control over
one’s ability to make important decisions ”.
Data protection issues related to the INSEC Project because its nature shall be faced following the principles
stated on Directive 95/46/EC, and analysed on Section 4.3.4 of this document:
 Fairly and lawfully processed
 Processed for limited purposes
 Adequate, relevant ant not excessive
 Accurate
 Not kept longer than is necessary
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F.

Processed in accordance with data subjects rights
Secure
Not transferred to countries without adequate data protection

DUAL USE

Research in the security field may produce a “dual use”. This concept makes reference to technology which can
be used for both peaceful and military aims.
The dual use can arise where:




Classified information, material or techniques are used in research
Sensitive material are used in research
Results of research are dangerous for society if improperly disseminated

Deal with dual use:






Awareness of potential risks to the society from inappropriate dissemination.
Describe measures for sensitive materials
Strategy for risk management
Experts committee in the development of the project
Specific dissemination and communication strategy

G. RESPONSIBLE RESEARCH AND INNOVATION
A responsible research and innovation is composed by three elements: ethical acceptability, risk management
and human benefit. The following table summarises the main challenges (unethical science, funding pressures,
regulatory compliance and need for global cooperation) to responsible research and innovation elements adding
global issues for each challenge.

Responsible
challenges

Ethical
acceptability

Risk management

Benefits for
humanity

Global issues

Unethical science

Loss of reputation
and credibility

Rejection of new
technologies

Less public and
social engagement
with science

New social and
cultural values in
science

Funding pressures

Continued
availability of welltrained scientists

Increasing risks

Agreement on
benefits and
assessment

Global competition
for resources

Regulatory
compliance

Compliance “fatigue”

“Ethics-free” zones

Best use of scarce
public resources.

Brain drains and
research tourism

Need for global
cooperation for
further scientific goals

Disparate standards
for scientific merit
review

Privacy protection

Global agreement
on benefits and
assessment

Benefit sharing

Source: Ethical and Regulatory Challenges to Science and Research Policy at the Global Level (European Commission, 2012).
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5.3 Privacy & Security “by Design” specifications
A. CONCEPT
Privacy “by Design” concept was develop in 1990 and can be extrapolated to a Security “by Design” approach,
being the “philosophy of embedding privacy and security into the design specifications of information technologies,
accountable business processes, physical spaces and networked infrastructures”, as defined by Ann Cavoukian in
her publications.
B. AREAS OF APPLICATION
Privacy & Security “by Design” can be applied to:




IT
Business practices
Physical design

C. PRINCIPLES OF PRIVACY & SECURITY “BY DESIGN”
Privacy & Security “by Design” may be accomplished by the following principles:
-

-

Proactive and preventive: means to anticipate and prevent privacy and security invasive events before
they happen
Privacy and security as a default setting: means to deliver the maximum degree of privacy by ensuring
that personal data are automatically protected
Privacy and security embedded into design: means that privacy becomes an essential component of the
core functionality being delivered
Positive-sum: means to accommodate all legitimate interests and objectives in a positive sum “win-win”.
Full lifecycle protection: means a secure lifecycle management of information, end to end.
Visibility and transparency: means to assure all stakeholders operating according to the stated promises
and objectives
Respect for user privacy and security: means to keep the interest of the individual uppermost by offering
measures as strong privacy and security defaults
Integrated approach: means that all significant components of its design, planning and layout are
considered together an early stage
Environmental quality and sense of ownership: means to take account of the social and environmental
context where stakeholders are involved in the planning and design process

D. IMPLEMENTATION OF PRIVACY & SECURITY “BY DESIGN”
The implantation of Privacy & Security “by Design” framework within the organisation, or for a concrete product or
service, shall be done as follow:
1.

2.

Defining privacy and security needs:
a. Asset analysis
b. Threat analysis
c. Vulnerability analysis
d. Risk analysis
Defining privacy and security countermeasures
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Privacy & Security “by Design” policy shall be supported by:








Establishing a Privacy & Security “by Design” leader
Establishing proactive Privacy and Security by Design processes and practices
Maintaining appropriate management processes and practices
Providing privacy and security training to the employees
Implementing a system for tracking all projects that collect, use or store personal information
Requiring personnel to draft maintain and update Privacy & Security “by Design” documents for all
projects to assess the impact
Implementing internal audits to verify the compliance on Privacy & Security “by Design” matters

E. BENEFITS OF PRIVACY & SECURITY “BY DESIGN”
Applying Privacy & Security “by Design” within the process of the organisations, and in the scope of a
development of an Innovation Management Model, produce the following benefits, depending of the characteristics
of the organisation:






F.

Customer confidence and trust
Risk reduction flowing on handling of personal data
Competitive advantage in the market place
Cost savings
Reduction of exposure to liability for privacy breaches

BARRIERS TO PRIVACY & SECURITY “BY DESIGN”

Privacy & Security “by Design” find obstacles to its development because of the following:







Lack of management engagement: individuals have a perception there is a lack of rigorous processes,
failure to recognise organisations responsibilities for privacy and security management
Failure to plan for privacy in the systems lifecycle: risk assessments rarely take into account the needs of
the individual and fail to assign meaningful threat values to loss of personal information, so the risk
associated with such incidents are not properly managed
Balancing data sharing with privacy needs: the sharing of personal information within and outside the
organisations can lead to privacy and security problems
The need for privacy standards: organisations are often uncertain how to implement systems that comply
with data protection law and management of personal data
Regulating privacy: different regulations at the international level

G. EU PRIVACY & SECURITY “BY DESIGN” POINT OF VIEW
The European Union is concerned about the Privacy & Security “by Design” concept, and through the European
Data Protection Supervisor stated it as “a key tool for generating individual trust in ICT”.
Privacy & Security “by Design” appears in European data protection law, although Directive 95/46/EC does not
contain an explicit requirement for Privacy & Security “by Design” it is covered in a generic way requiring that data
controllers implement appropriate technical and organisation measures to prevent unlawful data protection, This
Directive provides on article 14.3 that “Where required, measures may be adopted to ensure that that terminal
equipment is constructed in a way that is compatible with the right of users to protect and control the use of their
personal data”.
The European Data Protection Supervisor in 2010 recommended the following for embedding Privacy & Security
“by Design”:
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To include a general provision of Privacy & Security “by Design” in data protection law
To elaborate this general provision in specific provisions
To include Privacy & Security “by Design” in Europe’s Digital Agenda
To introduce Privacy & Security “by Design” as a principle in other EU initiatives
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6.

Conclusions: design specifications

The preceding analysis results in a collection of ethical and legal specifications for the development of an
Innovation Management Model and/or a Cooperation Strategy.

#

IMM

Design Specification

CS

 Regulatory model: Legal Specifications
D.S.1.01

Compliance with Public Procurement Procedures in order to work with
Security organisations

D.S.1.02

Public





National legislations shall be observed regarding Public Security Organisations





D.S.1.03

Projects with quantities under thresholds of Public Procurement Procedures
enhance collaboration with SMEs





D.S.1.04

Subcontracting as model of collaboration for SMEs in the framework of Public
Procurement Procedures





D.S.1.05

IPR national legislation shall be observed concerning the object and the possible
result of the collaboration opportunities





D.S.1.06

IPR conflicts as part of contractual provisions should be considered in order to
guarantee the companies the position as right holder.





D.S.1.06

Copyright protection is guaranteed in the whole UE without registration





D.S.1.07

Reproduction, communication and making available to the public, and distribution
right are granted by copyright





D.S.1.08

Protection of software is granted by copyright





D.S.1.09

Patent protection is guaranteed by means of registration





D.S.1.10

Patents are granted by each country, a Unitary Patent does not already exist





D.S.1.11

The inventor, even if he is not the applicant for the patent, has the right to be
mentioned as such in the patent





D.S.1.12

A patentable invention shall be referred to a technology field, new, inventive and
susceptible of industrial application





D.S.1.13

Processing of personal data shall be done only if the data subject has
unambiguously given his consent





D.S.1.14

Users right to privacy shall be respected





D.S.1.15

Access, rectification, blocking, erasure and objet right of the data subject





D.S.1.16

National security, defence and prevention of crime are exceptions allowed
regarding data protection
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 Regulatory Model: Ethical Specifications
D.S.2.01

It is recommended to perform an implementation of an ethical “by design” approach
within the organisations





D.S.2.02

Respect to the European principles of Human Dignity, Utility, Precaution and
Justice, Solidarity, Equality, Citizens Rights and Sustainability





D.S.2.03

It is needed a valid and informed consent of users in research





D.S.2.04

Dual Use in research shall be avoid, if impossible, shall be deal with a risk
management strategy





 Regulatory Model: Privacy & Security “by Design” Specifications
D.S.3.01

Privacy & Security “by Design” concept is applicable to IT, business practices and
physical design





D.S.3.02

It is recommended to perform an implementation of a Privacy & Security “by
Design” approach concerning the object and the possible result of the collaboration
opportunities





D.S.3.03

Applying Privacy & Security “by Design” within organisations by self-regulation





D.S.3.04

Definition and analysis of needs, threats and vulnerabilities regarding privacy and
security issues is required





D.S.3.05

Technical measures shall be adopted to avoid threats and vulnerabilities identified





D.S.3.06

Privacy & Security “by Design” is found in the European legislation concerned





 Innovation Management Model
Cooperation Strategy
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7.

Publishable information

All information contained in this document, being a public deliverable, may be published on the INSEC Project`s
website or on other dissemination tools in the context of the project.
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8.

Annexes
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Council Regulation (EC) No 6/2002 of 12 December 2001 on Community designs
Proposal for a Regulation implementing enhanced cooperation in the area of the creation of unitary patent protection
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Proposal for Regulation implementing enhanced cooperation in the area of the creation of unitary patent protection with
regard to the applicable translation arrangements [Brussels, 13.4.2011, COM (2011) 216 final, 2011/0094 (CNS)]
European Convention on Human Rights
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Treaty of Lisbon on the Functioning of the European Union
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free movement of such data
Regulation (EC) 45/2001 of the European Parliament and of the Council of 18. December 2000 on the protection of
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movement of such data
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